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Abstract - With the maturity of cloud computing 

technology in terms of reliability and efficiency, a 

large number of services have migrated to the 

cloud platform. To convenient access to the 

services and protect the privacy of 

communication in the public network, three-

factor Mutual Authentication and Key Agreement 

(MAKA) protocols for multi-server architectures 

gain wide attention. However, most of the 

existing three-factor MAKA protocols don’t 

provide a formal security proof resulting in 

various attacks on the related protocols, or they 

have high computation and communication costs. 

And most of the three-factor MAKA protocols 

haven’t a dynamic revocation mechanism, which 

leads to malicious users cannot be promptly 

revoked. To address these drawbacks, we propose 

a provable dynamic revocable three-factor 

MAKA protocol that achieves the user dynamic 

management using Schnorr signatures and 

provides a formal security proof in the random 

oracle. Security analysis shows that our protocol 

can meet various demands in the multi-server 

environments. Performance analysis demonstrates 

that the proposed scheme is well suited for 

computing resource constrained smart devices. 

The full version of the simulation implementation 

proves the feasibility of the protocol. 

1. INTRODUCTION 

 

In the recent decade, cloud computing 

technology has been completely 

commercialized. It can not only improve 

service efficiency but also reduce costs. More 

and more companies are putting their services 

on the cloud platform for development, 

management and maintenance. This not only 

reduces the local maintenance burden for these 

enterprises, but also provides unified security 

and operation management for all services on 

the third-party cloud platform, as shown in 

Fig.1. Although third-party cloud platforms 

have more powerful technologies and more 

standard technical specifications to ensure that 

the servers run in a relatively secure 

environment, users and servers communicate in 

the public network. Therefore, authentication 

and key agreement are critical for the 

communication security. The use of mutual 

authentication and key agreement (MAKA) 

protocols not only prevent attackers from 

abusing server resources, but also prevent 
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malicious attackers posing as the server to 

obtain the user’s information. Therefore, the 

MAKA protocols have been extensively studied 

since Lamport proposed a password-based 

authentication protocol. Earlier MAKA 

protocols are designed for single-server 

architecture. As Internet users grow 

exponentially, the number of cloud servers 

rendering different services has also grown 

significantly. For the single-server architecture, 

it is difficult for users to maintain a variety of 

passwords for each server. To improve user 

experience, many scholars propose more 

flexible MAKA protocols for multi-server 

environments. Combined with the unified 

management features of the cloud platform, 

such protocols can be conveniently applied. The 

protocols for multi-server architectures model 

as shown in Fig.2, users and cloud servers only 

need to register in the registration center (RC) 

to mutual authentication and key agreement.  

 

In the multi-server environments, the MAKA 

protocols can be further divided into two 

categories, two-factor MAKA protocols, namely 

identity, password, and three-factor MAKA 

protocols, namely identity, password, biometrics. 

The works in have shown that the password- 

based MAKA protocols suffer from several 

attacks such as guessing password attack. The 

cost of the password guessing attack on 

password-based protocol becomes lower and 

lower as the rapid development of computers. On 

the other hand, users usually utilize simple letters 

or numbers as their passwords, and even a large 

number of users directly use the default password 

if the smart devices don’t require the user to 

modify the password mandatory. In order to solve 

this problem, several biometrics-based MAKA 

protocols have been proposed. Due to the 

uniqueness, availability and non transferability of 

biometrics keys (palm print, iris, finger print 

etc.), the three-factor MAKA protocols for multi-

server environments provide more security than 

the two-factor protocols. In view of the openness 

of wireless networks, an adversary can intercept, 

modify, delete and replay any communication 

messages. Anonymity and un-traceability are also 

indispensable part of the MAKA protocols to 

resist the above-mentioned attacks. However, the 

current three-factor MAKA protocols still have 

the following defects  

 

2. LITERATURE SURVEY 

In 2001, Li et al. [5] introduced the concept of 

authentication protocol for multi-server 

environments and proposed the first password-

based MAKA protocol using the neural network. 

Thanks to the complicated neural network, Li et 

al.’s protocol isn’t suitable for smart devices with 

limited computing power. To improve efficiency, 

Juang [6] proposed a MAKA protocol for multi-

server architectures by using hash functions and 

symmetric key cryptosystems. In the same year, 

Chang et al. [7] pointed out that Juang’s protocol 

is flawed in terms of efficiency. They proposed a 

more efficient MAKA scheme for multi-server 

environments. However, in their protocol RC 

shares system private key with all servers. This 

will undoubtedly result in many security 

vulnerabilities. To improve security, some new 

MAKA protocols [8], [9] using hash functions 

and symmetric-key cryptosystems had also been 

proposed. In 2013, Liao et al. [10] proposed a 

multi-server remote user authentication protocol 

using self-certified public keys for mobile clients.  
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3. SYSTEM ANALYSIS: 

 

3.1 Existing System 

 

Earlier MAKA protocols are designed for single-

server architecture. As Internet users grow 

exponentially, the number of cloud servers 

rendering different services has also grown 

significantly. For the single-server architecture, it 

is difficult for users to maintain a variety of 

passwords for each server. To improve user 

experience, many scholars propose more flexible 

MAKA protocols for multi-server environments. 

Combined with the unified management features 

of the cloud platform, such protocols can be 

conveniently applied. users and cloud servers 

only need to register in the registration center 

(RC) to mutual authentication and key agreement 

Disadvantages 

In the multi-server environments, the MAKA 

protocols can be further divided into two 

categories, two-factor MAKA protocols, namely 

identity, password, and three-factor MAKA 

protocols, namely identity, password, 

biometrics. The works in [11], [12] have shown 

that the password- based MAKA protocols 

suffer from several attacks such as guessing 

password attack 

 

3.2 Proposed System 

 

We propose a dynamic revocable three-factor 

mutual authentication and key agreement 

(3DRMAKA) protocol which has more 

comprehensive functions, reliable security and 

relatively higher execution efficiency. Our 

contribution can be summarized as follows:  

 We design a three-factor MAKA protocol 

which implements three-factor security. And 

we show that the proposed protocol can meet 

the demands of multi-server architectures 

such as anonymity, nontraceability, resistance 

password guessing attack and smart card 

extraction attack, and so on. 

 Our scheme achieves the user’s dynamic 

management. In our protocol, users can be 

dynamically revoked to promptly prevent 

attacks from malicious users. Without a 

dynamic revocation mechanism, RC can’t 

punish malicious users in a timely manner. 

This may result in such malicious users still 

active in the network to communicate with 

other servers.  

 In the random oracle, we provide a formal 

proof of the proposed protocol based on 

BDH, CDH and Schnorr signatures 

unforgeability assumptions. We show that the 

proposed protocol is mutual authentication 

secure and authenticated key agreement 

secure. 4) Our protocol has a good execution 

efficiency. Especially on the client side, the 

computation cost of our scheme is the lowest 

in the related existing protocols. This shows 

that our protocol is more suitable for device 

mobiles with limited computing resource. 

And, to prove that the protocol is technically 

sound, we programmatically simulate the 

proposed protocol.  

 

Advantages 

Proposed a biometrics based MAKA protocol for 

multi-server environments. Unfortunately, after 

our analysis in the security comparisons and 

cryptanalysis subsection of this paper, their 

protocol is vulnerable the server impersonation 

attack and the man-in the-middle attack. On the 

other hand, the MAKA protocol is also widely 

used in other environments, such as Passive 

Internet of Things. 

 

MODULES: 

 

DATA OWNER:   

In this module, initially the data owner has to get 

register to the cloud server (CS1,CS2,CS3,CS4) . 

Data owner will login to the corresponding cloud 

server he got registered. Data owner encrypt will 

upload file to the cloud server (CS1, CS2, CS3, 
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CS4) Data owner verifies the file he uploaded 

either it is safe or not. Data owner can view, how 

many file has been uploaded to the corresponding 

cloud servers(CS1,CS2,CS3,CS4) Data owner 

will send  file to trust manager to store the data 

owner file t5o the corresponding cloud servers 

(CS1,CS2,CS3,CS4) 

CLOUD SERVER 

The cloud server manages a cloud to provide data 

storage service. Data owners encrypt their data 

files and store them in the cloud for sharing with 

cloud consumer. To access the shared data files, 

data consumers download encrypted data files of 

their interest from the cloud and then decrypt 

them. 

TRUST MANAGER 

Trust manager provides login authorization for 

both data owner and the end user. 

Trust manager can view all the cloud status .Trust 

manager can view the feed backs given by end 

user and lists all positive and negative feed backs. 

Trust manager lists no of users in cloud 

services(IAAS,PAAS,SAAS).Trust manager can 

view the attackers in cloud 

servers(CS1,CS2,CS3,CS4) and the no of time 

attacked.  

CLOUD CONSUMER 

Cloud consumer first has to register to the cloud 

server (CS1, CS2, CS3, CS4) which particular 

cloud he has to use. Cloud consumer has to login 

to the cloud he got registered. Cloud consumer 

feedback about the data (positive or negative 

feedback) 

ATTACKER 

Attacker will view registered users and cloud 

files 

1 Collusion Attacks - to mislead feedbacks 

about the cloud 

2 Sybil Attacks - When user uses more 

transaction per day (Exceeds the limit which is 

assigned by the Trust Manager) 

4. OUTPUT RESULTS: 

 

 
 

4.1 View Throughout results Page 

 

 

 

4.2 View Cloud Users Page 
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4.3 User Registration Page 

 

 

4.4 User Login Details Page 

 

 

4.5 Upload File to Cloud Page 

 

4.6 View Contents Attacks Page 

 

 

 

 

4.7 Verify File in Cloud Page 

 

 

5. CONCLUSION 

 

To resist the exhaustion of password attack on the 

two-factor MAKA protocols, a large number of 

three-factor MAKA protocols have been 

proposed. However, almost all three factor 

MAKA protocols don’t provide formal proofs 

and dynamic user management mechanism. In 

order to achieve more flexible user management 

and higher security, this paper proposes a new 

three-factor MAKA protocol that supports 

dynamic revocation and provides formal proof. 

The security shows that our protocol achieves the 

security properties of requirements from multi-

server environments. On the other hand, through 

the comprehensive analysis of performance, our 

protocol doesn’t sacrifice efficiency while 

improving the function. On the contrary, the 

proposed protocol has great advantages in terms 

of the total computation time. 
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