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Abstract  

As the technology emerges, cloud computing becomes one of the greatest platform which provide various services like storage, 

on demand usage, security, loss prevention, flexibility, quality control etc at lower cost and ubiquitous services on internet. But 

there are some of the major challenges in cloud computing that are still need to handle such as load balancing, data security, 

vendor lock in problem and fault tolerance. Load balancing problem is a multi-variant problem which leads to the degradation 

of the efficiency and performance of servers. In this paper we are going to discuss about various algorithms and approach 

towards load balancing. The main aim of load balancer is maximum utilization of servers, even when there are n numbers of 

request flooded in the server. 
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I. INTRODUCTION 

A load balancer is like the "traffic cop"[1] standing in front of your servers. It keeps an eye on client requests and distributes 

them among all servers that are able to handle them, maximising speed and capacity utilisation while ensuring that no single 

server is overloaded with requests, which could impair performance. The task of the load balancer is to direct traffic to the 

remaining servers if one server fails. The load balancer immediately begins to send requests to any additional servers that are 

added to the server group. The need for cloud computing has increased as the globe has become increasingly enmeshed in the 

internet. There are several factors contributing to this demand, including the network-enabled computing paradigm that shares 

resources as services paid on a pay-as-you-go (PAYG) basis. Microsoft, Amazon, SAP, Google, Oracle, VMware, Sales Force, 

IBM, and other companies are some of the game-changers in the aforementioned technologies. Most cloud services are offered 

by large IT companies. There are two main headings in the eagle perspective of the cloud computing concept. The first is the 

model for delivering services, which includes the kind of service that a typical cloud provider offers. SaaS (software as a 

service), PaaS (platform as a service), and IaaS are three prominent service paradigms (infrastructure as a service). The scale of 

use, affiliation, availability, data security, ownership, size, and access are a brief summary of the other cloud computing model 

dimension. The four cloud deployment methods listed in the official NIST [2] (National Institute of Standards and Technology) 

definition of cloud computing are private, public, communal, and hybrid clouds. These service models can be combined in 

accordance with the internet's dynamic expansion to improve performance, scalability, data security, and server utilisation. 

II. LOAD BALANCING IN CLOUD COMPUTING 

In recent few years cloud computing has become one of the most trending and yet adaptive form of technologies not only for 

the community but also the giant multinational companies are adapting it well and good, but the main challenge in the cloud 

computing is the maximum utilization of cloud servers to use the resources with their full capacity. Sometimes it happens that 

some servers are heavily loaded while the other servers are in idle state. To overcome this problem we use load balancing 

algorithm. These algorithms help in allocating every single task by monitoring load on each server. The balancing algorithm is 

defined as In clouds, load balancing may occur between physical hosts or virtual machines. The workload is dynamically 

divided equally among all of the omnipresent nodes (VMs or hosts) in this balancing method. The term load balancing as a 

service (also known as load balancing in the cloud) was created (LBaaS). On the basis of requirement there are various types of 

load balancing algorithms which are used in cloud computing; mainly categorised in two type static load balancing and 
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dynamic load balancing. When all the requirements of the resources are known prior and tasks are assigned to the server before 

the compilation such balancing algorithm is known as static load balancing algorithms. An environment which comprises with 

ignorable communication delays, high internet speed is suitable for static load balancing algorithm. Nodes which have 

ignorable differences in the load is suitable for this algorithm, but this algorithm is not suitable for cloud computing because an 

environment with such features is practically not possible because in the cloud we have n number of users with n numbers of 

requirements which leads to the exponential variations in the loads, if so we are managed to create one, it becomes a tough job 

to juggle between all these aspects without any fault or failure. To overcome the limitations of the static load balancing 

algorithm we use dynamic algorithms which work in real time situation. In the dynamic environment there is a continuous 

check of the load on the server. Decisions are made on the basis of task distributed among the servers. This algorithm mainly 

focuses on reducing communication delays and execution time for large distributed environments. In the past few years there 

are many static and dynamic load balancing algorithms that have been proposed for the cloud computing environment. On the 

basis of complexity static load balancing algorithm are less complex as they work in small distributed environments in which 

all the information are needed in advance such as number of task and length whereas dynamic algorithm are more complex, 

because decisions are taken at runtime. However in the working cloud environment static algorithms are not considered good at 

load balancing because it only monitor the nodes once whereas in the dynamic there is continuous monitoring of nodes, which 

result greater efficiency. For complex computational problem we always consider dynamic algorithm because it takes less time 

and give accurate solutions but in static it takes more time and the solution found is also not optimal. 

 

Fig 1:- Load balancing diagram (image source:- nginx) 

 

III. SOFTWARE LOAD BALANCING 

Software load balancing gives complete control to the admin to route network traffic to different servers available at that time. 

In this requests made by the client are examined on the basis of application-level characteristics (the HTTP header, and the 

contents of the request, the IP address etc). After that it is the role of the load balancer to look at the server for assigning a job to 

the particular server. 

 

IV. WORKING OF SOFTWARE LOAD BALANCER 

Software load balancing works the same way as hardware load balancing, distributing traffic among a pool of servers according 

to the chosen algorithm. It works while distributing the traffic among the various servers present in the network with a suitable 

algorithm. It makes the network more robust and efficient while distributing the workload among several servers. It ensures that 

no server is overload and simultaneously no server is ideal. As a result, it makes the network run faster and help us to achieve 

the optimal usage of servers. When the server fails by directing traffic from one server to another it ensure un-interruption 

uptime.  

V. HARDWARE LOAD BALANCERS 

 

Based on the task hardware load balancers are mainly designed to provide best load balancing. In hardware load balancer a 

physical appliance is responsible for the distribution of web traffic among several nodes. Distribution of web traffic is done on 

the basis of factors such as server processing power, availability of resources and current server connections. 
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Fig 2:- Hardware load balancer (image source: - Google) 

 

VI. WORKING OF HARDWARE LOAD BALANCER WORK 

A hardware load balancer acts as a “traffic cop”, which sits between the internal server and external incoming traffic. As soon 

as the clients send request, it is first directed to the load balancer and then it is redistributed to different servers available at that 

time. As the demand of load balancer increases most of the multinational companies have started to adopt global server load 

balancing (GSLB). The aim of GSLB is to ensure when one server fails the load is immediately redirected to another server 

available at the run time. It also focus on data recovery and minimizing the impact on client side.  

VII. SOFTWARE LOAD BALANCERS VS. HARDWARE LOAD BALANCERS 

The main difference between software and hardware load balancers is that, a software load balancers are simply need to install 

on the virtual machines or on standard servers like x86. In network load balancer each hardware device should be paired with 

an additional device for high performance, for handling random highest traffic loads, in other words resources must be available 

even if other load balancer fails. Another difference between software and hardware load balancer is based on scalability. When 

the traffic in network grows, servers will need enough load balancer to handle the request. In order to fulfill the demand, in 

hardware based load balancer we need to increase the hardware equipments and nodes, which is not so cost effective. Whereas 

in software based load balancing, we only need to install or update the software as per the increase in network traffic. Software 

load balancers are able to scale as per demand. Whether network traffic is unable to scale elastically, software load balancers 

can simply auto scale in real time, eliminating costs and worries about unexpected network traffic. In addition, configuration on 

hardware loads balancer is complex. Whereas the architecture of software load balancer is simple and easy to configure. As 

compared with compatibility hardware load balancer are not compatible with cloud environments but software load balancers 

are compatible with cloud environments and virtual platforms. 

VIII. AIM OF LOAD BALANCERS 

Load balancer aims are:   

 To improve the efficiency of the server.  

 Distribution of equal load and creating backup plan in complete or partial failure of the system. 

 Stabilizing the system even if the number of request rises exponentially . 

 Adaptiveness of the system in the future. 
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Fig. 1:- Classification of types of load balancing algorithm. (Image source: - research gate K. Prabu) 

IX. DIFFERENT TYPES OF LOAD BALANCING ALGORITHMS 

I. Dynamic load balancing algorithms 

Load balancer plays an important role in the cloud computing, dynamic load balancer distributes the load to the servers at the 

run time after monitoring the nodes. The working of this algorithm is complex, as it always monitors the server and distributes 

the load at run time but there is surety of no servers remain ideal and maximum utilization of servers The algorithm which helps 

to achieve dynamic load balancing are as follows:-  

A. Least connection: It assumes all the connections require approximately same processing power. Traffics are sent to 

those servers which have the fewest connections open at the time. 

B. Weighted least connection: It is based on the assumption that some server can handle more connection in the node 

than other and gives the ability to the administrator to assign weights for each server.  

C. Weighted response time:   This algorithm insures faster service for users while sending traffic to the server which have 

the quickest response time. To locate where to send the traffic this algorithm combines the number of connections each 

server with average response time of each server. 

D. Resource-based:  It has specialized software called an agent which runs on each server and measures the availability of 

the memory and CPU, and distributes load based on which server is available at that time. 

E. Probabilistic: - In probabilistic load balancing algorithm, jobs are assigned on the bases of probability. Probability of 

each node is calculated by using a formula load of each node/total load. After calculating the probability, the node 

having higher probability will accept the information from the node having less probability. 

 

F. The Shortest Expected Delay (SED) Strategy: - This algorithm is based on the expected time delay. In this algorithm 

we need to calculate the delay value each time after the completion of each task. Once the delay value is calculated, 

the node with minimum node’s delay is selected for the further execution. It is based on greedy based approach. In this 

approach, each node gets the role according to its optimal functioning and joins the queue which has minimum 

expected delay time after the execution of job. 
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II. Static load balancing algorithms 

A. Round robin: This algorithm is mainly used for web servers as there are http requests of similar nature and behaviour 

are distributed equally. In this algorithm each processors get equal number of processes and each process is assigned in 

round robin order. 

B. Weighted Round Robin: - It is one step ahead of round robin. Generally in round robin each process are assigned in a 

cyclic way, whereas in the weighted round robin the administrator has the control to assign a weight to each process 

and execution of the  processes in the server are done on the basis of the assign weight to the nodes. 

C. Randomized Algorithm: - In randomized Algorithms, nodes are selected randomly not on the basis of specific 

performance. It is mainly used for minimization of space complexity, time complexity and usage of memory.  
 

D. Central Manager Algorithm: - In this algorithm we choose a main or central node among all the nodes present. Once 

the central node is selected we manage the request. The main aim of this algorithm is to transfer the load from the 

overloaded node to ideal or less loaded nodes. 

 

 

E. Min-Min Algorithm: - In this algorithm, we calculate the execution time of all remaining jobs. After the calculation of 

execution time, job having minimum execution time are executed first. The advantage of this algorithm is that the 

node having minimum execution time will execute first. The limitation of this algorithm is that node with higher 

priority but having maximum execution time will not be able to execute and this will lead to starvation. 

 

F. Min-Max Algorithm: - The working of this algorithm quite opposite as compare to min-min algorithm.       In this 

algorithm, we find average completion time of all the nodes, then the nodes whose completion time is greater than 

average value is chosen and those jobs will be reprocessed to the node which has minimum completion time. 

 

G. IP hash:  It is based on the hash; it combines incoming source and destination traffic’s IP addresses and uses a 

mathematical function to generate a hash value. Further the hash generates helps to assign a connection to a specific 

server. 

X. CONCLUSION 

We review load balancing algorithms in this work. The load balancing problem in cloud computing is the most difficult one. 

Because whenever a customer requests a service, that service should be made available to the customer. When the main target 

node is overloaded, the load balancer's job is to shift the load to another free node or a less busy node. As we have seen, load 

balancing is essential for cloud computing, thus we covered every technique and algorithm currently in use in our study. 
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