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Abstract :  Cryptographic hash functions have numerous data security applications, remarkably in digital marks, message 

authentication codes (Macintoshes), and other types of authentication. They can likewise be utilized as normal hash functions, to 

list information in hash tables, for fingerprinting, to distinguish copy information or exceptionally recognize documents, and as 

checksums to identify inadvertent information debasement. Secure Hash Algorithms belongs to cryptographic functions which are 

designed to keep data secured. It works by transforming the data using a hash function: an algorithm that consists of bitwise 

operations, modular additions, and compression functions. This paper presents VLSI implementation of modified hash 

architecture for FPGA-IOT applications. Simulation is done using Xilinx ISE 14.7 software with verilog code.     

 

IndexTerms – VLSI, Secure, Hash-3. Password Modified, Storage, Xilinx, ISE. 

________________________________________________________________________________________________________ 

I. INTRODUCTION 

A cryptographic hash work is an uncommon class of hash work that has certain properties which make it fitting for use in 

cryptography. It is a numerical figuring that maps data of emotional size to a bit string of a settled size (a hash) and is planned to 

be a limited limit, that is, a limit which is infeasible to adjust. Hash Functions are significant apparatus in data security over the 

web. The hash functions that are utilized in different security related applications are called cryptographic hash functions. This 

property is additionally helpful in numerous different applications, for example, making of digital signature and irregular number 

age and so forth. The greater part of the hash functions depend on Merkle-Damgard development, for example, MD-2, MD-4, 

MD-5, SHA-1, SHA-2, SHA-3 and so on, which are not hundred percent safe from assaults. The work examines a portion of the 

secure hash function, that is conceivable on this development, and consequently on these hash functions likewise face same 

assaults. 

 

Cryptographic hash function is a special class of hash function that has certain properties which make it suitable for use in 

cryptography. It is a mathematical algorithm that maps data of arbitrary size to a bit string of a fixed size (a hash) and is designed 

to be a one-way function, that is, a function which is infeasible to invert. The best way to reproduce the information from an ideal 

cryptographic hash capacity's yield is to endeavor a savage power search of potential contributions to check whether they produce 

a match, or utilize a rainbow table of coordinated hashes [1]. In digital CMOS circuits, parametric yield improvement may be 

achieved by reducing the variability of performance and power consumption of individual cell instances. In recent years, 

increasing demand of portable digital systems has led to rapid and innovative development in the field of low power design. Such 

improvement of variation robustness can be attained by evaluating parameter variation impact at gate level. Statistical 

characterization of logic gates are usually obtained by computationally expensive electrical simulations [2]. 

The ideal cryptographic hash work has five primary properties:  

•It is deterministic so a similar message consistently brings about a similar hash  

•It rushes to process the hash an incentive for some random message. 

•It is infeasible to create a message from its hash an incentive with the exception of by attempting every conceivable message. 
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•A little change to a message should change the hash esteem so widely that the new hash esteem seems uncorrelated with the old 

hash esteem. 

•It is infeasible to discover two unique messages with similar hash esteem. Hashing techniques are sorted into two gatherings : 

Data-situated hashing versus security-arranged hashing-  (i) Information Situated Hashing Information arranged hashing alludes 

to techniques that expect to utilize hashing to accelerate information recovery or correlation, where a hash table is frequently kept 

up for a question. (ii)Security-Arranged Hashing Security-situated hashing eludes to techniques that utilization hashing for check 

or approval. For instance, a client may download programming from a public web worker however is concerned whether the 

product hosts been altered by a third get-together. 

A. Message-Digest Algorithm (MD5) 

MD5 algorithm uses four rounds, each applying one of four non-linear functions to each sixteen 32-bit segments of a 512-bit 

block source text. The result is a 128-bit digest. Figure 1 is a graph representation that illustrates the structure of the MD5 

algorithm.   

 
 

Figure 1: The structure of MD5 algorithm 

 

MD5 algorithm takes a b-bit message as input, where b is an arbitrary nonnegative integer. The following five steps are 

performed in C programming language to compute the message digest of the input message. 

B.  SHA-3 

SHA-3 (Secure Hash Algorithm 3) was released by NIST. SHA-3 is a subset of the broader cryptographic primitive family 

Keccak. The Keccak algorithm is the work of Guido Bertoni, Joan Daemen, Michael Peeters, and Gilles Van Assche. Keccak is 

based on a sponge construction which can also be used to build other cryptographic primitives such as a stream cipher. SHA-3 

provides the same output sizes as SHA-2: 224, 256, 384 and 512 bits. 

 
Figure 2: HASH-3 

Configurable output sizes can also be obtained using the SHAKE-128 and SHAKE-256 functions. Here the -128 and -256 

extensions to the name imply the security strength of the function rather than the output size in bits. 

SHA-3 uses the sponge construction, in which data is "absorbed" into the sponge, then the result is "squeezed" out. In the 

absorbing phase, message blocks are XOR into a subset of the state, which is then transformed as a whole using a permutation 

function f. In the "squeeze" phase, output blocks are read from the same subset of the state, alternated with the state 

transformation function f.  

A 160 bit buffer is used to hold intermediate value and final results of the hash function. 

The buffer can be represented as five 32 bit registers (A, B, C, D, E) 

A= 67452301, B = EFCDAB89 

C= 98BADCFE, D= 10324576 

E =C3D2E1F0 

The values are stored in little-endian format, which is the most significant byte of a word in the low address byte position. 

Word A= 01 23 45 67, Word B= 89 AB CD EF 
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Word C= FE DC BA 98, Word D= 76 45 32 10, Word E= F0 E1 D2 C3 

II. PROPOSED METHODOLOGY 

 

 
 

Figure 3: Flow Chart 

Algorithm- 

 Apply input bits upto 128 bit that may be password or any secure data. 

 Now apply proposed hash-3 algorithm, it can generate hash function through hash table. 

 Now it will be check from data base, if entered data match from database than user can be access. 

 Now view RTL results. 

 Now check all result in test bench using Isim simulator. 

 

A cryptographic hash function is an algorithm that can be run on data such as an individual file or a password to produce a value 

called a checksum. The main use of a cryptographic hash function is to verify the authenticity of a piece of data. Hashing is a 

mathematical operation that is easy to perform, but extremely difficult to reverse. (The difference between hashing and encryption 

is that encryption can be reversed, or decrypted, using a specific key.)  

III. RESULT AND ANALYSIS 

The implementation and simulation of the proposed algorithm is done over Xilinx 14.7. The behavioral modeling style and Isim 

simulator is adopted for simulation. RTL and synthesis results are also generated. 

 

 

 
 

Figure 4: Top view of proposed model 
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This figure 4 is showing top level module of proposed secure hash algorithm-3. In which apply 128 bit data and it generate 80 bit 

hash output. 

 

 
 

Figure 5: RTL view of proposed Block diagram 

 

Figure 5 is presenting block RTL of sha-3 function. Here firstly apply 128 bit input then at transmitter stage it convert 640 bit. At 

the receiver end finally it generates 80 bit output. 

 

 
 

Figure 6: Result validation in test bench 

Figure 6 showing 128 bit message in input and it generate 80 bit at output after reduction of bits in modified secure hash 

algorithm-3 function. 

 

 
 

Figure 7: Test bench result for FPGA output 

Table 1: Result Comparison  

Sr No. Parameter Previous Work Proposed Work 

1 Area (mm2) 57.6 7.5 

2 Delay(ns) 24 3.259 

3 Power (mW) 80 41 

4 Time(secs) 87.31 42.48 

5 PDP 1920 133.61 

6 Frequency (MHz) 339 MHz 380 MHz 

7 Throughput (Gbps) 0.251 2.4 

 

Table 1 showing comparison of proposed work with previous work, so it can be seen that proposed work gives better result than 

existing work. 
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Figure 8: Parameter comparison of previous and proposed work 

 

Figure 8 presents comparison graph of area, delay, power and time of previous and proposed work. It is clear that proposed work 

achieves better performance than previous work. 

IV. CONCLUSION 

This paper presents VLSI implementation of the secure cryptographic algorithm; find SHA-3 is latest designed algorithm which is 

more suitable and useful for secure message in internet applications. Numerous scientists have proposed their own algorithms 

however none of them are time productive as SHA-3 and furthermore there are odds of enhancing the inward quality of these 

algorithms. Proposed SHA-3 simulation result shows the significant achievement than previous work. 
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