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Abstract 

A botnet attack is a large-scale cyber attack carried 

out by malware-infected devices which are controlled remotely. 

It turns compromised devices into ‘zombie bots’ for a botnet 

controller. Unlike other malware that replicates itself within a 

single machine or system, botnets pose a greater threat because 

they let a threat actor perform a large number of actions at the 

same time. Botnet attacks are akin to having a threat actor 

working within the network, as opposed to a piece of self-

replicating malware. The botnet detection plays a crucial role 

here as they act as an initial step towards the botnet remedy. 

Different techniques have been proposed by the IT community 

and cyber security to prevent or escape from the notorious 

activities of the botnets. But still these techniques are not so good 

and needs a lot of work to be done in the botnet prevention, 

detection and mitigation. In this research, I propose an Anomaly 

based detection techniques to detect botnet attack by analyzing 

network traffic for anomalies such as traffic on unusual ports, 

high network latency, large amount of traffic and abnormal 

system behaviour. I used K means algorithm to classify botnet 

activities and prophet routing protocol is used to segment the 

route to detect the botnet attack. They are further categorized 

into host-based and network-based detection. Results show the 

ability of the proposed approach to detect botnet activities with 

high accuracy and performance in a short execution time.  

Keywords: Botnet, Anomaly Based, K-means, prophet 

I.INTRODUCTION 

The Internet is a public channel that allows multiple users 

and nodes to communicate with each other. Online services, 

especially financial services, are vulnerable to attackers. Intrusion is 

one of the most important problems of electronic security. Many 

systems, such as government departments, business organizations 

and individuals, suffer from this problem. Thus, all of them work on 

enhancing the security level of their systems by addressing their 

concerns on security issues. Information infrastructure is essential 

to support critical operations in large systems such as banking and 

telecommunications. Intrusion compromises the security of 

information systems through various means, posing a great threat to 

societies. The concept of intrusion pertains to any process that 

attempts to compromise the confidentiality, integrity, and 

availability (CIA) of resources. The aim of our work is to build a 

model that captures a set of Transfer Control Protocol (TCP) 

characteristics and determines whether these characteristics are 

related to botnets or general networks. The set of input attributes 

includes the TCP characteristics of the user network. The output 

result indicates whether the logging on the network is a botnet or is 

normal. 

A botnet is a collection of Internet-connected user 

computers (bots) infected with malicious software (malware) that 

allow computers to be controlled remotely by an operator (bot 

headers) via a command-and-control (C&C) server. Allows to do so 

that automatic display can be performed. actions, such as stealing 

information or attacking other computers. Botnet malware is 
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designed to give its operators control of multiple user computers at 

once. This enables botnet operators to use computing and bandwidth 

resources across many different networks for malicious activities. 

Historically, botnets have been primarily used to generate 

and propagate spam messages. They can be used for a number of 

malicious purposes, including stealing personal data and passwords, 

attacking public and private networks, accessing users' computing 

power and the Internet, and carrying out Distributed Denial of 

Service (DDoS) attack is included. In short, botnets are a complex 

and ever-evolving problem that poses a threat to user trust in the 

Internet. 

Various techniques are used to infect computers so that 

they become bots, including luring users to download malware, 

exploiting Internet browser vulnerabilities and tricking users into 

loading malware ( For example, as a result of opening an infected 

email attachment). Botnet malware is often designed to run in the 

background so that users are unaware that their systems are infected. 

Although botnets pose a threat to Internet users and are 

difficult to eliminate, steps can be taken to reduce their impact and 

associated risks. 

 Alone, botnets are not harmful to the network and can be 

used for important tasks such as managing chat rooms and tracking 

points accumulated during online games. The controlling party of 

the botnet is known as bot-herder and each individual machine 

belonging to the network is known as bot. 

The first main purpose of assembling a botnet is to make 

monotonous tasks easier than ever. The best example of this chat 

room management in which it handles the job of eliminating the 

people who violate the policies. Botnets monitor the language used 

during chats, which is otherwise a very taxing task for humans. 

However, some clever minds detect its misuse, using its 

ability for seamless code execution inside another system. Because 

of these features, hackers or attackers were able to use them for 

password theft and to track keystrokes performed on a specific 

device. 

My method is based on finding meaningful relationships 

between these activities to detect these anomalous behaviors and 

trace sets of bots inside the monitoring network. This research 

makes the following main contributions: 

• I propose an anomaly-based method that does not require 

prior knowledge of bot signatures, botnet C&C protocols, and C&C 

server addresses. 

• I describe a method that can detect bots in a monitored 

network in real time. 

• In addition to detecting bots with malicious activity (eg 

scanning, DDoS), our method can also detect bots that do not 

perform malicious activities. But, my approach detects bots with 

malicious activities so fast, 

 • I am centered around another process to deal with 

information in a segment based manner. 

 

METHODOLOGY OF THE RESEARCH 

To achieve the thesis objectives, a design and creation 

research methodology has been applied in an incremental process, 

where each contribution have been sequentially proposed and 

validated. For each contribution of this thesis, the five steps that this 

research methodology involves have been followed: awareness, 

suggestion, development, evaluation and conclusion. The first stage 

of the research process included identifying the research problems. 
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II. EXISTING SYSTEM 

Since existing techniques typically operate in a point-

based manner that handles each data point (observation) 

individually, they are unable to reliably and efficiently report long-

term discrepancies. Although most current techniques perform this 

type of anomaly detection using the principles of classification and 

clustering, whereby dividing a data set into several dense regions 

and testing observations falling significantly outside them is 

considered abnormal, Because the underlying distribution of the 

data set is so complex that small sparse regions can nest inside a 

larger dense region, it cannot be accurately modeled using these 

techniques. In existing techniques, the Mahalanobis square distance 

follows a chi squared distribution, assuming that measurements 

collected from the neighborhood of a monitor node follow a 

multivariate normal distribution. The Monitor node reports a 

measurement as abnormal if it falls outside the confidence interval 

constructed with the probability density function (PDF). In contrast, 

a non-parametric technique is able to estimate the PDF without any 

prior knowledge, whereby an observation is identified as abnormal 

if its probability (referring to the predicted PDF) is smaller than the 

threshold. 

III. PROPOSED SYSTEM 

At the same time, I propose methods of choosing the 

parameters and thresholds by which the proposed schemes can be 

automatically adapted to any given situation. This proposed 

technique, working in a segment-based manner, will outperform the 

traditional point-based techniques. First, it is often easier to make a 

decision with a data segment containing many observations 

contaminated by an unusual event. Second, it is possible to reduce 

computational and communication costs by eliminating information 

redundancy that exists in data segments. Formally, a collection of 

continuous-time observations is defined as a data segment, whether 

of sensory measurements or network traffic. 

 

IV. PROPOSED ALOGORITHM 

K-MEANS 

The most well-known and commonly used portioning method is 

K-means. 

 CENTROID –BASED TECHNIQUE: THE K-MEANS 

METHOD 

 The k-means Algorithm takes the input parameter, k, and 

partitions a set of n objects into k clusters so that the resulting intra 

cluster similarity is high but the inter cluster similarity is low. 

Cluster similarity is measured in regard to the mean value of the 

objects in a cluster, which can be viewed as the clusters centroid or 

center of gravity  

HOW DOES THE K-MEANS ALGORITHM WORK? 

 The k-means Algorithm proceeds as follows. First, it 

randomly selects k of the objects, each of which initially represents 

a cluster mean are center. For each of the remaining objects, an 

objects is assigned to the cluster to which it is the most similar, based 

on the distance between the object and the cluster mean. It then 

computes the new mean for each cluster. This process iterates until 

the criterion function coverages.Typically, the square – error 

criterion is used defined as  

E=∑ ∑ |𝑝 − 𝑚𝑖1𝑝∈𝑐𝑖

𝑘
𝑖 |2 

Where E is the sum of the square error for all objects in the data set; 

p is the point in space representing a given object; and mi is the mean 

of cluster Ci(Both p and mi are Multidimensional). In other words, 

for each object in each cluster, the distance from the object to its 

cluster center is squared, and the distances are summed. This 

criterion tries to make resulting k clusters as compact and as separate 

as possible. The k-means procedure is summarized in  

Example: 

 Clustering by k-means partitioning.  Suppose that there is 

a set of objects located in space as depicted in the rectangle.  Let 

k=3; that is, the user would like the objects to be partitioned into 

three clusters. 

 According to the algorithm, we arbitrarily choose three 

objects as the three initial cluster centers, where cluster centers are 

marked by a “+”.  Each objects is distributed to a cluster centers, 

where cluster centers are marked by a “+”.  Each object is distributed 

to a cluster based on the cluster center to which it is the nearest.  

Such a distribution forms silhouettes encircled by dotted curves,  

 Next, the cluster centers are updated.  That is, the mean 

value of each value of each cluster us recalculated based on the 

current objects in the cluster.  Using the new cluster centers, the 

objects are redistributed to the clusters based on which cluster center 

is the nearest.  Such redistribution forms new silhouettes encircled 

by dashed curves, 

 This process iterates, leading to the process of iteratively 

reassigning objects to clusters to improve the partitioning is referred 

to as iterative relocation.  Eventually, no redistribution of the objects 

in any cluster occurs, and so the process terminates.  The resulting 

clusters are returned by the clustering process. 

 The algorithm attempts to determine k partitions that 

minimize the square-error function.  It works well when the clusters 
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are compact clouds that are rather well separated from one another. 

The method is relatively scalable and efficient in processing large 

data sets because the computational complexity of the algorithm is 

O (nkt), where n is the total number of objects, k is the number of 

clusters, and t is the number of iterations. Normally, k <<n and t<<n. 

The method often terminates at a local optimum. 

   The k-means methods, however, can be applied 

only when the mean of a cluster is defined. This may not be the case 

in some applications, such as 

when data with categorical attributes are involved. The necessity for 

users to specify k, the number of clusters, in advanced can be seen 

as a disadvantage. 

The k-means method is not suitable form discovering 

clusters with non  convex Shapes or clusters of very different size. 

Moreover, it is sensitive to noise and outlier data points because a 

small number of such data can substantially influence the mean 

value.  

There are quite a few variants of the k-means method. These can 

differ in the selection of the initial k-means, the calculation of 

dissimilarity, and the strategies for calculating cluster means. An 

interesting strategy that often yields good results is to first apply a 

hierarchical agglomeration algorithm, which determines the number 

of clusters and finds an initial clustering, and then use iterative 

relocation to improve the clusters. 

 Another variants to k-means is the k-modes method, 

which extends the k-means paradigm to cluster categorical data by 

replacing the means of clusters with modes, using new dissimilarity 

measures to deal with categorical objects and a frequency-based 

method to update modes of cluster.  The k-means and the k-modes 

methods can be integrated to cluster data with mixed numeric and 

categorical values. 

 ALGORITHM 

K-means: The k-means algorithm for partitioning, where 

each cluster’s center is represented by the mean value of the objects 

in the cluster. 

Input: 

 k:The number of clusters ,  

 D: A data set containing n objects. 

Output:  A set of k clusters 

 

 

Methods:  

1) Arbitrarily  choose k objects from D as the initial 

clusters centers; 

2) repeat  

3)   (re) assign each object to the cluster to which the 

objects is the most similar, based  on the mean value 

of the objects in the cluster; 

4)  Update the cluster means, i.e., calculate the mean 

value of the objects for each  cluster; 

5)  Until no change; 

PROBABILISTIC MOVEMENT ROUTING ALGORITHM 

(PMA) 

 

        Designed for DTNs where there is no fixed infrastructure 

topology or process schedule. All data forwarding happens at 

opportunistic combat between nodes. Patterns in the mobility are 

used to improve resources usage as compared with Epidemic 

Routing to which it is related. In our proposed work we defined 

some basically step of proposed work  

 Mobility is not truly random as in the sense of ‘white 

noise’  

 Human activity imposes patterns on the mobility  

 The mobility has a characteristic time interval that 

depends on the sort of  

 Activity we are talking about typically this is much 

longer than the sort of delays that are normally found in 

the connected Internet On the order of hours or days in 

many circumstances such as N4Cs test the essence of the 

mobility pattern of nodes  

 abstracts ‘History of Encounters’ into delivery 

predictability parameter  

 Aim to avoid sending bundles only on paths that have a 

low probability of reaching the bundle’s destination. 

The Routing Table for the algorithm consists of the pairs of next-

hop and the probability of data packet taking that path. Consider a 

node i in the network having N neighbors. The routing table of node 

i, for every destination k will have probabilities pik(j) for every 

neighbor j ∈ 1, . . . , N.  

where the entity pik(j) stands for probability of path from 

node i to destination node k via neighbor j. All probabilities satisfy: 

pik(j) ≥ 0 and, X j pik(j) = 1 
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USING MULTIPLE PATHS 

 In Selfish Routing the routing table consists of a next-hop 

for every destination, to route a packet to the destination, the router 

looks up the next hop for the destination and forwards it to the next 

hop. This is the source of the first problem, because, of all the paths 

available only one (the shortest) path will always be used. As seen 

from the routing table all available paths are present and have a finite 

probability so all the paths will be used, hence the throughput of the 

network will be improved  

 NETWORK OSCILLATIONS 

 Network Oscillations occur because of single path 

selection. For example if two paths exist for a destination, selfish 

routing selects the better among the two and starts routing the traffic 

on that path. After some time the path becomes congested so selfish 

routing starts to send all the traffic on the second path till it becomes 

congested. This repetitive pattern gives rise to oscillations in the 

network. The figure 2.1 depicts a simple scenario in which 

oscillations will occur. 

To route the traffic from node A to node E will selfish 

routing will choose one route ABDE (say). Once the path becomes 

congested it will start to route packets on the path ACDE till it 

becomes congested, and the pattern repeats itself. For the same 

scenario probabilistic routing will route packets on both routes 

hence none of the routes will be congested. 

ROUTING LOOPS  

In case of Selfish Routing if for sending a packet from 

node A to node G. The routing tables of the nodes B, C and D in the 

network are as shown in the table below. Node A will send packets 

to either node B or node C. If packets are sent to B then the path 

traversed will be ABDCBD and if the packets are sent to C then the 

path traversed will be ACBDCB and a routing loop will occur in 

both cases. While in case of Probabilistic Routing there will be finite 

probabilities of packets taking any given path. The probability that 

a packet will be stuck in a loop is low. 16 Furthermore, even if a 

packet traverses a loop, it will not stay in the loop till the routing 

table is updates. 

 The goal is to assign probabilities to paths via each 

neighbor according to the cost to the destination.  

Consider a node i with N neighbors. For computing the 

routing table at node i for destination k. The node i has to store the 

following: 

 • qik(j) It is the probabilistic weight for a path from node i to node 

k via neighbor j. This weight is proportional to the cost of the path 

from node i to node k via neighbor j. 

 • q prev ik (j) It is the previous value of qik(j). 

 • pik(j) It is the probability of choosing the path from node i to node 

k via neighbor j. All probabilities satisfy pik(j) ≥ 0 and P j pik(j) = 

1.  

• p prev ik (j) It is the previous value of pik(j). 

 • lj It is the cost from the node i to its neighbor j.  

• Ljk It is the estimated cost to the destination k as reported by 

neighbor j. 

PROPOSED PROTOCOL 

In this section, a detailed algorithm of the proposed 

protocol is described. en, an example of message delivery in the 

proposed protocol is described. In this thesis, the PRoPHET 

protocol is considered as the basic routing protocol. In Prophet, 

delivery predictability is defined between any two nodes, and it 

increases whenever the two nodes contact each other. a  delivery 

predictability of node A to node B, which is denoted as P(A, B), 

estimates a likelihood of delivering a message to node B, and it has 

a value between 0 and 1. If node A and node B contact each other, 

the delivery predictability between them increases, as deˆned in 

equation (1)  

 P(A, B)  P(A, B)old + 1 −Δ− P(A, B)old         (1)  

where Pen counter and ∆ are a scaling factor and an upper 

bound of P(A, B), respectively. e delivery predictability between 

nodes A and B decreases exponentially after the contact as time goes 

on, as defined in the following equation [8]:  

P(A, B) P(A, B)old × c K,  (2) 

Where c and K are aging constant and the number of 

passed time units after last contact, respectively. Finally, there is a 

transitive property. at is, if node A and node B contact frequently 

and if node B and node C contact frequently, it is highly probable 

that node A and node C contact frequently, as denied in the 

following equation [8]:  

P(A, C)  MAX P(A, C)old, P(A, B) ∗ P(B, C)  

recv × β-,  (3) 

 where β is a scaling constant. 
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In this thesis, we use the history of delivery predictability 

for any destination node as well as the current delivery 

predictability. We define the maximum delivery predictability (mP) 

for any destination node, which is the highest value of delivery 

predictabilities recorded for the destination node, as was proposed 

in our preliminary work [22] originally as follows: 

 mP(A, B) = MAX[P(A, B)t], 0 < t < current time. 

  (4) 

If the maximum delivery predictability for the destination 

node of node B is higher than that of node A, the message is 

forwarded to node B. Otherwise, the difference between current 

delivery predictabilities of node B and node A is compared with the 

sum of the difference between the maximum delivery 

predictabilities of nodes A and B and a predefined threshold value 

Tm2 as follows: 

 ΔPBA > ΔmPAB Tm2,   (5) 

ΔmPBA > ΔPAB + Tm1,   (6) 
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V.ARCHITECTURE DIAGRAM 

Figure 8: Architecture Diagram of Botnet Detection 
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VI. IMPLEMENTATION 

The complex and dynamic characteristics of WSNs have 

made them vulnerable to anomalies. Anomalies are observations 

that do not correspond to a well defined notion of normal behaviors. 

In WSNs, anomalies can occur in the nodes, networks, transmission 

channels and application data and can be caused by systematic 

errors, random errors and malicious attacks. For instance, WSNs 

may be deployed in a hostile and inaccessible location, maintenance 

on the network components is impossible. These nodes usually 

operate unattended over a long period of time until the battery 

depleted. Recently, due to the wide range of applications, Wireless 

Sensor Networks (WSN) are becoming one of the hottest research 

topics. One of the basic design requirements in these networks is 

high level of security against malicious attacks. In this chapter, the 

result of preliminary research in this field with a critical overview 

of the security vulnerability in wireless sensor networks is 

presented. The overview of the attack is a necessary step towards 

the development of the idea of efficient cross layer countermeasures. 

In this research, I have considered the following attacks. 

 Selfish Attack 

 Inside Attack  

 Zombie attack 

NODE CREATION: 

It involves the deployment of nodes in the network 

system. Deployment of nodes just means the positioning of nodes 

into the system, and in a MANET system we find the established 

nodes in movement. Nodes are set to be in mobility, which is the 

inherent property of MANET framework. The initial set up nodes 

provides us a general view about the initial node setup in MANET 

system and further enhanced mobility. 

TRANSFER OF AUTO PACKETS: 

There are different forms of file transfer including One-

to-One transmission, One-to-Many transmission and Many-to-One 

transmission possibly. In our scenario we utilize One-to-One 

transmission which includes a single finite source and destination. 

In this section we select the finite source and destination 

formulations and select the necessary file to be transferred. Once we 

initialize the packet transfer we find the file getting its transfer being 

initiated at the source point. 

PATH REVEAL: 

On selecting the desired file to be transferred and on 

initializing the packet transfer, the route in which the packet 

transfers that is the path is to be revealed between the source point 

and the destination node. Our approach quickly finds the shortest 

path between two nodes on the network. For uncorrelated paths, 

excessively delayed and dropped packets occur independently. 

THROUGHPUT: 

The nodes located in the forwarding area would get the 

chance to be backup nodes. The forwarding area is determined by 

the sender and the next hop node. The priority of a forwarding 

candidate is decided by its distance to the destination. The nearer it 

is to the destination, the higher priority it will get. When a node 

sends or forwards a packet, it selects the next hop forwarder as well 

as the forwarding candidates among its neighbors. Every node 

maintains a forwarding table for the packets of each flow (identified 

as source-destination pair) that it has sent or forwarded. The 

forwarding table is constructed during data packet transmissions and 

its maintenance is much easier than a routing table. It can be seen as 

a trade-off between efficiency and scalability. As the establishment 

of the forwarding table only depends on local information, it takes 

much less time to be constructed. Therefore, we can set an expire 

time on the items maintained to keep the table relatively small. Due 

to collision and nodes’ movement, some forwarding candidates may 

fail to receive the packet forwarded by the next hop node or higher 

priority candidate, so that a certain amount of duplicate relaying 

would occur. If the forwarding candidate adopts the same 

forwarding scenario as the next hop node, which means it also 

calculates a candidate list, then in the worst case, the propagation 

area of a packet will cover the entire circle comprising the 

destination as the center and the radius can be as large as the distance 

between the source and the destination. To limit such duplicate 

relaying, only the packet that has been forwarded by the source and 

the next hop node is transmitted in an opportunistic fashion and is 

allowed to be coached by multiple candidates. In other words, only 

the source and the next hop node need to calculate the candidate list, 

while for the packet relayed by a forwarding candidate, the 

candidate list is empty 

ATTACKER: 

An insider attack is a malicious attack perpetrated on a 

network or computer system by a person with authorized system 

access. Insiders that perform attacks have a distinct advantage over 

external attackers because they have authorized system access and 

also may be familiar with network architecture and system 

policies/procedures. Attack path filter the data with information 

about host roles, activities, and trust relationships to identify open 

paths through which malware and attackers can gain access to 

valuable data and resources.  A pulsing zombie is a degradation-of-

service attack that occurs when a hacker maliciously targets a 

system and compromises computer security by sending a steady 

stream of attacks over a long period of time.  
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VII.CONCLUSION 

In this thesis, another fragment based oddity location 

method and for dealing with long haul inconsistencies by abusing 

the spatial connection existed among neighboring detected 

estimations, with its finder acknowledged through an identifiable 

parameterized factual amount, is proposed. An efficient routing 

protocol was proposed, where both current delivery predictability 

and maximum delivery predictability are used to decide whether 

sensor data should be forwarded or not. Moreover, the example 

covariance grid is approximated as indicated by the ideas of the k-

means algorithm with the end goal that the computational expense 

is significantly diminished. It is exceptionally reliant on the 

supposition that the information is spatially associated as this is the 

main circumstance wherein consistency and data repetition happen. 

For each category of anomaly detection techniques, I have identified 

a unique assumption regarding the notion of normal and anomalous 

data. When applying a given technique to a particular domain, these 

assumptions can be used as guidelines to assess the effectiveness of 

the technique in that domain.  

VIII.FUTURE WORK: 

In the future, some aspects of the proposed algorithms are 

still worthwhile to be further investigated. Some potential research 

works are summarized as follows. 

Timing of the algorithms was evaluated by the simulation 

time in this thesis. In the future, different time complexity analysis 

methods will be used to evaluate the algorithms. In terms of the 

simulation time, the distributed fault detection algorithm required 

more time than other algorithms in literature, although it 

outstandingly improved the detection accuracy. A new study could 

be started on reducing the simulation time of the algorithm. In other 

words, all the algorithm performance evaluations were based on the 

simulated experiments. Since applicability is important in WSNs, 

practical experiments should be conducted to evaluate the 

algorithms in the future. 

IX.RESULTS AND DISCUSSION 

I conducted the simulation using dot net to verify the 

efficiency of prophet routing algorithm. The efficiency is measured 

by a detection rate, which is the proportion of the number of selfish 

nodes detected to the total number of actual selfish nodes in a WSN 

Detection Rate= 
number of detected selfish secondary users 

number of actual selfish secondary users
 

 Packet Delivery Ratio(PDR) is defined as the ratio of total 

number of packets that have reached the destination node to the 

total number of packets created at the source node . The larger this 

metric, the more efficient WSN will be. 

 

  𝑃𝐷𝑅%= 
∑  Packets received by destination∗100 

∑  Packet Sent by source
  

Scalability chart 

 

 

 

SIMULATED OUTPUT  

Detection Of Inside Attack 

 

Table 4: Anomalies found on Figure 6 
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Selfish Attack 

 

Figure 14: Selfish Attacker Detection 

Data Transfer Using Prophet 
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