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Abstract:

In the modern times with an exponential increase in digitization, the world is reaching new heights in computerization and
networking as each and every being is interconnected to each other via some network to increase efficiency and
advancements. The digital era has many merits which supports the new technological demands of the world, but with merits
there are also obstacles which might hinder the usual workflow of the environment. Many intruders, hackers or unethical
users of this digital platform can exploit to harm the system or network of another person. These intruders generally hack
the system for a ransom in return. A honeypot is one of those counter-measures against the intruders which would defend
our systems and also provide sufficient data about the attack. An IDS or IPS can also provide sufficient defense but it won 't
be efficient to provide data about the attack. Honeypots are deployed in various network environments such as military,
commercial and now-adays also personal to expand the security measures for IOT devices.
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I. Introduction:

A honeypot provides a defense mechanism against attackers or intruders who try to break into the system and might
damage the system. It is a well designed system that attracts hackers into it. By luring the hacker into the system, it is
possible to monitor the processes that are started and running on the system by the hacker. In other words, a honeypot is a
trap machine which looks like a real system in order to attract the attacker. Honeypot is a great way to improve network
security administrators’ knowledge and learn how to get information from a victim system using forensic tools. Honeypot
is also very useful for future threats to keep track of new technology attacks.

We can divide honeypots according to their aims and level of interactions. If we look at the aims of the honeypots,
we can see that there are two types of honeypots, which are research honeypots, and production honeypots:

i) Research Honeypots:

Research honeypots are mostly used by military, research and government organizations. They are capturing a huge
amount of information. Their aim is to discover new threats and learn more about new Blackbox approaches and techniques.
The objective is to learn how to protect a system better, they do not bring any direct value to the security of an organization.
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ii) Production Honeypots:

Production honeypots are used to protect the company from attacks, they are implemented inside the production
network to improve the overall security. They are capturing a limited amount of information, mostly low interaction
honeypots are used. Thus, the security administrator watches the hacker’s movements carefully and tries to lower the risks
that may come from it towards the company.

As we categorized honeypots according to their aims, now we can look into more details in levels of interactions.
Level of interaction stands for how much the hacker will be able to interact with the system. More amounts of data we
would like to gather require more levels of interaction. More level of interaction brings more risks into the network security
as well. Based on the needs and the purpose of the experiment that one would like to examine, there are mainly two levels
of interaction that are low level and high level.
i) Low-Level interaction:

In low level honeypots one can get the least amount of data compared to other honeypot systems. They are limited,
so the risk that was taken from intruders is not big either. Here, there isn’t any operating system to deal with. They can be
used to identify new worms or viruses and analyze the traffic that is going on through the network.

ii) High-Level interaction:

High interaction honeypots are the most advanced honeypots. Unlike low interaction honeypots, there is an
operating system. As a consequence, the hacker can perform anything. Proportionally, more data can be captured from the
hacker’s activities. These kinds of honeypots are very time consuming and difficult to deploy and maintain as well.

Now coming to why the name Honey-Pi, a honeypot which would be installed and configured on a Raspberry Pi.
A Raspberry Pi would effectively reduce the cost, as setting up a proficient server will cost around INR 30K whereas a
raspberry pi will reduce it by more than 50%. A honeypot can also be installed on the regular windows computer but that
would cost high power consumption and those computers also take ample amount of space which might be an issue in a
place where there is scarcity of space.

II. Literature Survey

Sr Title Published
No.
1. Comparative study of various Honeypot tools on the basis of | International Conference on

their classification & features. Innovative  Computing &

Communications (ICICC)

2. A Methodology For Intelligent Honeypot Deployment And | Dissertation (Ph.D.) University
Active Engagement Of Attackers. of Alaska Fairbanks, 2012
3. Web-based honeypot for detecting and tracking attackers. IJARIIE, 2016
4. Honeypot-Based  Intrusion  Detection  System: A | 2016 3rd International
Performance Analysis. Conference on “Computing for
Sustainable Global
Development”
5. Intrusion Detection & Prevention using Honeypot. International Journal of

Advanced Research in Computer
Science, 2018
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7. A survey on web application wvulnerabilities and | Researchgate, 2021
countermeasures.

8. Survey on Multilevel Security using Honeypot. International Journal of

Innovative Science and Research
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Comparative study of various Honeypot tools on the basis of their classification & features.

This paper gives an introduction about the honeypots, their classification based on purpose and interaction and also
compares them on various aspects. These aspects clearly explain the pros and the cons of these honeypots. Honeypots are
classified on the basis of purpose and their level of interaction. On the basis of purpose, it is classified into production and
research purpose. Production based honeypots are usually placed inside the production network along with other production
servers by an organization to enhance their security. Example: Netbait, etc. research-based honeypot is used to gather
information about the motives and tactics of the black hat targeting in different networks. Example: Bigeye, etc. Honeypots
are also classified on the basis of their interaction level. There are three types of interaction level: low, medium and high.
In low level the Interaction of black hats with the system is limited and for small time thus black hats cannot intrude the
system. In medium level interaction it exists as a middle ground between low & high interaction solutions. High level
interaction provides Maximum information of black hats allowing them to access the whole system or even tamper it.
There are various tools deployed depending upon the level of interaction of the honeypot. For ex- KFsensor, Netbait,
Mantrap, Honeynets. Paper has described a list of various honeypots in a comparative manner so that a user can easily
understand which one is preferable for them. Many honeypots are still developing to meet the requirements of the
organizations so that they can fully understand the type of attacker, their intention of hacking or attacking.

A Methodology For Intelligent Honeypot Deployment And Active Engagement Of Attackers.

In this paper the author has deployed a dynamic honeynet system which is capable of deploying both low level interaction
and high level interaction simultaneously. This honeynet system provides the user with the ability to scan a network
passively or actively, stores the data from the scans to create a network depiction, and creates a Honeyd configuration file
for deployment of low interaction honeypots and an extensible markup language (XML) file for the deployment of high
interaction honeypots. Also to reduce the burden on the user to constantly supervise the individual processes, two
management programs were created to oversee the modules and control the creation of the honeypot configuration files.
The active and passive scanning modules have been divided into two respective management programs. The passive
network scanning module is managed by honeypot_scanner and active is managed by active_scanner. Also a single
database design has been implemented to store the information necessary for the system’s operation and data gathered
during scanning. For the low interaction honeypot, honeypot scanner is creating the Honeyd configuration files,
information is being stored into two tables and another table is being queried. These tables keep track for information
which enable the low interaction honeypot to be used to their fullest potential. But, for high interaction honeypot, tables
are not used in the system, the tables allow for an expanded design which incorporates and deploys both low and high
interaction honeypots. The results demonstrated that both passive and active scanning can be used simultaneously to gather
an accurate picture of the network environment. Extensive information can be gathered to create a honeynet which is
representative of the production environment. POf was able to recognize the Windows operating systems although the
ability was degraded when active scanning was included. Xprobe2 had great success at identifying the Linux operating
systems. Nmap and tcpdump were able to observe a majority of the ports which were open and communicating. The
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combination of all the scanners allowed for a more complete picture to be obtained. The author also targets the
organizations by describing that due to the nature of the system, organizations are hesitant to allow the installation of a
device by a researcher which captures packets on their corporate network. However, when the system is deployed by the
organization then tests can be conducted to determine the optimal noise level for their environment. Overall the paper and
methodology considered is way above the intellectuals of undergrads. But, this thoroughly covers all the prospects required
to build a complete defensive mechanism which can be deployed in the organizations or companies where there’s an
immense requirement for the defensive security measures.

Web-based honeypot for detecting and tracking attackers.

The author has proposed a low interaction web based honeypot to bite the attackers. The honeypot would not only record
the attacker's request, but also try to expose the attacker's identity at the same time and prevent any further attacks from
the same source by blocking its IP or MAC address and locating him geographically. The proposed system classifies the
user by the request it sends to the server. If the user is a normal user it will be served normally. If it is an attacker, then
send an emulated webpage pretending to be a real webpage. The webpage serves the attackers attack as to give the attackers
a false conception that the attack is successful by sending the desired output with attacked JavaScript. The Js runs on the
attacker's browsers and sends the information like IP, MAC address, and attacker*s social media account credentials. The
information obtained is logged and the IP address is blocked for the further prevention of the attack. Also by using
software®s like GeoPlot and the information the attacker*s location is plotted geographically. The proposed system’s is
divided into three main modules:

Classification of Request.
Emulator to serve attacker requests and further get its information.
Maintain the database of list of attackers and tracking their geographical location

Classification of Request is needed to differentiate the attacker and the genuine user. It is done by inspecting the query
entered by the user. Honeypot accepts the query, assesses it and classifies it as the attacker*s query or genuine request.
Whenever the query is classified as Attacker*s query, the attacker*s request is then forwarded to the emulator. To lure the
attackers, XSS and SQL Injection vulnerabilities are emulated so that they will think that the web -page is vulnerable. XSS
and SQL Injection attacks are chosen since they are the most conducted attacks nowadays. A fake interface was designed
in order to attract attackers and make them think that the website is vulnerable. They have targeted real life attackers who
opened the website, not bots nor machines. Overall the fake page is just designed as the real web-page as the attacker must
not suspect that he is attacking a fake page not the real web-site. The main page only consists of several fake information
and obfuscated JavaScript code. With this, we made the attacker think that our honeypot was an institution news website.
To get the attacker*s information, JavaScript is utilized. The proposed honeypot makes use of the LikeJacking technique
which is usually used by black-hat advertisers. In LikeJacking, this dummy Facebook page is liked by the attacker
accidentally when they visit the honeypot. If the facebook method fails then the IP address or MAC address would be
captured.

The information retrieved back from the JavaScript is stored in a Database so that the attack from the same source can be
prevented again. The database is a simple MySQL database which has information such as IP address, MAC address and
Source Country and if available Facebook account User name and User ID. The Geographical location of the attacker is
found by the source IP address sent by the Java Script is forwarded to the WHOIS database to find the origin country.

Honeypot-Based Intrusion Detection System: A Performance Analysis.

This paper proposes a new approach as compared to the existing shortcomings in the security scenario. It uses the
virtualization technique to overcome the existing security problem. It overcomes the limitation of honeypots from single
network detection to network across the organization and improves the existing security design to waste the attackers’ time
as much as possible to get the best useful information. The proposed approach collaborates the concept of Honeynet,
honeyd and honeypots related security resources. Honeyd is a low-interaction honeypot which can detect and also log any
activity on any port (UDP or TCP), and also for some ICMP ports. Honeyd must be configured with attack signatures so
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that it can recognize the type of attacks. Honeyd has the capability to interact with the attackers. Therefore, Address
Resolution Protocol Daemon (ARPD) is required in order to detect in the first place that there is someone who is trying or
requesting to interact with a nonexistent host. ARPD is a software that actually monitors the unused IP space and directs
attacks to the Honeyd honeypot. Snort is also used as an intrusion detection, it has real time alerting capability and generates
an alarm of each incoming and outgoing packet. If a malicious packet is found, then snort generates a real-time alarm and
all the suspicious connections are forwarded through the security resources. The information gathered from the analysis
with the help of different analysis tools used to extract the possible information about the attacker. Logs generated were
stored on the server and analysis tools were used for analyzing the logged activities.

Intrusion Detection & Prevention using Honeypot.

The proposed paper has developed a framework of honeypot which is designed for windows 64 bit operating system .The
idea is to develop a java based portable honeypot that has IDS & IPS embedded within itself. Proposed honeypot captures
packets in real time using Jnetpcap,Winpcap powershell libraries and stores all the packet data into an embedded Jderby
database. Real time IDS is implemented in honeypot by using JPowershell, IDSrules and algorithms. While IPS is
implemented by using Jpowershell, custom rules & windows default firewall. The proposed system differs from traditional
honeypots as it is a single instance multithreaded java based portable honeypot which uses custom JnetpcapAPI with
Winpcap and Jpowershell to capture and fetch packet information. But instead of creating a TCP dump file it uses an
embedded Jderby database to store all the packet information, which enables this honeypot to implement a real time
intrusion detection system within it. When intrusions happen, administrators can blacklist it to prevent any further
intrusions from the same source. As soon as the admin adds IPS rules in the honeypot a new rule is automatically generated
in the firewall which immediately starts preventing intrusions from the network. Logs and reports are also generatedfrom
whole process which are stored in a database for further analysis.Thus, this honeypot implements real time IDS & IPS
which improves the effectiveness of honeypot in network security.

A Survey on Current States of Honeypots and Deception Techniques for Attack Capture.

This paper reviews the problems related to honeypot and deception based defensive strategies inside the cyberworld, this
paper gives overview of honeypot techniques and various types of honeypots and the different deception techniques used
for counter assaults. Some famous honeypots mentioned in this paper are Spam honeypot: conjointly called as spam trap.
Malware honeypot: This kind of honeypot is made to recreate powerless applications.Database honeypot: Databases are a
standard objective of web assailants, and by setting up a database honeypot one can watch and learn diverse assault
procedures like SQL infusion, benefit misuse, SQL service abuse and undeniably more. Spider honeypot: This kind of
honeypot works by making bogus sites and connections that are exclusively open by web-crawlers, not by people. While
tending to honeypot problems, one can partition it into two fundamental regions. The essential territory is the advancement
of the honeypot, its productive organization, and economical upkeep. The subsequent territory is the examination of
gathered data, its representation, information extraction and higher subjective procedure upheld the information, while
entirely unexpected service and honeypot types face various issues in these two territories, during this paper, abridge the
general issue that emerge in the vast majority of the honeypot examples, with accentuation on the momentum condition of
the honeypot look into. Challenges like a) Challenges to Develop Honeypot b) Challenges to Scale Honeypot To conclude
no tool can be great and perfect, security is scarcely accomplished with the blend of all, despite the fact that deception can
provide us with significant data about the assault and how to forestall it later on, it can't stop the assault itself, honeypots
can be one of the developing computer security innovations. The primary thought behind the honeypot is utilizing the
duplicity to assemble the information regarding the assailant’s exercises and strategy.

A survey on web application vulnerabilities and countermeasures.

This paper presents a survey on web application security aspects including critical vulnerabilities, hacking tools and also
approaches to improve web application and websites security level. There are various approaches to increase the web
applications security such as validation of input and output data, avoiding storing data that you do not need on the website
and its database. dangerous current Web application security flaws, along with effective methods of dealing with those
flaws. This paper mentions OWASP The Open Web Application Security Project provides the Top Ten project which is a
list of the 10 most dangerous current Web application security flaws, along with effective methods of dealing with those
flaws. dangerous current Web application security flaws, along with effective methods of dealing with those flaws. This
paper mainly focuses on OWASP Top Ten risks and its countermeasures released in 2010. The other mentioned things in
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the paper are regarding most critical vulnerabilities of the web applications and reviews the fundamental solutions against
the mentioned vulnerabilities.

Survey on Multilevel Security Using Honeypot.

In this paper they have used a king protea to form a real-world situation. The king protea could be a well-designed system
that pulls hackers. By attracting hackers to your system, you'll be able to monitor the processes that hackers begin and run
on your system. That is, the king protea could be a lure machine that appears sort of a real system to draw in attackers. the
aim of honeypots is to investigate, understand, observe and track hacker behavior so as to form a safer system. king protea
could be a great way to enhance the information of network security directors and learn the way to use rhetorical tools to
urge info from the victim's system. Honeypots also are terribly helpful for future threats that may track attacks from new
technologies. In this paper they have taken into account the latest advances in Honeypot. Some remarkable suggestions
and analysis were discussed. Aspects of the use of Honeypot in the formation and in the hybrid environment with 1Ds were
explained. In this article, authors also define the use of signature techniques in Honeypot for the traffic analysis. Paper also
proposes a methodology for design and implementation of honeypot. In this paper the working of honeypot has been
studied and to interact with the attackers and malwares.

A National Early Warning Capability Based on a Network of Distributed Honeypots.

In this paper the work of Brazilian CERT has been mentioned “Brazilian Honeypots Alliance —Distributed Honeypots
Project”, to centralize the data gathered in several honeypots and to process this data to be used for early warning and
incident response. Paper describes how the honeypots are deployed and how the data is centralized, then focuses on how
the data is being used to generate statistics and to notify networks potentially compromised or infected. All data collected
is analyzed in order to identify signatures of well-known malicious activities, for example: bots, worms and scans for ports
known to run vulnerable services. This paper describes a survey of honeypots that was conducted when honeypots were
distributed to different places and were monitored 24/7.

Systematic Review of Graphical Visual Methods in Honeypot Attack Data Analysis.

In this paper, authors have reviewed visualization practices and methods commonly

used in the discovery and communication of attack patterns based on Honeypot
network traffic data. Authors systematically surveyed Honeypot research papers focusing on the analysis of gathered
intelligence data in order to identify the graphical

visualization methods used by security researchers during the analysis of intrusion
detection data and to evaluate their knowledge and skill in data visualization principles and best practices. Paper focused
on Honeypot data analysis to further bridge the gap between analysis and visualization subfields in Honeypot research.
Papers extracted useful information from graphical figures presenting important findings observed during data analysis
and presented our findings. Authors observed that basic graphical charts (e.g. line, bar, and pie) are mostly used in the
basic statistical analysis of Honeypot data while extended visual methods (e.g. scatter plots and world maps) are typically
used for deeper analysis. It was further observed that a significant number of studies did not follow basic visualization
principles and best practices in their use of color. Therefore, getting appropriate skills in data visualization and moving
beyond well-known visualization methods may prove beneficial in the discovery of new patterns in intrusion detection
data, useful in mitigating adversarial attacks in today’s networks.

III. Conclusion

A significant increase in cyber attacks pose a threat to privacy, data and security for organizations, governments or person’s.
In reference to this, honeypots can be a good defensive mechanism. As it can provide important data or logs for IDS and
IPS training. As of November 2022, we have reviewed several papers.

Reviewing all these papers, we found that the methodology and environment for deployment used by the authors were
mostly software and hardware based honeypot. A software based honeypot is deployed on one’s personal computer. But,
a personal computer cannot be operating 24/7 and also if there’s a breach, the whole data is endangered. Hardware deployed
honeypots are very efficient as they have their own computational resources as a server. But, efficient and powerful servers
are expensive and not reliable for personal usage for IOT security. A Raspberry-Pi can be very much sufficient as it is cost
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efficient and also powerful enough to run a low-interaction honeypot. Raspberry-Pi can be operated 24/7 with dedicated
cooling, even though that is not necessary.
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