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Abstract :

The goal of this project is to detect the presence of keyloggers in the system and alert the user. Keystroke logging is the action of
recording (logging) the keys pressed on the keyboard, usually hidden so that the person using the keyboard is unaware that his actions
are being monitored. increase. The data can be obtained by the operator of the logging program. Keyloggers are either software or
hardware. Keyloggers are most commonly used to steal passwords and other sensitive information. Focus on software-based keyloggers.
The software keylogger works by setting up a Windows hook that tells the keylogger which keys are pressed, where the mouse is moved,
and where the mouse is clicked, whenever the user presses a key or uses the mouse. To do. A software keylogger is created and
implemented to simulate the attack, and a system to detect the keylogger is also created. We used Wireshark platform which is vastly
popular for network monitoring and it is free & friendly to use. We ran Wireshark in host computer for 1hr without sending any email
and type word or sentence with pressing the Backspace or Delete key in that computer and remember what was typed. We checked all
the packets that has been generated within this 1hr through filtering HTTP or SMTP packets.
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I.LINTRODUCTION

Keystroke logging, often referred to as key-logging or keyboard capturing, is the action of recording (logging) the keys struck on a
keyboard, typically covertly, so that the person using the keyboard is unaware that their actions are being monitored. Data can then be
retrieved by the person operating the logging program. A key-logger can be either software or hardware.

While the programs themselves are legal, with many of them being designed to allow employers to oversee the use of their computers,
key-loggers are most often used for the purpose of stealing passwords and other confidential information.

Key-logging can also be used to study human—computer interaction. Numerous key-logging methods exist: they range from hardware
and software-based approaches to acoustic analysis. These are computer programs designed to work on the target computer's software.
Key-loggers are used in IT organisations to troubleshoot technical problems with computers and business networks. Families and
business people use key-loggers legally to monitor network usage without their users' direct knowledge. Even Microsoft publicly
admitted that Windows 10 operation system has a built-in key-logger in its final version -to improve typing and writing servicesl.
However, malicious individuals can use key-loggers on public computers to steal passwords or credit card information. Most key-loggers
are not stopped by HTTPSencryption because that only protects data in transit between computers, thus the threat being from the user's
computer.

I1.OBJECTIVE:

1) The purpose of this framework is to keep tracks on every key that is typed through the keyboard and send it to the admin through the
mail server in the time set or given.

2) Detecting the exiting key logger in the system.

3) Preventing system from further malware/spyware attack such as keylogger by analysing using wireshark

111.PROPOSED SYSTEM:

We have design an attacking scenario for key-logger spyware attack on user's system as shown in Figure (1). There are 3 users as shown
in Figure (1) they are accessing various services via Internet i. e. online banking, email etc. There is a malicious server hosting key-

logger spyware,
this program enters into the system like application software (i.e. mobile tracker).

JETIR2303216 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | cl16


http://www.jetir.org/
https://en.wikipedia.org/wiki/Keyboard_(computing)
https://en.wikipedia.org/wiki/Keyboard_(computing)
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Computer_hardware
https://en.wikipedia.org/wiki/Password
https://en.wikipedia.org/wiki/Acoustics
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/Software
https://en.wikipedia.org/wiki/HTTP_Secure
https://en.wikipedia.org/wiki/Data_in_transit

© 2023 JETIR March 2023, Volume 10, Issue 3 www.jetir.org (ISSN-2349-5162)

User is not aware of it he will easily download and install mobile tracker which is a malicious program. When it installs it starts

capturing every keystroke and generate log file corresponding to each and every keystrokes. The included spy script email this log file
to the specified email address of the designer.
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Figure 1. Key-logger spyware attack on user

The red coloured arrow in figure (1) shows the entry of key-logger spyware program intouser system.

Figure (2) shows automatic email process performed by the spyware script. It is shown by blue colored arrows in figure (2). The end
users are not aware of the functioning of the malicious program. They are login into their online banking account, email account through
their systems. When they type their credentials using keyboard every keystroke is captured and stores into log file (i.e. spy-log shown
in figure (3)).

This will further email to the specified email address periodically i.e. after every 2 minutes. Where these credentials can be misused you
can lose your entire money from your banking account or your email account can be easily hacked.
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Figure 2: Transfer emailing of confidential information from user’s system

Keylogger Detection using Memory Forensic and Network Monitoring
Memory Forensic

Memory Forensic, usually referred as memory analysis, is a process to analyze or deep digging in volatile memory of any system [9]. It
allows investigator to search for suspicious malware in any computer or server. Since there exist some kind of malware that, they can
hide themselves in such a way, they are completely untraceable. And also they could be the reason of compromised OS. Memory

forensics are in highly demanded in this kind of situation. With this approach so many information could be retrieved through memory
dump which is
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1..All the running process information

2.All executable file info with their history
3.Network scanning (Packet, port, traffic)
4.User logging info

5.File data and their creation information

Advance level malware use modification of OS kernel for being undetected. For this reason, they have to use rootkits. There are two
types of rootkits one is user level and another one is kernel mode rootkits. User level rootkits use modification of system libraries. In
other cases, rootkits implement windows hooking, which is referring to execution in kernel internals. Through hooking mechanism
access of API is possible, which should be permitted from user level [11]. With this process newly developed malware and
eavesdropping viruses are making itself undetectable. They have to use volatile memory for their execution inside the system. Memory
forensic is a very strong platform to identify this kind of suspicious object with a very deep searching

Network Monitoring

We used Wireshark platform which is vastly popular for network monitoring and it is free & friendly to use. We ran Wireshark in host
computer for 1hr without sending any email and type word or sentence with pressing the Backspace or Delete key in that computer and
remember what was typed. We checked all the packets that has been generated within this Lhr through filtering HTTP or SMTP packets.

We had to look all the HTTP packets if there is an attached file in the packet. Then we know that there is some process who is sending
files to hacker.

Now what if we didn’t get any HTTP packets with file attached but we got SMTP packets. SMTP packets is used by mailing agent to
send an auto generated e-mail. Gmail use SMTP to send e-mail from a computer to its server.

When packet is generated it uses SSL/TLS encryption. Without this encryption google will not accept any e-mail. This packet has to go
to Port 587 and outgoing mail server is: smtp.gmail.com

If we want to look at these packets we can’t see anything because it’s encrypted. But we know that we did not used SMTP to email
anyone. We use Browsers to mail which use HTTP packet. Finding a SMTP packet while running traffic monitoring software create
suspicion about having malicious mailing agent in host PC.

IV.CONCLUSION:

Using the above methodologies, we have successfully enabled a keystroke logger that keeps a log book of the key strokes of the user
running a windows platform. The program is loaded on the machine and it runs 24x7 as a background process and keeps on running
until the user uses task manager to end the program.

For detection and prevention purpose we place a detection prevention server which will automatically remove that key logger spyware
program from the system when it is detected. This especially designed framework is very effective for these kinds of attacks.

Real time network monitoring can create an option to identify the running malicious process faster. If we can identify the culprit process
earlier then we can work on removal. Still there is no valid process for removal of keylogger, many researchers have proposed detection
mechanism but at the end the only solution is to format the syste
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