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Abstract 

The usage of cyber security aids in protecting a variety of online data that is 

vulnerable to theft from many types of criminals, including malicious software, 

hackers, and viruses. External risks that can seriously harm a person or an 

organisation must be protected from access to this information. All people and 

organisations are shielded from these risks of intimidation and cybercrime thanks 

to cyber security. In order to protect their sensitive information, including employee 

information, product-related information, and confidential data, many 

organisations and businesses hire professional cyber security experts. These 

organisations and businesses are often afraid of these crimes and are extremely 

hesitant to take any risks given the vast amount of data they maintain. The issues 

that current hackers present to cyber security are the main topic of this paper. The 

most recent developments that are altering the nature of cybercrime are likewise 

covered, along with how cyber security is addressing these fresh dangers. 
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Introduction 

Everyone now lives in a contemporary, technologically advanced world where a 

variety of electronic devices, software programmes, mobile networks, and other 

technological advancements play a significant role in our daily lives. For their daily 

operations, several commercial entities, including the banking system, the 

healthcare system, institutions, and many other businesses, use the internet 

extensively. Everyone spends the majority of their time online, making it the 

platform with the quickest growth in today's globe. Bank statements, personal 

information, and financial data, among other highly valuable data, might be 

sensitive and exposed to hackers, which could have a detrimental effect on the 

organisations. Today around 60 percent of total commercial are done through the 

use of internet and that’s why high quality of security is required in this field to 

protect the information available throughout the internet. This informations gives 

the invader to use the exposed data and bring threat to popular public figures, 

politicians, businessman etc. cyberattack has become a global international threat 

which we have to deal in daily basis where hackers breach protocols and goes to our 

system and take out all the data we need. Cyber security is bringing new techniques 

to deal with these challenges to keep our internet journey safe. The fight against 

this cyber criminals are our own individual fight too and that’s why we also need to 

know some basic elements of cyber security to keep our information safe. Many 

governments are making strict laws to keep our valuable informations protected 

and to stop the ongoing channel of cybercrimes in large scale. 

Objective 

Keeping data from being stolen by hackers is the goal of cyber security. Information 

protection is the main objective of cyber security. The security industry presents a 

triangle of three interconnected concepts to defend data from cyber-attacks. This 

idea goes by the moniker "the CIA trio." The goal of the CIA model is to assist 

organisations in formulating their information security architecture policies. When 

a security breach is found, at least one of these guidelines has been violated. The 

CIA model consists of three elements: confidentiality, integrity, and availability. 

People can follow this security paradigm as they navigate various facets of IT 

security. A safe national cyber network is often built as a result of cyber security. It 

creates a framework for design of security policies to strengthen and secure the 

cyberspace ecosystem. 
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ASSUMPTIONS 

During the course of this study, I discovered the following assumptions about cyber 

security: 

 

1. Employees will be able to recognise phishing assaults with ease, but in 

practise, they are often unable to do so. 

 

2. The workforce needs to receive cyber security education from firms. Every 

week, 40% of workers fall for an email posing as coming from a member of 

their company, and 50% of workers still open attachments from unknown 

sources. 

 

3. When it comes to connecting with users and assisting them in consistently 

making the proper security decisions, you and your IT staff must embrace new-

school security awareness training. 

 

4. People click on unidentified links that include viruses and malware that can 

hack any account or obtain all of your personal information in a matter of 

minutes by sending data to the hacker’s source. 

 

5. Different people and criminal hacking groups continue to commit cybercrimes 

on a regular basis, so we should learn some fundamental security measures to 

protect ourselves. 

Review of Literature 

Having knowledge about cyber attacks and cyber crimes is the first step of 

protection. Training about cyber crimes and cyber security is really essential in this 

generation. Cybersecurity professionals improve understanding of the latest cyber 

attacks and train normal persons to increase skill levels in defending and mitigating 

against them. The aim of this paper is to research the idea of a cyber range, and to 

include a full fledged analysis of literature covering unclassified cyber attacks that 

are developed newly by modern day hackers. In this review, we analyse existing 

literature that focuses on architecture and scenarios, but also capacities, functions, 
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resources etc.  In this paper the risks and future approaches are analysed and are 

focused on forms of cyber threats that are Included as an in depth analysis of the 

cyber-security environment. In particular, we concentrate on observing and 

analysing vulnerabilities in the network, challenging the malware’s and required 

protection needed. The paper provides a deep knowledge about cybersecurity 

vulnerabilities and solutions, and provide a map to future cybersecurity researches. 

In order to address the issues linked to cybercrimes in daily life, a cyber security 

control model is constructed in this study. To describe and pinpoint information 

security controls that are prone to error, a quantitative technique is developed. It 

has been confirmed that the constructed model might supply necessary knowledge 

about cyberattacks and how to handle those in our daily life. The emphasis of this 

paper is on the value of various cyber security framework architectures and cyber 

defence units. Threats to security, criminal activity, and cyber security are covered. 

We talk about numerous government initiatives to safeguard cyber security as well 

as the national information security policy. 

 

How cyber attack affect us - 

There are huge No of cyber attacks daily in India .Maharashtra was the most targeted state in 

India — facing 45% of all ransomware attacks. India is one of the most profitable regions for 

hacking groups and then this hackers ask Indian firms to pay a ransom through cryptocurrencies 

in order to regain access to their valuable data. One in five Indian organisations suffered a 

ransomware attack in 2021  where they used to ask for payment through cryptocurrencies so 

their address can’t be detected by the cyber security officials in an easy way. Alongside India, 

US is just one of  the countries that have invested huge amounts of money in developing not 

only their defence but also the ability to tackle high level of cyber attacks. United States, China, 

Russia, Israel, and the United Kingdom are the nations with the most advanced cyberwarfare 

technologies. According to data provided and maintained by the Indian Computer Emergency 

Response Team, 6.86 lakh cyber security events were nonetheless reported in the first half of 

2020, roughly equal to the preceding four years put together. In order to attack India's electricity 

sector, a Chinese company by the name of Red Echo has dramatically increased the usage of 

tools like malware.Using a backdoor to access Indian systems, the virus named Shadow Pad, 

which was employed by red Echo, was used. A municipal, state, or federal government stores a 

substantial amount of private information about the nation and its residents, which hackers 

target in an effort to access the data and use it for their own gain. 

Hackers prey on people by accessing the photos, videos, and other private information they 

disclose on social networking sites, which makes them vulnerable to serious and even fatal 

acciintegrit 
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The Companies' systems are filled with a wealth of data and information. A cyber attack by any 

organisation could result in the loss of proprietary information (such patents or original work), 

customer or employee data loss, and the total erosion of public confidence in the organization's 

integrity. 

How to prevent cyber attack- 

Knowing the various kinds of protocols, exploits, and resources that hackers utilise 

will help you defend against cyberattacks. In order to safeguard our systems from 

assaults, we must become aware of where and how to anticipate attacks so that we 

can take preventive action. To prevent the device from being exploited to exploit a 

vulnerability or valuable information, the proper countermeasure for each attack 

must be employed. In order to protect our devices from threats like social 

engineering, email spam filtering, network firewalls, vulnerability scanning, 

penetration testing, and risk management, it's crucial to establish security policies. 

The security risk management method detects, evaluates, and checks vulnerabilities 

that influence various information assets (i.e., systems, hardware, applications, and 

data), and then filters the numerous hazards that could effect those vulnerabilities. 

The main goal of a risk assessment is to tell the user about weaknesses in business 

systems so they may take quick defensive measures and plan efficient risk 

responses. Additionally, it offers a thorough summary to assist executives in making 

informed choices regarding ongoing security issues. Additionally, other helpful 

techniques, such as setting up a powerful new generation firewall, would guard 

against numerous high-level cyberattacks brought on by hackers. The security of the 

network perimeter must be ensured while establishing any firewall, which requires 

keeping in mind a specific set of policies and rules. The network's many firewalls can 

also be subjected to these restrictions in the future, which will help the device's 

security. To stop the effects of hacker virus attacks, many antivirus programmes can 

also be installed. To combat viral attacks by hackers who can send them through 

email links or other covert channels, people should do routine virus scans. 

Methodology 

The study employs both secondary and primary data. To comprehend 

cybercrimes that have occurred in recent years and to undertake analysis, 

we have looked at previous studies, publications, and news that is available 

online. Additionally, information was gathered from a variety of books, 

journals, and websites on the internet that included secondary data and 

supporting documentation. Additionally, a number of case studies and 
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surveys about online cybercrimes were studied. After using all of the 

techniques, raw data is treated. 

Data interpretation and analysis- 

 

Conclusion 

The cybercrime has serious repercussions for national and economic security, this 

report says. It is brutal, pervasive, all-pervasive, and getting more sophisticated. The 

need for a cyber-security function in all of its components is essential for future 

growth, innovation, and competitive advantage. There are substantial hazards for 

many industrial agencies, public and private organisations for businesses and 

governments alike. Each year, there are new ways that cybercrime and data security 
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continue to remain distinct from one another. The most recent and tumultuous 

advances, combined with developing cyber tactics and ongoing attacks, are 

challenging organisations that not only need to secure their infrastructure but also 

require new channels and intelligence. To reduce cybercrime, however, is a task we 

must all take on if we are to live in cyber-houses in a safe and secure future.  As 

significant study areas for the twenty-first century, the technologies of a reliable 

Internet and effective systems have been suggested. 
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