
© 2023 JETIR May 2023, Volume 10, Issue 5                                                                www.jetir.org (ISSN-2349-5162)   

JETIR2305084 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org a598 
 

SECURE DATA TRANSFER AND DELETION 

FROM CLOUD COMPUTING'S BY USING 

COUNTING BLOOM FILTER  

1V.Pavankumar, 2Dr C Prakasa Rao 
1M.Tech student, 2Professor 

1Computer Science Engineering,  
1Visvodaya Engineering College, Kavali, India 

 

Abstract :  Because of the rapid development of cloud storage, an increasing number of data owners opt to outsource their data to 

a cloud server, which can significantly lower the local storage overhead. Because different cloud service providers provide varying 

levels of data storage quality, such as security, dependability, access speed, and pricing, cloud data transfer has become a key 

requirement for data owners when switching cloud service providers. As a result, how to securely migrate data from one cloud to 

another and completely remove transferred data from the original cloud becomes a top priority for data owners. In this research, a 

new counting Bloom filter-based technique is developed to overcome this problem. The suggested plan can realise permanent data 

deletion in addition to secure data transport. Furthermore, the suggested approach can satisfy public verifiability requirements 

without the need for a reliable third party. Finally, create a simulation implementation to show how effective and useful the 

recommendation is. 
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I. INTRODUCTION 

Large-scale dispersed storage resources, computer resources, and network bandwidths are all connected through cloud computing, a 

new and very promising paradigm for computing[1,2]. These assets allow it to offer a wide range of top-notch cloud services to 

tenants. 

The services (particularly cloud storage services) have been widely used because of its alluring advantages[3,4], allowing resource-

constrained data owners to outsource their data to a cloud server, significantly reducing the local storage overhead of the data 

owners[5,6]. The estimate by Cisco[7] predicts that by 2022, there will be 3.6 billion Internet users, or nearly 55 percent of the world's 
of them will make use of cloud storage. 

A growing number of businesses (such as Microsoft, Amazon, and Alibaba) are offering cloud storage services to data owners with 

varying costs, levels of security, and access times due to the market's bright future. The data owners may switch cloud storage service 

providers to benefit from a more suited cloud storage service. Deleting the transferred data from the original cloud after migrating 

their outsourced data from one cloud to another. By the end of 2021, cloud traffic is anticipated to make up 95% of all traffic, with 

traffic between separate cloud data centres accounting for roughly 14% of the total cloud traffic, according to Cisco[7]. From the 

perspective of the data owners, it is foreseeable that the outsourcing of data transfer will become a key requirement..  

An external data transfer software called Cloudsfer[8] has been developed to achieve secure data migration. It uses cryptographic 

algorithms to prevent data privacy disclosure during the transfer process. However, there are still a few security issues with how the 

migration and deletion of cloud data is handled. To start, the cloud server may just move a portion of the data in order to save network 

capacity, or it may even deliver some unrelated data in order to defraud the data owner[9]. Second, certain data blocks may be lost 

during the transmission process due to network instability. 

The sent data blocks could be destroyed in the interim by the adversary[10]. As a result, throughout the migration process, the 

transferred data may become contaminated. Not to mention, the original cloud server may maliciously retain the transferred data for 

uncovering the benefits that are implied[11]. From the perspective of the data owners, the reserve of the data is unanticipated. In 

conclusion, the cloud storage service is cost-effective but necessarily faces significant security issues, particularly with regard to safe 

data transfer, integrity verification, and verifiable destruction. If these issues are not properly resolved, the public may be prevented 
from accepting and using cloud storage services. 

CONTRIBUTIONS  

In this work, we examine the issues with safe data transfer and deletion in cloud storage with a particular emphasis on achieving 

public verifiability. Then, we suggest a counting Bloom filter-based system that not only enables data deletion that can be 

independently verified by the public, but also enables provable data movement between two distinct clouds. The data owner and the 

target cloud server can verify the returned transfer and deletion evidences to identify malicious acts if the original cloud server does 

not migrate or erase the data in an honest manner. In contrast to the alternatives, our suggested approach does not call for the use of 
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a trusted third party (TTP). Additionally, we demonstrate through security analysis that our new approach may fulfil the intended 
design objectives. Finally, the simulation experiments demonstrate the viability and effectiveness of this innovative suggestion. 

 

comparable works Verifiable data erasure has been thoroughly researched for a very long time, leading to numerous solutions[12–

18]. "Xue et al."[19] investigated the objective of secure data deletion and proposed a key-policy attribute-based encryption technique 

that may accomplish data finegrained access control and ensured deletion. They achieve data deletion by eliminating the attribute, 

and they achieve verifiability using the Merkle hash tree (MHT), however their plan requires a reliable source of information. 

Associated deletion strategy for multi-copy (ADM), created by Du et al. [20], employs pre-deleting sequence and MHT to achieve 

data integrity verification and proven deletion.However, to control the data keys, their system also needs a TTP. 

A Blockchain-based cloud data deletion technique was introduced in 2018 by Yang et al. [21], in which the cloud performs deletion 

operations and posts the corresponding deletion proof on Blockchain. The deletion proof can then be verified by any verifier in order 

to check the deletion result. Additionally, they remove the hindrance of needing a TTP. All of these strategies can verify data erasure, 
but they can't transfer data securely. 

Numerous approaches have been suggested[22–26] for moving data between clouds and deleting the transferred data from the original 

cloud. A Provable data possession (PDP) approach that can also facilitate secure data migration was introduced by Yu et al. in 2015 

[22]. To the best of our knowledge, their plan is the first to effectively handle data transfer between two clouds, but it is ineffective 

for data deletion since they achieve deletion by re-encrypting the transferred data, which necessitates a lot of information from the 
data owner.A verifiable data movement strategy was created by Xue et al. 

which is distinguished by verifiable deletion and PDP. The data owner can use the PDP protocol to validate the data's integrity and 

the Rank-based Merkle hash tree (RMHT) to confirm the deletion's outcome. However, Liu et al. [25] pointed out that the system in 

Ref. [24] has a security weakness, and they created an improved method that can address the flaw. Yang et al. [26] adopted vector 

commitment in 2018 to create a new data transfer and deletion scheme that allows the data owner to independently verify the results 

of the transfer and deletion without the use of TTP. Additionally, their plan may carry out data integrity verification on the intended 

cloud. 

Organizations: The remainder of this essay is structured as follows: The preliminaries are described in Section II, and the problem 

statement is described in Section III.In Section IV, we introduce our innovative scheme. Then, in Section V, the developers analyse 

security, and in Section VI, offer an evaluation of performance using simulated trials. In Section VII, the paper's conclusion and its 
future work are presented. 

 

II. PRELIMINARIES 

A set can be tested to see if it contains a certain element using the space-saving data 

structure known as the bloom filter (BF)[27]. The cost of inserting BF is continual time 

overhead. regardless of how many elements the set and BF contain, an element or 

determine whether an element is a part of the set. 

A BF can be thought of as a bit array of length m with k hash functions 

hi(.)={0,1}*{0,1,……,m}. We must set the group of k bits to 1 in order to insert an 

element; the placements of these bits are defined by the hash values h1(x)………,hk(x). 

The same hash calculations are used to construct membership tests, and they are 

successful if all of the corresponding places are one, as illustrated in Fig. 1. Be aware that 

there is a false positive in the BF, which indicates that even if all k of the bits associated 

to w are ones, w has a low likelihood of not being a member of the set. To lessen the 

probability, we can set the right parameters, such as the number of hash functions k, the 

length of the BF m, and the number of components n [28]. If the parameters are 

appropriate, the chance will also be so small as to be negligible [29]. 
Additionally, BF is unable to remove a component from the data set. The Counting Bloom 

filter (CBF) is introduced to address this problem [30,31]. As a BF version, CBF substitutes 

each "bit" position with a counter cell count, as seen in Fig. 2. The k related counters must 

be increased by one in order to insert element y; the counters' indexes are also defined by 

the hash values h1(y), h2(y), , and hk(y). The element deletion action, however, merely 
reduces the k related counters by one. 

 

III. PROBLEM STATEMENT 

The system framework, security issues, and security objectives are briefly presented in the sections that follow. 

1. System framework 

In the end, one can want to achieve reliable data erasure from cloud storage and verifiable data transfer between two different clouds. 

Thus, as illustrated in Fig. 3, three entities are incorporated in our new construction. In our example, the owner of the large-scale 

data who is under resource constraints could outsource his data to cloud server A in order to significantly minimise the local storage 

overhead. Besides, 

 

The owner of the data may request that certain data be deleted from the storage medium 

or moved from cloud A to cloud B. Cloud storage is made available to the data owner by 

clouds A and B. We suppose that cloud A is the initial cloud, from which certain data must 

be transported to cloud B, where it will be deleted. However, for financial considerations, 

cloud A might not carry out these processes honestly. Furthermore, since cloud A and 

cloud B are owned by distinct companies, we think that they won't work together to deceive 

the data owner. Consequently, the two clouds will each adhere to the procedure on their 
own. 

Additionally, we presumptively assume that the target cloud B won't maliciously disparage 

the original cloud A. 
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2. Design goals 

The strategy should achieve the three objectives listed below. 

1) Information security. The file that was outsourced can have some sensitive information in it that needs to be kept hidden. Therefore, 

the data owner must employ secure algorithms to encrypt the file before uploading it to the cloud server in order to safeguard the 

confidentiality of the data. 

2) Data reliability. It's possible that the cloud A will just transfer a portion of the data or will send the cloud B some unrelated data. 

In addition, the data transmission procedure itself could contaminate the data. Therefore, to ensure that the transferred data is 

complete, the data owner and cloud B should be able to check the integrity of the data. 

3) Publicly verifiable. The data may not be faithfully deleted or transferred from cloud A to cloud B. Therefore, from the perspective 
of the data owner, the verifiability of the transfer and deletion results should be satisfied. 

IV. THE PROPOSED SCHEME 

We thoroughly describe our new system in this section. Keep in mind that the owner of the data must be verified by the cloud storage 

service provider. For the sake of simplicity, we'll suppose that the owner of the data has successfully completed the identifying 
process and obtained legal occupancy of clouds A and B. 

1. Overview 

Similar to Ref.[26], our scenario aims to enable verifiable data transfer and destruction. The primary procedures are depicted in Fig. 

4. The data owner first encrypts the information before outsourcing the ciphertext to cloud A. The local backup is then deleted after 

he has checked the storage result. The owner of the data may switch cloud storage providers in the future and move certain data from 

cloud A to cloud B. The owner of the data then wishes to review the transfer's outcome. Finally, following a successful data transfer, 
the data owner requests that cloud A delete the data that was sent and verify the deletion outcome. 

3. The concrete scheme 

The following six algorithms are part of our new proposed scheme. 

1) First, initialization 

Create ECDSA public-private key pairs for the data owner, clouds A and B, and (PKO, SKO), (PKA, SKA), and (PKB, SKB), 

respectively. Then the data owner selects k secure hash functions, denoted by gi: [1, N] [1, m], that all map any integer in [1, N] to 
different cells in CBF. The data owner also selects a special tag tagf for the file that will be uploaded to cloud A. 

2) Data encryption 

The data owner encrypts the outsourced file before uploading using a strong encryption mechanism to safeguard the confidentiality 

of the data. 

i) After calculating the encryption key k = H(tagf ||SKO) and encrypting the file C = Enck(F) 

using k, the data owner decrypts the file using the IND-CPA safe encryption procedure. In 

order to ensure that the CBF won't be null after data transfer and deletion, the data owner 

divides the ciphertext C into n′ blocks and simultaneously inserts n -n′ random blocks into 

the n′ blocks at random points. The data owner then enters these arbitrary positions in a table 

P F. 

ii) The data owner randomly selects a unique integer ai as the index of each data block Ci, and 

then computes the hash values Hi = H(tagf ||ai ||Ci). The outsourced data set is thus represented 

by the notation D = ((a1, C1), ,(an, Cn)). Finally, the data owner sends D and the file tag tagf to 

cloud A. 

3) Outsourcing data 

A creates storage proof and stores D on the cloud. 

The data owner then examines the storage outcome and removes the local backup. 

i) After receiving data set D and file tag tagf, cloud A saves D and builds a counting Bloom filter CBFs using the indexes (a1, a2,.., an), 

where i = 1, 2, , and n. tagf is kept in cloud A as D's index in the meantime. The proof λ= (CBFs, Ts, sigs) is then sent to the data owner 

by cloud A, where Sign is an ECDSA signature algorithm and Ts is a timestamp. The cloud A computes a signature using the formula 

sigs = SignSKA (storage||tagf ||CBFs||Ts) before sending it. 

ii) The data owner verifies the veracity of the storage proof after receiving it. In particular, the data owner first verifies the authenticity 

of the signatures. In the absence of valid sigs, the data owner outputs failure and chooses at random half of the indexes from (a1, a2,.., 

an) to verify the accuracy of the CBFs.The data owner exits and reports failure if the CBFs are incorrect; otherwise, the data owner 
deletes the local backup. 

4) Data transfer 

The data owner migrates some data blocks, or possibly the entire file, from cloud A to cloud B when he wants to switch service 

providers. 

i) The data owner creates the index set of block indices, which identifies the data blocks that require migrating, first. A signature is 

then generated by the data owner using the formula sigt = SignSKo (transfer||tagf ||ϕ||Tt), where Tt is a timestamp. In the following 

step, the data owner creates a transfer request Rt = (transfer, tagf , ϕ, Tt, sigt), after which it is sent to cloud A. The data owner is also 
transmitting the hash values {Hi}iЄ ϕ and "i" to cloud B. 

ii) The cloud A verifies the legitimacy of the transfer request Rt after receiving it. The cloud A computes a signature sigta = SignSKA 

(Rt||Tt), delivers the data blocks (ai, Ci)i to the cloud B, along with the signature sigta, and outputs failure if Rt is invalid. If Rt is valid, 
the cloud A continues and outputs success. 

 

5) Transfer check 

transfer and gives the data owner the transfer outcome. 

i) The cloud B first verifies the accuracy of the Rt for the transfer and sigta for the signer. The cloud B checks that the equation Hi = 

H(tagf || ai || mi) holds, where  i Є ϕ , and if either of these is not true, the cloud B exits and outputs failure. If both of them are true, 

the cloud B continues. The cloud B requests that the cloud A send (ai, Ci) once more if Hi ≠ H(tagf ||ai ||Ci); otherwise, the cloud B 

moves on to Step ii). 

ii) The cloud B stores the blocks {(ai, Ci)}i Є ϕ and creates a new counting Bloom filter (CBFb) using the indexes  
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{ai} i Є ϕ. The cloud B then generates a signature using the formula sigtb = SignSKB (success||tagf || ϕ ||Tt||CBFb). The transfer evidence 
π= (sigta,sigtb, CBFb) is then returned to the data owner by cloud B. 

iii) The data owner examines the transfer outcome after receiving the signal. The data owner specifically verifies the authenticity of 

the signature sigtb. To check the accuracy of the counting Bloom filter CBFb, the data owner randomly selects half of the indices from 

the collection. If and only if all checks are successful, the data owner believes the transfer proof is accurate, and cloud B honestly 

stores the transferred data 

6) Data deletion 

When some data blocks have successfully been transferred to cloud B, the data owner may demand that cloud A delete those blocks. 

i) To begin, the owner of the data creates a signature using the formula sigd = SignSKA (delete||tagf ||ϕ||Td), where Td is a timestamp. 
The data owner then creates and delivers to cloud A the data deletion request  

Rd = (delete, tagf, ϕ, Td, sigd). 

ii) The cloud A verifies Rd after receiving Rd. If Rd is invalid, cloud A terminates and reports failure; if not, cloud A overwrites the 

data blocks "(ai, Ci)" i Є ϕ and deletes them. In the meantime, cloud A gets a new counting Bloom filter CBFd and removes indexes 
{aq}q Є ϕ from the CBFs. The cloud A then computes a signature  

sigda = Sign(delete||Rd||CBFd), and gives the data owner the deletion evidence = (sigda, CBFd). 

iii) The data owner examines the signature sigda after obtaining. If sigda is false, the data owner exits and outputs failure; if true, the 

data owner randomly selects half of the indexes from and checks that CBF(aq) = 0 and determines whether or not aq is a member of 
the CBFd.The data owner believes that is true if the equations hold true. 

 

Comment 1 It is important to keep in mind that the equality CBF(aq) = 0 holds indicates that at least one equation hi(aq) = 0 holds 

for q ϵ ψ, indicating that aq does not belong to the counting Bloom filter CBFd. 

V. SECURITY ANALYSIS 

1. Data confidentiality 

 

Without the matching data decryption key, the adversary cannot obtain any plaintext data due to data secrecy. In our system, the file 
is encrypted using the IND-CPA secure AES algorithm by the data owner. In the meantime,  

k = H(tagf ||SKO) , where H is a secure hash function and SKO is the private key that is kept secret, is used to calculate the data 

decryption key.As a result, the attacker is unable to successfully generate a data decryption key. The key used to decode the data is 
also kept a secret by the data owner. This means that no opponent can gain the decryption key to obtain the plaintext data in the future. 

2. Data integrity 

   

 The data integrity means that the transferred data must be intact, or the cloud B refuses to accept the data. Upon receiving the 

transferred data (ai , Ci) from the cloud A and the hash values Hi from the data owner, the cloud B checks the equation  

Hi = H(tagf ||ai ||Ci), where i ∈ ϕ. Note that {Hi}i∈ϕ are computed by the data owner with a secure hash function. As a result, the cloud 
A and other enemies are unable to create a new data block (ai, C í) that would satisfy the equation Hi = H(tagf ||ai ||C í). 

That is, the cloud B can identify these malicious behaviours and will not accept the received data if the data is not honestly migrated 

from cloud A to cloud B or if the transferred data blocks are altered by the attackers during the migration process. Consequently, the 
data's integrity during transfer is ensured. 

3. Public verifiability 

 It examine the transfer result's and the deletion result's verifiability, respectively. 

The transfer result can be verified by the verifier using the transfer proof π and transfer request RT. In particular, Rt's validity is 

checked by the verifier first. If Rt is accurate, it indicates that the data owner did request a data migration to cloud B. The authenticity 

of the signatures sigta and sigtb is then further verified by the verifier. Keep in mind that cloud B won't purposefully work with cloud 

A to deceive the data owner. Therefore, if and only if both signatures are legitimate, the verifier can trust the transferred result. 
Additionally, the verifier validates the counting Bloom filter CBFb to see if cloud B maintains the transferred data honestly. 

Furthermore, the deletion result can be verified by the verifier who is the owner of the deletion evidence and the deletion request Rd. 

The verifier first determines whether Rd. If Rd is invalid, the data owner never needed to remove the data; if not, the verifier further 

confirms the reliability of the counting Bloom filter CBFd and the validity of the signature sigda. The verifier thinks the deletion 

evidence is true if and only if all the verifications succeed. It should be noted that the verifier does not require any private information 
for the transfer and deletion outcomes verification operations. In other words, our plan can fulfil public verifiability. 

Although the verification could fail in the deletion phase due to a counting Bloom filter false positive, the likelihood of failure can 

be decreased. The likelihood of a false positive is given by Pf = (1-e -kn/m) k in Ref. [31]. The probability Pf achieves its minimal value, 

roughly (0.6185)m/n, when k =ln2*(m/n). We fix k = 20 and m/n = 29 in our scheme. As a result, the probability Pf is almost equal to 

2 -20, which is so minimal that it might as well be zero. As a result, we believe the verifier can effectively validate the deletion result 
every time. 

IV. Efficiency Evaluation 

1. Comparison 

This section contains a theoretical comparison between our scheme and two earlier schemes[26,32]. One can get the following 

conclusions from Table 1.First off, each of these three methods can successfully delete data in a verifiable manner. Second, unlike 

the method in Ref.[32], our scheme and the strategy from Ref.[26] both enable verifiable data transfer while also enabling the integrity 

of the transferred data to be checked on a new cloud. Last but not least, unlike the system in Ref.[32], which calls for the introduction 
of a TTP, neither our scheme nor the scheme in Ref.[26] contain any TTP. 

The results of our analysis of the theoretical performance are shown as time complexities in Table 2, where the symbols Ꜫ, S, V, Exp, 

H, and P stand for data encryption, signature generation, signature verification, exponentiation in G1, hash computation, and pairing 

calculation, respectively. Additionally, n and l, correspondingly, are the sum of the data blocks and the total number of added/removed 

data blocks. We don't factor in additional calculations, such multiplication and addition, for the sake of simplicity. 
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2. Simulation results 

It simulate our scheme and earlier schemes[26,32] using the PBC and OpenSSL libraries on the same Linux computer that has an 

Intel(R) Core(TM) i5-4590 processor clocked at 3.30GHz and 4 GB of main memory. In addition, we consider that k = 20, m/n = 

29.The file size is increased from 1 megabyte (MB) to 8 megabytes (MB) in steps of 1 MB during the encryption phase, and the 

number of data blocks is set at 8000. The time and cost comparison is displayed in Figure 5. We can observe that the size of the 

encrypted data causes the time costs of the three techniques to rise. However, compared to the system in Ref.[32] and roughly on par 

with the plan in Ref.[26], our scheme's growth rate is considerably slower. Due to the fact that the techniques in Ref.[26] and Ref.[32] 

require significantly more hash calculations to create encryption keys and the MAC, respectively, the time cost of our scheme is 
lower than that of the other two schemes. Therefore, we believe that our method of file encryption is more effective. 

 

 

 

 

 

 

 

 

 

 

 

 

 

fig. 5. The time cost of data encryption 

 

The computing cost in the storage phase is caused by the creation of storage proofs and the verification of storage results. The time 

required to generate a storage evidence is shown in Fig. 6. We discover that the time of our plan is substantially longer.The growth 

rate of Yang et al.'s scheme of Ref.[26] is comparatively larger than that of our system, while it is lower than that of Yang et al.'s 

plan of Ref.[26]. As a result, our method is more effective in producing the storage proof. The data owner then verifies the storage 

outcome, and Fig. 7 displays the performance comparison. Because our scheme only needs to perform a few hash calculations and 

a signature verification operation, we can see that its overhead is significantly lower than that of Yang et al.'s scheme in Ref.[26]. 
However, Yang et al.'s plan in Ref.[26] requires performing numerous bilinear pairing calculations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 6. The time of storage proof generation 

 

We incrementally up the number of sent data blocks from 10 to 80 in order to simulate the data transfer. As shown in Fig. 8, we fix 

n = 400 and disregard the communication overhead for simplicity. The time expense rises as more data blocks are sent. Furthermore, 
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Yang et al.'s method from Ref.[26] takes much longer because it needs to perform numerous bilinear pairing calculations to check 

the accuracy of the data. Only a few hash values must be calculated for our scheme. The hash computation is more effective than 

the bilinear pairing calculation, as you should be aware of. Our plan is therefore more effective. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Finally, the data owner requests that the transferred data be deleted from cloud A. Lets fix n = 400, and the performance assessment 

is then shown in Fig. 9. Hao et al.'s plan from Ref.[32] has a nearly constant time overhead. The growth rate of Yang et al.'s scheme 

of Ref.[26] is comparatively higher, but the time cost of both our scheme and Yang et al.'s system of Ref.[26] will rise as more data 

blocks are destroyed. When there are more than 20 erased data blocks, Yang et al.'s method of Ref.[26] takes substantially longer. 

Therefore, one can believe that our plan is more effective at deleting the transferred data blocks. 
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V. Conclusions and Future Work 

Conclusions. The data owner in cloud storage doesn't think the cloud server will honestly carry out the data transfer and delete 

procedures. We suggest a CBF-based secure data transfer mechanism that can also provide verifiable data erasure to address this 

issue.In our plan, cloud B can examine the transferred data. data integrity, which can ensure that all of the data has been moved. 

Additionally, the cloud A should use CBF to produce a deletion evidence after deletion, which the data owner will use to confirm the 

deletion outcome. As a result, cloud A is unable to act intentionally and deceive the data owner. Finally, the outcomes of the 
simulation and security analysis verify the viability and security of our proposal, respectively. 

Future work 

This strategy takes into account the data movement between two different cloud servers, just like all other solutions already in place. 

However, as cloud storage technology has advanced, the data owner may want to migrate the outsourced data from one cloud to two 

or more target clouds at once. However, the multi-target clouds might band together to maliciously defraud the data owner. Therefore, 

we need to continue investigating the verifiable data migration across three or more clouds. 
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