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Abstract : The aim of this study is to provide a comprehensive review of the blockchain technology and its application in vehicular
ad hoc networks (VANETS). This study not only provides a comprehensive overview of the blockchain technology and

its application in VANETS, but also presents a historical account of the evolution of VANETS, from their inception to recent
advancements, thereby providing a contextual framework for understanding the current state-of-the-art in this domain. This paper
addresses the usage of different consensus mechanisms in the context of VANETS. It also makes comparisons between them based
on the advantages that they offer, along with their downsides. The paper also explores the integration of blockchain applications in
the Internet of Vehicles (loV) and identifies open issues for future research. This study aims to summarize the advances in Vehicular
Communication Systems using the decentralized communication model of blockchain.

Index Terms - Vehicular Ad Hoc Networks, Blockchain technology, Consensus Mechanism, Microtransaction, Software
Defined Networks

I.INTRODUCTION

This paper addresses the usage of different consensus mechanisms in the context ofVANETS. It also makes comparisons between
them based on the advantages that they offer, along with their downsides. Modern automobiles are equipped with software and
hardware infrastructure, allowing them to communicate with each other and interact with their surroundings. Such vehicles are able
to establish a network consisting of Vehicle to Vehicle (V2V) as well as Vehicle to Infrastructure (V2I) communication, forming a
spontaneous ad hoc network called Vehicular Ad-Hoc Network (VANET). A VANET is a type of Mobile Ad-Hoc network
(MANET) in which the vehicles communicate with each other and with roadside infrastructure. IEEE 802.11p has introduced
Wireless Access for Vehicular Environments(WAVE) through On Board Units (OBU), Global Positioning System (GPS) receivers,
Dedicated-Short Range Communications (DSRC) modules, and sensing capabilities, thus enabling Vehicle to Everything (V2X)
communication. VANETS provide many serviceable applications like driver assistance and transport safety. It is designed for the
network nodes that are constantly in motion and are supported by a road-side infrastructure.
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Fig. 1 Architecture of Vehicles and RSU part of the network

Vehicular-Cloud makes use of distributed computing resources to bring the benefits of cloud computing to vehicular networks.
Utilizing a Network-As-A-Service (NAAS) model [1], it creates a highly adaptive and flexible ad-hoc network, where traffic-related
data can be efficiently stored in the cloud, thereby enabling cost-effective scalability and ensuring seamless access to computing
resources .However the significant drawback of Vehicular-Cloud is the issue of data security, as a compromised node can potentially
result in unauthorized access to sensitive user information or even data tampering, posing a significant threat to the integrity and
confidentiality of the system. Software Defined Networking (SDN) represents a model framework that fundamentally transforms
the way networks are managed and controlled. By separating the control plane from the data forwarding functions, SDN provides
a secure and efficient means of managing communication throughout the network. The integration of the SDN framework into
Vehicular Communication Systems[2] enables centralized management of data transmission, making it possible to detect network
intrusions and track malicious nodes through the use of the OpenFlow Protocol. However, a potential drawback of this approach is
the creation of a Single Point of Failure (SPoF), as the SDN controller assumes the critical responsibility of defining the network’s
rules and routing protocols.

In a traditional VANET architecture, security and privacy are the major concerns. The decentralized and trustless nature of
Blockchain technology can be taken advantage of in order to tackle these issues. Blockchain technology, which is based on
distributed ledger technology (DT), is a major shift from the existing trust model which requires a trusted central authority. Thus,
the decentralized, blockchain-enabled architecture for VANETS helps to achieve the efficient collaboration of entities, such as
vehicles and RSUs, whilst preserving privacy and security.

11.BACKGROUND KNOWLEDGE

Various studies, research and surveys have been conducted on the optimization of Vehicular AdHoc Networks. We have grouped
these studies together and referenced them in the forthcoming section. [3] introduces the concept of Cooperative Collison Avoidance
through DSRC architecture and its implementation requirements in the context of a high speed wireless communication network.
The term Vehicular Adhoc Network was coined where the network is self-organizing and adaptive[4] laying the foundation for
Intelligent Transport Systems.[5] touches upon the topic of localization in VANETS without the presence of GPS data. It further
elaborates how smartphone sensors and the information shared by neighboring vehicles with undetermined locations can be utilized
in order to allow vehicles to improve or estimate their position. In [6],authors introduced a blockchain-based architecture designed
to preserve both identity and location privacy in VANETS, outperforming traditional centralized implementations in terms of
efficiency and efficacy. The authors in [7] have put forth a novel data structure Merkle Patricia Tree to enhance the conventional
blockchain structure in a blockchain based privacy preserving authentication scheme(BPPA) for VANETS. The concept of edge
computing, as presented in [8], seeks to revolutionize the current data processing paradigm by addressing a critical challenge - the
overburden on data transmission. By shifting the processing to the end nodes, this proposal seeks to mitigate the transmission strain
and enable real-time processing of data. Furthermore, the integration of a consortium blockchain[9] adds an additional layer of
security and reliability to the system, ensuring a high level of data protection through tamper-proof storage and management. [10]
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Describes the concepts of micropayments, microtransaction, Ethereum smart contracts, and proposes a model on how the Proof of
Stake (POS) consensus can be conducted. Furthermore, it states the benefits and limitations of the proposed model.

[11] states the architecture for road traffic events management in Vehicular Adhoc NETworks (VANETS) which makes use of a
permissioned blockchain. It describes how a permissioned blockchain can help in reducing the cyber attacks and enhance

Quality of Service (QoS) without affecting the integrity of the data. It also describes the concept of microtransactions to minimize
the problems related to data storage and communication. It also talks about the integrity, traceability, simulation results and
limitations of the proposed architecture.

This comprehensive review delves into the utilization of diverse consensus mechanisms in permissioned and permissionless
blockchain in order to make comparisons between them on the basis of efficiency and data security while preserving the trustless
nature of blockchain networks. Rather than using a centralized cloud-based architecture for transactions, this study explores the
benefits of performing computation at the end nodes and further analyzes the implementation of microtransactions aimed at
alleviating the burden of data transmission and providing better scalability. This study also explores the benefits of performing
computation at the end nodes instead of using a centralized cloud-based architecture and further analyzes the implementation of
microtransactions aimed at alleviating the burden of data transmission and providing better scalability.

1. METHODOLOGY

3.1 Vehicular Communication Systems

Vehicular Communication architectures enable the vehicles in a network to communicate with each other and with the
surrounding environment to achieve cooperative collision avoidance, traffic management, infotainment systems and many other
benefits through real time data sharing[12]. Vehicle to Vehicle (V2V) and Vehicle to Infrastructure (\V21) data sharing are critical
components of Intelligent Transportation Systems (ITS), enabling the development of a comprehensive and effective
communication system.

3.2 IEEE 802.11p

The IEEE 802.11p provides a communication standard - Wireless Access for Vehicular Environments(WAVE) specifying
protocols for data transfer through Digital Short Range Communication(DSRC) modules[13]. A WAVE Beacon Service Set(BSS)
is introduced where the BSS is available at all times to reduce the connection overhead which allows instantaneous data exchange
proving crucial for safety related applications.

3.3 AdHoc Networks

Ad hoc refers to actions that are taken temporarily or rapidly. An ad hoc network does not depend on any pre existing
infrastructure and is decentralized in nature. Here, each node in the network participates in the routing process by forwarding data
for other nodes. The decision of which nodes forward data is made dynamically, based on the connectivity of the network. All
devices in an ad hoc network have equal status and are free to connect with any other ad hoc network devices in link range.

3.4 VANETSs

Vehicular ad-hoc network (VANET) is a subcategory of MANET (Mobile ad-hoc network). It is designed for the network
nodes that are constantly in motion and are supported by a road-side infrastructure. In VANETS, the vehicles act as mobile nodes.
A VANET consists of a network of vehicles which have the ability to communicate among themselves, thus enabling them to share
important traffic-related data with each other. The use of VANETS has several advantages, including security, privacy,
and ease of communication.

3.5 SDN Based VANETSs
The main idea behind Software Defined Networking(SDN) is the separation of control planes from the information plane

to easily manage the traffic flow within the network[14] by using programmable controllers. In SDN based VANETS the controller
is used to manage the routing, flow control and access control of Safety Beacon Messages(SBM).
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Fig. 2 SD-VANET Framework

[15] proposes a VANET based architecture coupled with fog computing where the SDN controller is operated in a hybrid manner
connected with Base Stations(BS) and Road Side Unit Centres(RSUC) via a wireless medium to improve the load balancing
techniques and reduce latency.

3.6 Blockchain Technology

Blockchain technology is a safe immutable ledger which facilitates transparent transactions without any dependence on
the third party. It is also called distributed ledger technology. Blockchain can be termed as a distributed database of records which
stores data in a block which is linked to a previous block by a cryptographic hash forming an immutable decentralized network. It
keeps a transparent history of records between two or more organizations or individuals working together which do not trust each
other.

3.7 Blockchain Based VANETS

Blockchain based VANETS are Vehicular networks operating in a large scale decentralized environment. This distributed
network enables sharing of necessary services, records and data in V2V and V2I networks. [16]Vehicles participating in the VANET
are well equipped with the necessary infrastructure i.e. GPS, DSRC radios, smart sensors etc to interact in the Ad Hoc network.
Other components include entities such as Certifying Authority(CA) and Road Side Units (RSUs) which are equipped with
necessary receivers and transmitters along with adequate data storage capacity. Thus, such decentralized VANETS ensure the secure
and efficient data transmission throughout the network with minimizing the risk of data modification or any malicious attacks on
the network.

3.8 Comparing Consensus

Blockchains are self-governed and operate in a trustless manner where there exists only one true state of the ledger. A consensus
provides a reliable, fair, real-time, efficient and transparent mechanism to ensure that transactions are fair and genuine.

Whenever a new block is added to the blockchain, who adds it is defined with the help of a consensus mechanism. This section

compares the use of different consensus mechanisms in Vehicular Networks.

3.8.1 Proof of Work(Pow)
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PoW is the first consensus mechanism introduced in 2009 [17] where the transaction data is validated by having nodes
compete with each other to solve a complicated mathematical problem using powerful computers. The node which solves the
problem first is elected to add the transaction in the block and is issued a reward for its efforts that ensures the integrity of the
blockchain. [18] provides a methodology for implementing Proof of Work consensus in VANETSs where the Road Side Units(RSU)
act as nodes and perform validation on the data shared by vehicles and add it to the blockchain.

However, PoW requires entire blockchain history replication on each node being unviable for Vehicular Social Networks
as enormous amounts of data is generated by vehicles therefore [19] put forth a lightweight blockchain for resource constrained
Vehicular Social Networks using Directed Acyclic Graph(DAG) where the redundant historical data is pruned to improve the
scalability and availability of the network.

v

Group the transactions to form a block that need to be verified

v

Server generates mathematical puzzle

v

Miners compete to solve the problem

v

First one to find the solution sends the PoW to the network

v

All other nodes verify the solution

No

Block 1s cancelled

yes

Block 1s added to the existing block chain and information 1s updated

v

Reward the miner

Fig. 3 Working of Proof of Work Consensus

3.8.2 Proof of Stake

Proof of Stake(PoS) is a consensus protocol which was designed as an alternative to Proof of Work (PoW) algorithm which
eliminates the potential drawbacks i.e. high computation power and high energy usage of the Proof of Work (PoW).In PoS one
random node from the VANET is selected and validators of the node are elected on the basis of no. of tokens or quantity of stake
they are holding. More the no. of tokens they hold, more is the chance of being elected as a validator. Thus the network will be
validated by one single node which has the highest tokens in it. VValidators get some fees as a reward for validating the node. In
VANETSs RSU and vehicles can act as a node considering the VANET as the network. Thus, RSU with the maximum votes(tokens)
will win and act as a validator for the network.
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Fig. 4 Working of Proof of Stake Consensus

3.8.3 Delegated Proof Of Stake(DPoS)

The PoS consensus favors the nodes which hold the most amount of tokens thus reducing the fairness in the election
process. Delegated Proof of Stake(DPoS) makes a small alteration in the process of selecting the mining nodes resulting in lower
transaction costs and higher scalability. In DPoS, voting is carried out within the network to choose
the miner from a fixed set of validator nodes that reduces the energy consumption throughout the network.

JETIR2305792 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org \ h738


http://www.jetir.org/

© 2023 JETIR May 2023, Volume 10, Issue 5 www.jetir.org (ISSN-2349-5162)

[ System broadeasts (nonce, D) |

/ N; calculates H(H(PreBlockHead), nonce)

I nonce = nonce + 1 I
H(H(PreBlockHead), nonce) < D No

Yes
| System broadcasts N© |
+
[ N7 ; votes for N¢; ]
+
I gets N¥and N4 }1 1
pe | NW oeror becomes N",_ml

IN"', generates BLOCK ye, I

T
| /NA.'_I(I'EIZ,I—mI)/
‘ 1

I NY, generates and broadcasts BLOCK yw

4 Yes W -
N€, broadcasts (BLOCKw )| [ N®; broadcasts (BLOCK yc } | / N%iaUEly+ l""I)/

4 W W

3 — IN y becomes N I;‘RR{)RI
/ ZlfLOCK‘wl / / Zmac‘x‘fl /

L J
ZULUCK,WA > Z BLOCK yc,

A W
N7, becomes N",, I

No

I NV, broadcasts (BI.OCK,\»W_,)I

Fig. 5 Working of Delegated Proof of Stake Consensus

The authors of [20] propose a Blockchain-enabled oV altering the traditional DPoS mechanism by using the reputation score of
vehicles calculated based on historical interactions in the voting process to select the mining nodes.Meanwhile the standby

miners are incentivized to take part in block verification to improve the security within the network.The high mobility of vehicles
ensures even if a malicious node is elected as miner it will be able to compromise only a small subset of vehicles and is identified
within a short amount of time.

3.8.4 Practical Byzantine Fault Tolerance

PBFT is a fault tolerant consensus mechanism which considers the software errors and malicious behavior by faulty nodes
during the mining process. PBFT requires less than one third of all the nodes in the network to be faulty(malicious) to function
correctly[23]. The authors of [24] exploit the immutability of blockchain to maintain a record of all the traffic related data to reduce
the communication overhead. The architecture is based on Ripple blockchain which protects the network stability against 20 percent
of all nodes being attackers/faulty. [25] alters the conventional PBFT mechanism by introducing a scoring system(SG-PBFT) which
encourages the candidate nodes to provide honest results thus improving the consensus efficiency.
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3.8.5 Proof of Reputation

Proof of Reputation assigns a reputation score to each network participant based on its history of interactions within the
network and the consensus group consists of nodes with highest reputation values which determine the next state of blockchain[21].
Chai et al. have proposed a lightweight blockchain model using Proof of Reputation for resource sharing in Internet of
Vehicles(loV)[22]. The reputation scores are calculated through a smart contract which are completely auditable and only the RSUs
with high reputation are allowed to publish the block.

3.8.6 Other Consensus Mechanisms

Authors of [26] propose the Ripple consensus in Vehicular Networks where the identity of verifying nodes is disclosed
facilitating the identification of any malicious nodes. Additionally, the authors have discussed a novel key distribution scheme
based on blockchain where the registration information of a vehicle is verified by a trusted third party authentication authority and
issues a digital certificate of admission for the vehicle. To tackle the intensive computations involved in PoW and the lack of
decentralization in PoS, [26] put forth Proof of Online Duration consensus allowing nodes to stake the amount of time they are
active in the network rather than a specific amount of cryptocurrency and the node with higher online duration stands a better
chance to be chosen as a block validating node. This approach encourages the vehicles to actively participate in the network
activities and share the gathered traffic related data.

JETIR2305792 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org \ h740


http://www.jetir.org/

© 2023 JETIR May 2023, Volume 10, Issue 5 www.jetir.org (ISSN-2349-5162)

3.9 Edge Computing

Large amount of information is generated by sensors and vehicles in VANETSs which has to be stored and processed
throughout the network proving computationally expensive. Instead the raw data generated by network participants can be processed
at end nodes using edge computing to reduce latency and enhance network reliability. Cui et al.[24] put forth a novel data
downloading scheme where the frequently requested data is stored in Edge Computing Vehicles(ECV) so nearby vehicles can
download directly from these ECVs.

3.10 Microtransactions

Microtransactions are a curtailed form of the transactions which lacks the non-essential components and keeps only the
required components associated with the payment. Microtransaction can be used as a reliable service charging option in a peer to
peer network. It contains only the essential content of the micropayment. For. E.g. Only the hash value and other necessary
components associated with it. These components themselves are capable of the verification of the completed transaction. It is an
efficient and sophisticated method of payment and can be used as a substitute to the traditional transaction methods.

V. Conclusion

In this paper, we systematically reviewed the literature relating to different VANETS schemes and classified consensus
algorithms for decision making in vehicular networks.We also identified a number of potential research opportunities based on
the
review of the existing literature. Not surprisingly, security and privacy, for example, those relating to the vehicle (owner), remain
a key challenge, particularly as vehicles become more digitized and systems are more interconnected. Moving forward
consortium based blockchain with consensus algorithms which verify the identity of publishing nodes prior to adding them in the
network can be used to reduce the computational overhead of processing each transaction.
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