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Abstract:  The rapid rise in cybercrime has posed significant challenges for organizations worldwide, particularly with data 

integrity attacks becoming increasingly common. Cybercriminals' growing sophistication in using malware and other techniques 

makes it difficult to maintain secure systems, despite high integrity standards. Studies have revealed that social engineering and 

espionage techniques account for 60-80% of cyber-attacks, emphasizing the need to raise user awareness about potential threats. 

To address this, we developed Holy-Eye, a comprehensive security scanner that enables users to scan their systems, identify 

vulnerabilities, malware infections, and other security threats, empowering organizations to enhance their protection. By utilizing 

Holy-Eye, users gain a deeper understanding of their system security and can take appropriate action, reducing the risk and impact 

of cyber-attacks. In conclusion, Holy-Eye is an essential tool for organizations aiming to uphold system integrity and security amid 

the escalating cyber threat landscape. 

Index Terms - Cyber Security, Network Security, Scanner, Security Scanner, Nmap, Servers, Server Monitoring. 

I. INTRODUCTION 

About 

The increasing prevalence of data integrity attacks has created significant challenges for organizations globally. Many organizations 

lack proper monitoring of their systems and data files, leaving vulnerabilities that cybercriminals exploit to tamper with sensitive 

data, compromising its confidentiality. Human errors can also lead to file tampering, highlighting the need for robust security systems. 

To address these issues, we developed Holy-Eye, a web-based network scanner that identifies vulnerabilities, open ports, and services 

running on systems, enabling users to take appropriate action to enhance security. This report provides an overview of Holy-Eye's 

features, benefits, and effectiveness in improving an organization's security posture, including implementation guidelines and best 
practices. 

 

Motivation behind the project 

The motivation behind this project study is to develop Holy-Eye, a user-friendly security scanner that can help organizations and 

individuals protect their systems against cyber-attacks. Holy-Eye provides a comprehensive scan of the system, identifies potential 

vulnerabilities, and provides recommendations for improving security. By contributing to the development of more effective 

cybersecurity tools and strategies, the project aims to address the growing threat of cyber-attacks and create a safer digital environment 

for all users. 

II. METHODOLOGY 

Block Diagram 

 

 

 

 

 

 

 

 

 

Fig. Block Diagram 

In this diagram, the LAN Scanner is responsible for scanning the network and detecting the status of each device. The Network 

Monitoring Agent is responsible for continuously monitoring the devices and reporting any changes in their status. The Alerting 

System is responsible for receiving alerts from the Network Monitoring Agent and notifying the appropriate parties. 
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Entity Relationship Diagram 

 

 

 

 

 
Fig. ER Diagram 

 

In this ER diagram, we have three entities: User, Device, and Alert. The User entity stores information about the user, such as 

their username and password. The Device entity stores information about each device on the LAN, including the device name, 

type, IP address, and status. The Alert entity stores information about each alert that is triggered by the tool, including an alert ID, 
the device ID that triggered the alert, a message describing the alert, and a timestamp indicating when the alert was triggered. 
 

Data Flow Diagram 

 

 

 

 

 
 

 

 

Fig.: Data Flow Diagram 

 

Activity Diagram 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

Fig.: Activity Diagram 

 

This diagram shows the main steps of your tool's functionality. The tool starts by initializing the scanner, then scans the LAN devices 

and checks their status. If a status change is detected, the tool sends an alert, logs the status change, and updates the device status. 
Otherwise, it does nothing and the activity ends. 
 

Methodology/Algorithm 

 

1. Start the LAN scanner tool. 

2. Set up the scanner with the necessary network parameters, such as the IP address range to scan, the scanning method, and 

the frequency of scans. 

3. Begin scanning the LAN network for devices using the selected method. 

4. For each device found, check its status and record it in the scanner database. 

5. If the device status changes, send an alert to the user. 

6. Continue scanning periodically and update the device status in the scanner database. 

7. Provide the user with an option to view the status of all devices on the network. 

8. End the LAN scanner tool. 

 

 

 

Software/Hatrdware Requirements 

a) Python 

b) Bash 

c) Html 

d) CSS 

e) FastAPI 

f) Javascript 
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Use Case Diagram 

              +-----------------+ 

              | LAN Scanner  | 

              +-----------------+ 

                          | 

              +-----------------+ 

              |        User         | 

              +-----------------+ 

                          | 

              +-----------------+ 

              |   Use Cases      | 

              +-----------------+ 

                          | 

+-------------------------------------------------------+ 

|                        Use Cases                                   | 

+-------------------------------------------------------+ 

| 1. Scan LAN                                                      | 

| 2. Monitor devices status                                   | 

| 3. Send alerts for device status changes            | 

+-------------------------------------------------------+ 

Fig. 4.2.1 Use Case Diagram 

 

User Interface Design 

a) Homepage 

 
Fig: Homepage 

 

b) Execution 

 
Fig: Execution – Online IPs 

 
Fig: Execution – Offline Ips 
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Fig: Configuration Tab 

 

Result 

In conclusion, the Holy Eye security scanner efficiently scans systems for vulnerabilities, providing detailed security information 

to address the increasing concern of cyber-attacks. Its user-friendly interface and cross-platform compatibility make it suitable for 

system administrators, network maintenance providers, and general users interested in computer security. The successful 

implementation of Holy Eye has proven its effectiveness in identifying vulnerabilities and enhancing system security. Future plans 

involve further development, including integration of artificial intelligence and machine learning algorithms, to improve accuracy 

and keep pace with evolving technology. Holy Eye aims to contribute to the advancement of data security and protection against 
cyber-attacks. 

III. CONCLUSION 

 

In conclusion, the Holy Eye security scanner is a powerful tool developed to address the rising threat of cyber-attacks. It efficiently 

scans systems, identifies vulnerabilities, and provides detailed security information. Holy Eye's user-friendly interface and cross-

platform compatibility make it suitable for various users, from system administrators to general users concerned about computer 

security. Its successful implementation has proven its effectiveness in enhancing system security. Future plans involve further 

development and integration of artificial intelligence and machine learning algorithms to improve accuracy. Overall, Holy Eye 

contributes to advancing data security and protecting against cyber-attacks. 
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