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Abstract :  

In the communication model of wired and wireless Adhoc networks, the most needed requirement is the integration of security. Mobile 

Adhoc networks are more aroused with the attacks compared to the wired environment. Subsequently, the characteristics of Mobile Adhoc 

networks are also influenced by the vulnerability. The pre-existing unfolding solutions are been obtained for infrastructure-less networks. 

However, these solutions are not always necessarily suitable for wireless networks. Further, the framework of wireless Adhoc networks has 

uncommon vulnerabilities and due to this behavior it is not protected by the same solutions, therefore the detection mechanism of intrusion 

is combinedly used to protect the Manets. Several intrusion detection techniques that have been developed for a fixed wired network cannot 

be applied in this new environment. Furthermore,  

The issue of intensity in terms of energy is of a major kind due to which the life of the working battery is very limited. The objective this 

research work is to detect the Anomalous behavior of nodes in Manet’s and Experimental analysis is done by making use of Network 

Simulator-2 to do the comparative analysis for the existing algorithm, we enhanced the previous algorithm in order to improve the Energy 

efficiency and results shown the improvement of energy of battery life and Throughput is checked with respect to simulation of test case 

analysis.  
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1. Introduction. 

The communication of various nodes present in a wireless  network environment is done without any support of any centric 

behavioral node or coordinator, therefore any intended node determined  or aimed to communicate then it is done with the 

intermediary node which is present in the range of communication of passing the information or message. The dynamic delineation 

of the network may change due to the movement of nodes and in turn, causes to intervene of new other nodes in the network and  

formation of such nodes is easily structured and dismounts or deprive 
 

The challenging task of MANET is due to flexible characteristics and loss of centralized control of infrastructure-less nodes 

with high-security risk and lack of wireless communication link The security in the wireless medium is provided by introducing 

the mechanism of intrusion detection techniques. The detection of unintended activity in wireless nodes is identified with 

different mechanisms of intrusion detection techniques, The intrusions  are broadly  divided into four categories as Signature-

based IDS,  Anomaly- based IDS, Network-based IDS, and Host-based IDS. The signature-based IDS is used for detecting the  

known patterns of intrusions, Anomaly-based IDS is used for detecting the dropping of any data packet, Network-based IDS is 

used for analyzing the data in a network of huge traffic. The Host-based IDS is used for detecting the attacks in the operating 

system and log files of the system.[1],[2],[30]. The challenge of making the less battery power usage due to high data processing 

and gauging of IDS will turn as an outlay of cost burden. Thus this causes how to make usage of IDS for a minimum time without 

a drop of its effectiveness is the basic requirement. 
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2. Related Work. 
 

 In [7], Dong et al. has done the study to enhance the topology of the network in order to obtain the monitoring concept with 

maximizing the network lifetime  in an efficient approach, To this optimized selection of node is done to monitor the nodes 

rather than keeping al the nodes to monitoring purpose to improve the energy level. A node selected as a monitor node will be 

treated as an active node that tolerates the monitoring of all other nodes in  the network when the other nodes are under a sleep 

mode. With this energy consumption is obtained in overall behavior characteristics. In SLAM [8], SLAM protocol maintains the 

guard node to monitor any malicious behavior in  the network, based on the Trust value. If the node trust value is above the Trust 

then it will activate the agent of detecting intrusion activity in the network  [9]. The Energy saving level can be maximized by 

putting all the  other nodes present in the network into a sleep mode. There are broadly divided into three categories. The first 

category is known as scheduling of sleep synchronized wakeup-sleep, here the nodes of the network are put in a sleep mode and 

behave in two ways as distributed or another as centralized manner when nodes are woken-up [10][11][12] [13]. 

The second category is  referred to like the selection of the subset of nodes which are to be woken-up and maintains the property 

of sensing and network connectivity or both are included [14][15][16]. The third category is referred to as a mechanisms protocol 

called a sleep-wake-up based on- demand [17][18]. According to the researcher R. Rodrigo’s work was discussed is for developing 

an efficient IDS for mobile ad-hoc networks but these are developed for the prevention of attacks with different techniques 

[19],[20],[21],[22]. Currently, the prevention techniques and IDS in wireless sensor networks are developed in a trusted 

environment [23], [24],[ 25],[26-32]. 

 
2. Problem Statement. 

 

2.1  Problem Definition 

 

The existing system consists of nodes that maintain IDS with each of the nodes and monitors malicious behavior. As battery power 

is limited this causes loss of battery energy due to all the time usage of battery power with each of the nodes to overcome this 

drawback a protocol named as SLAM protocol is used which maintains guard node within the network whose activity is to monitor 

the nodes locally and the Threshold is maintained  to  detect the malicious node in the network the Threshold is the malicious 

counter notating as a malicious (p,q). When a Threshold value of a node has crossed the limit then such a node is referred to as a 

malicious node.[1] 

  

 

 2.1  Problem Solution. 

 

 In the proposed system the usage of battery is prevented due to its continuous active time duration of IDS therefore when any 

node of IDS is not in use then such node will be in an inactive state and this reduces energy consumption in Manet’s [31]. The 

selection of making the nodes  in  an active and inactive state is implemented by applying the level of Security designated to m 

nodes from a total of n nodes, to detect the unintended anomalous behavior, The secondary goal of my work is to reduce the energy 

level compared to the existing energy obtained previous security levels, 

 

3.  IDS Architecture  

 

   

Figure 1 : IDS Archietecture 
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 Figure 1, Represents The working of IDS Architecture consists of ‘n’ number of nodes (computer), in each of these nodes IDS 

is installed, among these nodes, the enhanced Mdk algorithm is embedded within the IDS in order to identify the anomalous 

behavior among the nodes. Then, the node(s) in which IDS is installed will determine the minimum probability with which it 

has to monitor its neighborhood traffic within the network and starts collecting the information from the neighboring 

nodes by sending the message request to those node(s) which has one-hop distance in the network. The Security of the 

nodes is maintained by finding the degree information from all the nodes and whose node degree is less , that specific node is 

chosen and compared with their subsequent degree nodes. Then, the node that has  minimal degree  will be assigned as a 

basis for providing the security level in the network. For example, if the Degree level is 2,4,5,6 the minimum degree value 

node will be considered as the security level and those numbers of nodes will be activated and with this few nodes and remaining 

nodes will be in the inactive state. Thus, this approach reduces the power usage of the battery [5],[6]. 

To illustrate the comparative analysis is done by using the NS-2 simulator by performing various operations such as sending 

of packets between the set of nodes and it has been observed that the usage of energy by each of these nodes is reduced. The 

comparison between the existing and proposed systems is done by using various performance metrics such as throughput and 

energy consumption as shown below in the tables and graphs. 

 

4.  The performance metric for Throughput 

   
  The probability of the neighbors is calculated and compared with the threshold value. Here, the security level has been 

taken as the threshold value given below [1]. 

    

  Probability(p)= Security level/No. of neighbors 

 

Security Level is the number of neighbor monitoring a node at any instant of time. It means a node is monitored 

by at least l of its neighbors at any instant of time 

 

5. The performance metric  for Energy consumption 

 

The energy consumption for the proposed MDK algorithm in IDS is tested using the following equation [1]. 

 

Energy= initial energy – final energy 

Energy (joules) = Power (Watts) * Time (sec) 

 

 

  6. ALGORITHM MDK 

 

 

Input: Nodes and messages Output: Degrees Selective node Begin : 

1. Respond to each node of M with Know degree and Reply message. 

2. Know degree and Reply message is responded by each node of M 

3. do for each message, 
4. . Each node individually sends a message to all the other nodes to know their degree to each of the nodes. 

5. M − >Transmit ( Know Degree ) 

6. On Receiving the KnowDegree message each of the nodes responds to every other node say for N by replying message of 

their degree. 

7. Degree = KnowDegree 

8. The Security Level say as S then S > K, Then K = Minimal ( degree ) 

9. If S > K then the Probability Probmin = 1, Probability minimum value is assigned. 

10. END 
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7. Algorithm  steps for minimal degree calculation 

 

The MDK algorithm shown in Figure 2, calculates the minimal degree of each of the nodes say for ‘M’ with the probability 

through which intense it monitors the neighboring nodes. 

 

i. In Step 1, M transmits the message to find the Known degree, 

 

ii. In Step 2 to step 5, all the other nodes present as a neighbors reply with its neighboring degree. 

 

iii. Step 6 receives the degree of all its neighboring nodes assigned with some probability. 

 

iv. In Step 7 The algorithm accepts a lower degree of 

their network nodes, whereas and does not  accept the message whose degree is high 

 

v. In step 8 The Degree of whose node is high is treated as a malicious node. 

 

8.  Results Analysis 

 

 For the simulation, the following constants are considered as shown in Figure 2. 

 

 

Figure 2. Shows Nodes 40,12 and 13 

In the above Figure 2, by using the command we are running an existing simulation technique in  which  40 is total no of 

nodes and 12 is the source node and 23 is the destination node. After running the above command will get below result on the 

screen. 

 

 

Figure. 3. Selection of any two nodes as a Blackhole attack 

 

In above Figure 3, any two nodes are made as  a malicious node; here node 3 and 5 are deployed as a malicious node. The outputs are 

depicted in Figure 5 after the creation of 40 nodes. Figure 6, shows the malicious nodes and the sending of packets from node 3 to node 

6. 
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   Figure 4. Creation 40 nodes 

 

 
TABLE I. SIMULATION PARAMETER DESCRIPTION 

 
Simulation 

time 

200s Max Speed 25 m/s 

Area 10001000 כm Packet Rate 4pckt/sec 

Number of 

Mobile Hosts 

20,50 Pause Time 0 sec 

 
 

 

Figure 5.   Route Discovery Phase of packets 

 
 

            Figure 6 . System is asking for security level and 

                         security level value entered. 

The security level is calculated to determine the one hop monitoring probability to detect the worm hole attack, 
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here the data is forwarded within the nodes 5 to 3 rather than destination node 23 which is shown in Figure 6 . 

 

 

 
 

Fig. 7. Shows Energy consumption 

In Figure 7, The maximum energy consumed with the existing MDk technique is 2834.72 joules 

 

 

Figure. 8. Shows the energy consumed by MDk technique 

Whereas, the Energy consumed with the proposed enhanced MDk technique is 1053 joules, which is shown in Figure 8 

 

 
 

Figure 9. Shows the Energy consumption graph of the existing and proposed technique 

 

A comparison of the energy graph with  both existing and proposed approach is depicted in Figure 10, where the x-axis 

represents packet id and the y-axis represents energy consumption by the packet in the network. The blue line is for the existing 

technology and the green line is for the Enhanced  proposed  technique.  

http://www.jetir.org/


© 2023 JETIR September 2023, Volume 10, Issue 9                                                         www.jetir.org(ISSN-2349-5162) 

JETIR2309407 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org e64 
 

The Throughput calculated is depicted in Figure 9 . 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

Figure 10 : Calculating Throughput Value using an existing approach 

 Figure 11  : proposed MDK got more throughput to compare to     the existing technique. 

    Average Existing Throughput(kbps)  =  353.43 

 

    Average ProposedThroughput(kbps) =  535.21 

 

 

 
 

 

            Figure   12  :  Shows the Throughput 
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The Throughput, with respect to existing and proposed, is shown in Figure 13. 

 
             TABLE II. SIMULATION PARAMETER DESCRIPTION 

 

 

          

 

 

 

 

 

The comparative analysis of throughput of the proposed approach is high compare to the existing system is shown in Table II. 

Test Case 1 

Total numbers of Nodes – 20 

The following graph shows the energy consumed by the nodes at different security levels 
 

TABLE III.   ENERGY VALUES TOTAL OF 20 NODES 

 

Security 

Le vel 

Ene rgy consumption 

(existing approach) 

Ene rgy consumption 

(Propose d approach) 

1 2946.3 1151.25 

2 2933.07 993.194 

3 2901.8 1114.2 

4 3000 1167.59 

5 2946.3 1159.71 

 

 

 
 

 

Figure 13 :  Energy graph for Test Case  1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Time (m/s) 
Throughput 
Existing system 

Throughput 

enhanced MDk 

3 335.710206 395.34488 

4.000922 748.796496 919.9977315 

5.008584 1171.104144 1486.003254 

6.00178 1594.052992 2223.900386 

7.005924 2017.399916 3046.145829 
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Test Case -2 

                TABLE IV. TOTAL   NUMBER OF NODES ACTIVE- 30 

 

Security 
Level 

Energy consumption 
(existing approach) 

Energy consumption 
(Proposed approach) 

1 2860.75 1087.83 

2 2934 1141.73 

3 2884.68 1137.3 

4 2914.91 1160.93 

5 2903.11 1115.62 
 

  

 

 

 

 

Figure 14    : Energy Consumption graph 

 

9. Conclusion 

 

This research concludes that the energy consumption is reduced and battery life is increased exponentially when compared 

with the existing approach by using an ns-2 simulator as shown in Table III. Further, the test cases are shown in Figure 14 

and Figure 15. In the future, we plan to enhance the proposed approach by using classification algorithms of Data mining 

such as J48. 
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