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Abstract:  This research paper explores the application of cloud computing in the domain of industrial parameter control and 

monitoring. It investigates how cloud-based solutions can enhance efficiency, scalability, and real-time access to data in industrial 

environments. The paper discusses the underlying technologies, methodologies, and benefits associated with leveraging cloud 

computing for industrial parameter control. It also addresses concerns related to security, privacy, and data integrity. The findings 

of this study highlight the potential of cloud computing to revolutionize industrial processes and pave the way for a more 

connected and optimized industrial ecosystem. 
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I. INTRODUCTION 

The industrial sector is undergoing a digital transformation with the increasing adoption of advanced technologies and 

automation. As industries strive for greater operational efficiency, controlling and monitoring industrial parameters play a vital role 

in ensuring optimal performance, quality, and safety. Traditionally, this process relied on localized control systems with limited 

scalability and real-time access to data. 

However, with the growing complexity of industrial processes and the need for data-driven decision-making, there is a demand for 

more efficient and scalable solutions for controlling and monitoring industrial parameters. The challenge lies in developing a 

system that can handle large volumes of data, provide real-time insights, and allow remote access and control across different 

industrial locations. Additionally, ensuring the security and privacy of sensitive industrial data poses a significant concern. 

This research paper focuses on the use of cloud computing for controlling and monitoring industrial parameters like temperature 

and humidity. It explores the underlying technologies, architecture, and methodologies involved in implementing cloud-based 

solutions. The research also delves into the security and privacy considerations that arise when adopting cloud computing in an 

industrial setting. However, the paper does not cover specific industry regulations or compliance requirements, as these may vary 

across different sectors and regions. 

Objectives: 

The primary objective of this research is to explore the application of cloud computing in controlling and monitoring industrial 

parameters. The research aims to: 

 Investigate the potential benefits and challenges associated with leveraging cloud computing for industrial parameter 
control. 

 Identify the data security and privacy considerations specific to cloud-based solutions. 

 Analyze the risk assessment and mitigation strategies to ensure the reliability and integrity of industrial processes. 

 Evaluate the scalability, flexibility, and cost-efficiency of cloud computing in the context of industrial parameter control 
and monitoring. 

 Provide insights into successful implementations and best practices in utilizing cloud computing for industrial parameter 
control. 

 

1.2 Industrial Parameter Control and Monitoring 

1.2.1 Importance of Industrial Parameter Control: 

Industrial parameter control plays a crucial role in optimizing operational efficiency, ensuring product quality, and maintaining 

a safe working environment. The control of parameters such as temperature, pressure, humidity, flow rate, and energy consumption 

is vital for achieving desired outcomes in various industrial processes. Here are some key reasons highlighting the importance of 

industrial parameter control: 

i. Process Optimization: Controlling industrial parameters allows for fine-tuning and optimizing process variables to achieve 

maximum efficiency and productivity. It helps minimize waste, reduce energy consumption, and improve overall process 
performance 

ii. Quality Assurance: Industrial parameter control ensures consistent and accurate control of critical variables, resulting in 

consistent product quality. By maintaining parameters within specified ranges, manufacturers can meet quality standards 
and customer expectations. 
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iii. Safety Compliance: Certain industrial parameters, such as temperature and humidity, must be closely monitored and 

controlled to prevent hazardous situations. Adhering to safety guidelines and regulations through parameter control helps 
mitigate risks and ensure a safe working environment. 

iv. Resource Management: This leads to cost savings, reduced environmental impact, and improved sustainability. 

v. Real-time Monitoring and Diagnostics: By continuously monitoring industrial parameters, operators can detect deviations 

or anomalies in real-time. This enables prompt corrective actions, minimizes downtime, and reduces the likelihood of 
equipment failures. 

 

1.3 Traditional Approaches and Limitations: 

Traditionally, industrial parameter monitoring relied on localized control systems, such as programmable logic controllers 

(PLCs) or distributed control systems (DCS). These systems had limitations, including: 

i. Limited Scalability: Traditional systems were designed for specific applications and lacked the flexibility to handle 

diverse parameters or scale up to accommodate expanding operations. 

ii. Data Silos: Data collected by localized systems often remained within the boundaries of a specific control system, 

resulting in isolated data silos that hindered comprehensive analysis and decision-making. 

iii. Lack of Real-time Access: Accessing real-time data from remote locations or off-site was challenging with traditional 
approaches, limiting the ability to monitor and control parameters from anywhere. 

iv. Maintenance and Upgrades: Maintaining and upgrading localized systems across multiple locations required significant 

effort and cost, leading to potential delays and compatibility issues. 

v. Limited Analytics Capabilities: Traditional systems focused primarily on real-time control and lacked advanced analytics 

capabilities for in-depth data analysis, predictive modeling, and optimization. Addressing these limitations and harnessing 

the power of cloud computing can overcome these challenges and unlock new possibilities for efficient industrial 
parameter control and monitoring. 

 

1.4 Cloud Computing Fundamentals 

Cloud computing refers to the delivery of computing services over the internet. It allows users to access and utilize various 

resources, such as storage, processing power, and software applications, without the need for local infrastructure or hardware. 

Blynk is a platform that enables users to create and control Internet of Things (IoT) applications. It offers a mobile app builder and 

a cloud-based infrastructure that allows users to connect their devices, such as microcontrollers or single-board computers, to the 

internet and control them remotely. 

 

1.5 Security and Privacy Considerations 

1.5.1 Data Security Measures in the Cloud: 

Cloud computing introduces unique security considerations for controlling and monitoring industrial parameters. To ensure data 

security in the cloud, the following measures should be considered: 

i. Encryption: Data encryption plays a crucial role in protecting sensitive industrial information. Encryption techniques such 

as symmetric and asymmetric encryption, secure key management, and secure data transmission protocols (e.g., SSL/TLS) 

should be employed to safeguard data both at rest and in transit. 

ii. Access Controls: Implementing strong access controls is vital to prevent unauthorized access to industrial data. Role-based 

access control (RBAC), multi-factor authentication (MFA), and strong password policies should be enforced to restrict 

access to authorized personnel only. 

iii. Security Monitoring and Logging: Deploying robust security monitoring mechanisms enables the detection of potential 

threats and suspicious activities. Intrusion detection systems (IDS), intrusion prevention systems (IPS), and log 

management solutions should be in place to monitor and analyze system logs for security incidents. 

iv. Vulnerability Management: Regular vulnerability assessments and patch management are essential to address security 

vulnerabilities in the cloud infrastructure and applications. Timely application of security patches and updates helps 

mitigate potential risks. 

 

1.5.2 Privacy Protection and Compliance: 

Protecting the privacy of industrial data is of paramount importance. The following considerations should be addressed to 

ensure privacy protection and compliance: 

i. Data Minimization: Only collect and store the minimum amount of data necessary for operational requirements. Avoid 

storing personally identifiable information (PII) or other sensitive data unless explicitly required. 

ii. Data Anonymization and Pseudonymization: Anonymize or pseudonymize industrial data whenever possible to protect the 

privacy of individuals and comply with privacy regulations. This involves removing or encrypting personally identifiable 

information to ensure data cannot be linked back to specific individuals. 

iii. Privacy Policies and User Consent: Clearly communicate privacy policies to users and obtain their informed consent 

regarding data collection, storage, and processing practices. Users should have control over their data and the ability to 

revoke consent if desired. 

iv. Compliance with Regulations: Ensure compliance with relevant data protection and privacy regulations, such as the 

General Data Protection Regulation (GDPR) or industry-specific standards (e.g., ISO 27001). Understand the legal 

requirements specific to the industry and location where the data is processed. 

v. Third-Party Data Processing: If engaging third-party service providers for data processing or storage, ensure they adhere 
to appropriate privacy and security practices.  
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II. PROPOSED SYSTEM 

 
Fig.1: Block diagram  

To implement a Smart Industrial Monitoring and Controlling system using cloud computing, the ESP8266 

microcontroller, DHT11 temperature and humidity sensor, and the Blynk app can be utilized. Connect the ESP8266 to the DHT11 

sensor to collect temperature and humidity data. Ensure the ESP8266 is properly powered and connected to the internet. Choose a 

cloud computing platform compatible with the ESP8266 and Blynk app, such as the Blynk Cloud. Create an account on the 

chosen platform and obtain the necessary authentication tokens or credentials. Develop the firmware for the ESP8266 using 

Arduino IDE or another suitable programming environment. Include the required libraries for the ESP8266 and DHT11 sensor. 

Configure the ESP8266 to connect to the chosen cloud platform using the provided authentication token. Implement code to read 

data from the DHT11 sensor and send it to the cloud platform at regular intervals. Implement control logic if required, based on 

the received commands from the cloud platform. Connect the ESP8266 to the cloud platform by establishing a connection using 

the provided authentication token. Set up data streams or channels to receive the sensor data from the ESP8266. Configure control 

channels to send commands or control signals to the ESP8266 for automation and control purposes. Continuously monitor the 

performance of the ESP8266, sensor readings, and cloud communication. Establish a maintenance plan for the ESP8266, 

including firmware updates and device health checks. In figure (1) block diagram of location 1, 2 and location 3. 

 

a) ESP8266 Node MCU: The ESP8266 is a popular Wi-Fi module that is commonly used in IoT (Internet of Things) projects. 

It is known for its small size, low cost, and ease of use. The ESP8266 typically comes in different variants, but a common 

version like the ESP-12E has a total of 22 pins. These pins are distributed across the module and include power supply pins, 

GPIO (General-Purpose Input/Output) pins, and other functional pins like UART (Universal Asynchronous Receiver-

Transmitter) for serial communication and GPIO16 for wake-up from deep sleep mode. The ESP8266 also has UART pins 

for serial communication, which are often used for debugging and connecting to other devices. 

 
Fig.2: ESP8266 

 

b) DHT11: The DHT11 sensor can measure both temperature and humidity, making it suitable for applications where you 

need to monitor the climate or environment. The sensor provides digital output, which means it communicates data in a 

digital format, making it easy to interface with microcontrollers like Arduino The DHT11 sensor usually has four pins: 

VCC: Connect this pin to the power supply (usually 3.3V or 5V). Data (OUT): This is the data output pin that 
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communicates temperature and humidity readings to the microcontroller. NC (Not Connected): Some DHT11 sensors 

have a fourth pin labeled "NC," which is not used. GND: Connect this pin to the ground of the power supply. 

 
Fig.3: DHT11 

 

c) Relay Module: A 12V relay module is an electronic component that allows you to control high-power electrical devices 

or circuits using a low-voltage microcontroller or other control signal. It's an electromagnetic switch that can handle high-

voltage and high-current loads. The relay has a coil and one or more sets of contacts (usually labeled as "Common," 

"Normally open," and "Normally Closed"). The relay module has pins or connectors for connecting the coil. When a 

voltage is applied across the coil, it generates a magnetic field that activates the switch. Connect a 12V power supply to 
the relay module's power input. This voltage is used to power the relay coil. 

 
Fig.4: Relay Module 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.jetir.org/


© 2023 JETIR September 2023, Volume 10, Issue 9                                                  www.jetir.org(ISSN-2349-5162) 

 

JETIR2309654 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org g354 
 

Flow Chart 

 

 
 

III. RESULT & DISCUSSION 

 

Smart Industrial Monitoring and Controlling using Cloud Computing is an approach that leverages cloud computing 

technologies to monitor and control industrial processes efficiently and effectively. Identify the specific monitoring and control 

needs of the industrial processes. Determine the key performance indicators (KPIs) that need to be monitored. Define the desired 

control actions and automation requirements. Deploy appropriate sensors and actuators in the industrial environment to capture 

relevant data and enable control actions. Ensure the sensors and actuators are compatible with cloud connectivity or provide 

necessary interfaces for integration. 

Set up the required cloud infrastructure, including virtual machines, networking, and storage resources. Configure security 

measures to protect data and ensure access control. Connect the deployed sensors to data acquisition systems or edge devices 

capable of collecting and processing sensor data. Establish secure and reliable communication channels between the data 

acquisition systems and the cloud infrastructure for transmitting the collected data. 

 
Fig.5: Mobile App 
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Observation Table 1 (Gansons Company) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Graph 1: Input Humidity vs. Out Humidity                                Graph 2: Input Temp vs. Out Temp 

 

Observation Table 2 (Dehumidifier Company) 

 

Sr. No. 
Input Temperature 

(°C) 

Input Humidity 

(%) 

Out 

Temperature 

(°C) 

Out Humidity (%) 

1 21 68 32 69 

2 21 67 33 69 

3 22 67 32 72 

4 22 66 26 70 

5 22 65 38 70 

6 23 63 23 72 

7 23 60 25 69 

8 23 59 26 68 

9 24 62 28 67 

10 24 68 21 70 

 

In observation table 1, we visited at Gansons Company, Input Temperature the values range from 21°C to 24°C across the 

observations.  Input humidity levels range from 59% to 68%. The output temperatures range from 21°C to 38°C across different 

observations. The output humidity levels vary between 68% and 69% for most observations, with some variations such as 72% in 

observation 1. Similar Observation table 2, Dehumidifier Company Input Temperature the values range from 49°C to 53°C across 

the observations.  Input humidity levels range from 70% to 86%. The output temperatures range from 21°C to 38°C across different 
observations. The output humidity levels vary between 0% and 8% for most observations. 
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Sr. No. 

Input 

Temperature 

(°C) 

Input Humidity 

(%) 

Out 

Temperature 

(°C) 

Out Humidity (%) 

1 26 86 49 8 

2 26 85 49 7 

3 26 80 50 6 

4 27 79 50 5 

5 27 77 51 4 

6 28 75 51 3 

7 28 74 52 2 

8 28 73 52 1 

9 28 72 53 0 

10 28 70 53 0 
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                          Graph 3: Input Humidity vs. Out Humidity               Graph 4: Input Temp vs. Out Temp 

 

IV. CONCLUSION 

In conclusion, the Smart Industrial Monitoring and Controlling system utilizing the ESP8266, DHT11 sensor, and Blynk app, 

along with cloud computing technologies, offers a comprehensive solution for efficient and remote management of industrial 

processes. It empowers users with real-time data, automation capabilities, and enhanced control, leading to improved operational 

efficiency, cost-effectiveness, and decision-making in industrial settings. 
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