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ABSTRACT

CAPTCHA provides way to secure the authentication process by differentiating humans from bots.
CAPTCHA includes complex images and identifying characters from the image could be difficult task. This
paper presents techniques including KNN, SVM and neural network-based approach commonly used for
character recognition. Literature survey presents the detail of models used for character recognition. The
results and limitations of KNN, SVM and neural network-based approach were highlighted to determine
best possible approach out of these approaches. The results obtained from KNN, SVM and neural
network-based approach are compared and SVM based approach yield best possible approach in terms of
classification accuracy. The classification accuracy obtained from KNN, SVM and neural network-based
approach was 85%, 92% and 90%. The compared techniques are best among character recognition
mechanism, but further modifications cold be done in terms of pre-processing and feature extraction. In
future, hybridization of pre-processing, optimized feature extraction along with SVM can be used to
enhance the process of character recognition.
Keywords: CAPTCHA, KNN, SVM, CNN

1. Introduction
CAPTCHA provides security through authentication process within web-based applications. Multimedia security
mechanism CAPTCHA also described as Human Interactive Proofs can be used to ensure multimedia privacy. The field
of usage of CAPTCHA is vast. Now CAPTCHA has been accommodated by Google, Yahoo, and other prominent
websites. To verify the validity of CAPTCHA, different mechanisms play a part including image processing, character
recognition, Artificial based mechanisms along with many distinct disciplines.
The research on CAPTCHA has great applications that includes development of CAPTCHA, human and machine
interaction using artificial intelligence and it serves as important prerequisite to actual human machine interaction. With
the growth in technology, [] attack on CAPTCHA becomes profound. [1] discussed ideas to make CAPTCHA more
usable and robust. Thus, CAPTCHA breaking technologies are required to be researched to make CAPCTHA more
secured and robust. The methods associated with different CAPTCHAs is given in table 1.
This paper discussed some of the commonly used method for character recognition within CAPTCHA including KNN,
SVM and CNN. KNN is based upon the clustering. This mechanism group together the relevant features based on
Euclidean distance. SVM is strictly based upon the concept of hyperplanes. Hyperplanes are labelled with the results of
the characters. In [2] CNN is evaluated corresponding to CAPTCHA attacks. CNN is convolution neural network and is a
layered approach. Operations such as acquisition, pre-processing, segmentation, and classification are performed by
different layers.
The remainder of this paper is organized as under section 2 provides the literature survey of the techniques used for
character recognition within CAPTCHA, section 3 provides the limitations of the discussed techniques in section 2,
section 4 gives the discussion and section 5 gives the conclusion and future scope.
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2. Literature Survey

Demonstration Used By Rate of | Reference Method
Success used
3 3 Yahoo 66% [1] CNN
6 8 B Rediff
Google 61% [2] CNN
SICee i | et
Yahoo
M\ H 3 Hotmail 40% [3] SVM
W - ~ | Yahoo and |45% [4] Projection
w1 o MSN and KNN
,-—'? m UploadMega | 79% [5] CNN
Microsoft 7% [6] KNN

Table 1: CAPTCHA and methods for character recognition[7]
In September 2000, the Carnegie Mellon University, designed a commercial CAPTCHA to resist the malicious
advertisement. In 2002, research on CAPTCHA text recognition begins. The research with different
mechanisms yields different set of accuracies. The KNN based approach for character recognition discussed in
[8] provide effective mechanism to identify patterns. The KNN based approach used in [1] identify characters
by matching features based on Euclidean distance. the handwritten text can also be identified using this
approach. The main problem with this approach is high cost and low accuracy. KNN based approach for
character recognition discussed in [9]. This paper discussed an effective handwritten character recognition-
based approach for Malayalam characters using KNN mechanism. Time domain and dynamic feature extraction
mechanism employed in this literature extract accurate features. Excellent classification accuracy of 98% was
achieved using this literature. Support vector machine provides excellent way to identify the characters from the
CAPTCHA. Character recognition using SVM was discussed in [10]. SVM and machine learning based
approaches were employed to design a model for Optical character recognition. Layered approach used in SVM
reduce complexity of identification process. Layered approach of SVM with hyperplane applied within [11].
Tamil character recognition with SVM was used for effectively identifying these characters. A classification
accuracy of 82% was achieved. This classification accuracy is significantly low and can be improved further.
The Neural network-based approach can be very effective in increasing the classification accuracy of
CAPTCHA detection. This approach was discussed in [12]. Layered approach followed in deep neural network
divides the entire process of character recognition into phases. In the first phases noise from the CAPTCHA
image was removed. After removing the noise, feature extraction was applied using second layer. The
processing layer will extract the feature and select the effective features. Optimized iterative based approach
applied at the last layer for classification. The CNN based approach provide great classification accuracy of
over 90%.

3. Merits and Demerits of KNN, SVM and CNN for CAPTCHA breaking
The technigues like KNN, SVM and CNN offers great mechanisms for decoding CAPTCHA characters
however there exists room for improvement. The merit and demerit of these mechanisms are given in table 2

Technique CAPTCHA Parameters Merits Demerits
KNNJ13] : Classification Characters Classification
Accuracy were accuracy
Error Rate recognized with different
from almost | CPATHCA’s
every is not up to

CAPTCHA the mark

Neural Network /'f m Recognition Supervised Only

based Rate learning particular
Approach[14] mechanism type of
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presents better | CAPTCHA
recognition having
rate specific
patterns can
be selected
CNN and | 4 - Recognition Improved rate | High cost in
SVM[15] e R Rate of recognition | terms of
effort in
training and
testing
mechanism
Other Error Rate Rate of | Cost and
mechanisms for Recognition recognition is | complexity
character i Rate improved of detection
SR | e S| o
: : , | poor an
Random forest | there is a
etc. room for
improvement

Table 2: Comparison of mechanism used for CAPTCHA text breaking.

4. Discussion
The mechanisms used for the detection of CAPTCHA characters vary from simple to complex. Generally,
layered based approach within Neural network is better. In addition, binarization is missing within discussed
mechanisms. The binarization is compulsory phase in case features are to be extracted accurately. Pre-
processing mechanism can also enhance the classification accuracy. In the future, order or sequence of
operations suggested for improving CAPTCHA character recognition includes data acquisition, pre-processing,
segmentation, and classification phase. The accuracy and recognition rate can be improved greatly using
suggested mechanism.

5. Conclusion and future scope
This paper presents CAPTCHA character breaking mechanisms used for identifying the characters from
complex images. The feature extraction from the image using KNN, SVM and CNN does not involve
binarization and hence accuracy in feature extraction is missing. The segmentation mechanism could include
region of interest mechanism to select only critical features. This will reduce the complexity of operation. The
security using CAPTCHA could be high in case breach in character recognition is identified accurately.
CAPTCHA character recognition using CNN is observed to the best. In future, binarization with region of
interest identification can be used to improve the classification accuracy.
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