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Abstract:

Drones have widespread application in real life and the industry is expanding rapidly. As they are growing
increasingly more accessible to the public at cheaper prices. They are used for espionage and can be converted into
gruesome (Spying) weapons. This project is useful at military bases to detect the drones. There were 865,505 drones are
registered as of 3 October 2022, with 538,172 of them are recreational, to prevent this type of risks.Hence it is very
important to monitor and detect unauthorized drones entering into the restricted regions in order to maintain peace and
prevent chaos. This enhanced project uses pre- trained dataset and CNN (Convolutional Neural Network) algorithm to
detect the unauthorized drones and other objects like persons and birds.
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1. INTRODUCTION

The drone detection project is an initiative aimed at developing advanced systems and techniques to detect,
identify, and mitigate unauthorized or malicious drone activities. Drones, also known as unmanned aerial vehicles
(UAVs). However, the increasing accessibility of drones has also raised concerns regarding their potential misuse, such
as privacy breaches, security threats, and safety risks.The drone detection system utilizes some software algorithms, and
network infrastructure to detect and monitor drone activity. These systems are typically deployed in areas where
unauthorized drone operations can pose a threat, such as airports, at military bases, public events, and sensitive
government locations.The primary objective of a drone detection system is to provide early detection and alert authorities
to the presence of drones. By leveraging different technologies and algorithms, such as video monitoring, radars, YOLO
(You Look Only Once) algorithm, the system can identify the unique signatures and characteristics of drones in real-
time.Once an unauthorized drone is detected or identified, an alert message will be sent to the admin. Then several
actions will be taken and comes to one decision whether to destroy the drone or leave. This project is very helpful at
military bases and restricted areas.

2. LITERATURE SURVEY

The most important step in the software development process is the literature review. This will describe some
preliminary research that was carried out by several authors on this appropriate work and we are going to take some
important articles into consideration and further extend our work
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1) Deep Learning-Based Approaches for Drone Detection: A Review
This review article provides a comprehensive overview of deep learning techniques and models used for the
detection of unwanted drones in military and security applications. It covers various detection methodologies and their
performance evaluations.

2) Challenges in Drone Detection in Military Environments

This research paper identifies the unique challenges associated with detecting drones in military settings and explores
how deep learning methods can address these challenges effectively.

3) CNN-Based Drone Detection Using Surveillance Cameras

Focusing on Convolutional Neural Networks (CNNS), this study discusses their application in identifying drones
from video feeds captured by surveillance cameras at military installations.

4) Radar and Deep Learning Fusion for Drone Detection

This research delves into the integration of radar systems and deep learning algorithms to enhance the accuracy of
drone detection in military contexts.

5) Distributed Drone Detection Networks with Deep Learning

Exploring the use of distributed sensor networks and deep learning models for improved drone detection, this study
discusses the benefits of a networked approach for military applications.

6) Real-Time Detection of Swarming Drones Using Deep Learning

Addressing the growing threat of drone swarms, this paper investigates real-time deep learning solutions for
detecting and countering coordinated drone attacks in military scenarios.

7) Privacy and Ethical Considerations in Drone Detection with Deep Learning

This study examines the ethical and privacy concerns related to the use of deep learning technology for drone
detection in military applications and proposes guidelines for responsible deployment.

8) Evaluation Metrics for Deep Learning-Based Drone Detection

Discussing the metrics and benchmarks used to evaluate the performance of deep learning models in drone
detection, this research provides insights into the quantitative assessment of detection systems.

9) Deep Learning Hardware Acceleration for Drone Detection

Exploring hardware acceleration methods for deep learning algorithms, this paper addresses the need for efficient
and rapid detection in real-time military operations.

10) Deployment and Case Studies of Deep Learning Drone Detection in Military

Providing real-world case studies and deployment scenarios, this article offers practical insights into the
implementation of deep learning-based drone detection systems within military applications.
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3. EXISTING SYSTEM & ITS LIMITATIONS

In our drone detection system, we employ the YOLO (You Look Only Once) algorithm as a crucial component.
This algorithm is designed to identify drones within a given dataset by utilizing advanced object detection techniques.
The process begins with feeding an image into the YOLO algorithm, which then leverages the COCO dataset model, a
pre-trained model containing a wide array of object classes, to identify and pinpoint the presence of drones in the image.
This approach allows for quick and efficient detection of drones within a single image.However, it's worth noting that
our current system has limitations when it comes to detecting multiple objects within the same image simultaneously.
The YOLO algorithm excels in single-object detection but may encounter challenges when multiple objects are present
in the field of view. Therefore, further enhancements and modifications may be necessary to enable the simultaneous
detection of multiple drones, a critical feature for comprehensive drone surveillance and security applications.

The following are the limitations of the Existing System.They are as follows:

1) Limited Multiple Object Detection: The current system struggles to effectively detect multiple objects in a
single instance. This limitation can hinder its ability to monitor and identify numerous drones simultaneously.

2) High Implementation and Maintenance Costs: Implementing and maintaining a drone detection system can be
expensive. This includes the cost of acquiring, installing, and continually upgrading the necessary hardware and
software components.

3) False Positives and False Negatives: The system may produce false positive alerts, where it incorrectly
identifies objects as drones when they are not. Conversely, it may also produce false negatives, failing to detect
drones when they are genuinely present. These inaccuracies can lead to inefficiencies and security concerns.

4) Limited Detection Range: Drone detection systems typically have a finite detection range. The effective range
can vary based on the type of system used and can be further influenced by environmental factors such as
weather conditions and landscape obstacles. This limitation could result in gaps in surveillance and detection
coverage.

4. PROPOSED SYSTEM & ITS ADVANTAGES

The proposed system offers advanced object detection capabilities, allowing it to discern and identify a diverse
range of objects, including birds, individuals, and even aerial vehicles like drones and airplanes. This robust functionality
is achieved by employing a pre-trained dataset, meticulously curated to encompass a wide spectrum of object classes. To
enhance the model's accuracy and versatility, an extensive collection of pre-trained datasets specific to various objects,
including birds, airplanes, and humans, is integrated into the training process. This amalgamation of pre-trained datasets
with a Convolutional Neural Network (CNN) algorithm empowers the system to perform multi-object detection,
providing a comprehensive solution for object recognition and monitoring within various contexts.

Principal features of the proposed work could include:

1) Versatile Application: The system serves a dual-purpose, catering to both military needs and general privacy
concerns. It offers valuable capabilities for enhancing security in military operations while respecting the
privacy of civilians and organizations.

2) Multi-Object Detection: With its capacity to detect a wide range of objects, including people, birds, and
aircraft, the system provides comprehensive surveillance and monitoring capabilities. This versatility is
invaluable for various applications, from wildlife tracking to aviation safety.

3) Flexibility and Speed: The system is highly flexible, adapting to diverse scenarios and environments. It
operates with exceptional speed, delivering rapid and real-time results. This flexibility and speed make it a
valuable tool for dynamic and time-sensitive situations.

4) Accurate Video Analysis: The system's precision in video analysis and its capability to classify drones
accurately contribute to improved situational awareness. This is essential for security and surveillance
operations, particularly in military and aviation contexts, where precise object identification is critical for
decision-making and safety.
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5. EXPERIMENTAL RESULTS

From the below two figures it can be seen that proposed model is more accurate in order to prove our proposed
system.

LOAD INPUT

_& Python 3.7.8 Shell = (] <

File Edit Shell Debug Options Window Help

Python 3.7.8 (tags/v3.7.8:4b47a5béba, Jun 28 2020, 08:53:46) [MSC v.1916 64 bit “
(AMDE4)1 on win32

Type "help"™, "copyright"™, "credits"™ or "license ()" for more information.

>>>

= RESTART: C:\Users\DINESWAR SAI\Desktop\Drone Detection\real_ time object_detect
ion.py

[INFO] loading model. ..

[INFO] starting video stream...

{"return":true, "request_id" :"isu3vl4imxwraop”, "message”: ["SMS sent successfully.
"1}

[INFO] elapsed time: 113.14

[{INFO] approx. FPS: 23.34

>>> |

Explanation: From the above picture,we can clearly identify the application is started and user try to load the web
camera and from that video sequence images or frames are captured and now we can see the corresponding image name
based on that image.

DESIRED OUTPUT

o ™

Person 97.00%

x

Explanation: From the above pictures,we can clearly identify the application is started and based on individual
object,the application is going to predict the object accurately.

6. CONCLUSION

In this System, by applying CNN (Convolutional Neural Network) algorithm, OpenCV and deep learning it will be
used to detect the multiple objects in the sky. Using the pre-trained dataset model that is used to train the model and each
classes, we were able to detect multiple objects like in the context of detecting drones, birds and other objects including
people. The system helps to proper detection of malicious objects in the sky to prevent from the threats at military bases
and political meetings etc. So, whenever at military bases, any object comes near to the bases, then it can easily detect
and shows what that object is, if the object is seems like UAV’s (Unmanned Aerial Vehicle) then it detects immediately
and sends the alert message to the admin, later it is possible to take action on that object whether to destroy or leave it.
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https://www.youtube.com/watch?v=amOZDuO_KOA

https://learnopencv.com/yolo-nas/

https://www.youtube.com/watch?v=77ui2xSJoY4
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