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Abstract: NOMA is the multiple access scheme used in 5G technologies. This research investigated the 

secrecy outage probability (SOP) in Non-Orthogonal Multiple Access (NOMA) systems operating in a 

Nakagami fading channel. The study focused on the optimization of various factors to enhance the security 

performance of NOMA communication. The key factors explored include distance between communicating 

entities, threshold rate, path loss component, shape forming parameter of Nakagami channel, and the impact 

of shadowing. The methodology involves mathematical analysis and results generated through MATLAB to 

analyze the SOP under varying conditions. Different scenarios, including varying distances, threshold rates, 

and path loss components, are considered to understand their influence on security in NOMA. Moreover, the 

shape forming parameter of the Nakagami channel has been systematically studied to uncover its impact on 

secrecy. Furthermore, the research introduces the element of shadowing, investigating its effects on SOP in 

Nakagami channels. The analysis is being presented through both line and bar graphs, providing a 

comprehensive comparison of SOP trends under different scenarios. Notably, the graphs illustrate the 

dynamic relationship between SOP and Signal-to-Noise Ratio (SNR), showcasing the practical implications 

of the findings. The outcomes of this study contribute valuable insights into the design and optimization of 

NOMA systems for secure communication in Nakagami fading channels. The findings, generated through 

MATLAB are graphically depicted, aim to inform future developments in wireless communication systems, 

particularly those employing NOMA techniques.  
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Introduction: Wireless communication systems, a cornerstone of modern connectivity, face persistent 

challenges in ensuring secure and confidential information transmission. In this context, the adoption of Non-

Orthogonal Multiple Access (NOMA) techniques has emerged as a promising avenue to enhance spectral 

efficiency. This research delves into the intricate dynamics of NOMA systems operating in Nakagami fading 

channels, aiming to optimize critical factors that influence the system's secrecy outage probability (SOP). As 

an innovative multiple access scheme, NOMA allows multiple users to share the same time-frequency 
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resources, offering advantages such as increased throughput and improved fairness. However, the security 

implications of NOMA in fading channels, especially in Nakagami environments, necessitate a 

comprehensive exploration of various parameters. The primary focus of this study is to investigate the impact 

of key factors on the SOP of NOMA systems. These factors include the distance between communication 

entities, threshold rate for secure communication, path loss components, the shape-forming parameter 

inherent to Nakagami channels, and the influence of shadowing. Understanding the interplay of these 

elements is crucial for developing robust and secure NOMA-based wireless communication systems. To 

execute this investigation, MATLAB has been used to generate graphs and to analyze the SOP under diverse 

conditions. The graphs encompass scenarios with varying distances, threshold rates, and path loss 

components, offering insights into the trade-offs between these parameters and the security of NOMA 

communication. Furthermore, the shape-forming parameter of Nakagami channels has been systematically 

examined to discern its role in SOP. In addition, the research introduced the influence of shadowing on SOP 

within Nakagami channels. The outcomes are presented through detailed graphs, providing a visual 

representation of the SOP trends concerning Signal-to-Noise Ratio (SNR) variations. These graphs not only 

elucidate the intricate relationship between SOP and SNR but also serve as a practical reference for designing 

secure NOMA communication systems. In summary, this research endeavors to contribute significant insights 

into the secure implementation of NOMA techniques in Nakagami fading channels. By systematically 

optimizing critical parameters, the findings aim to advance the understanding of secure wireless 

communication, fostering the development of robust and efficient NOMA-based systems. 

In the realm of wireless communication systems, Non-Orthogonal Multiple Access (NOMA) has emerged as 

a transformative concept. NOMA proved to be a groundbreaking paradigm for future cellular radio access, 

challenging existing LTE schemes. The focus is on downlink NOMA with successive interference 

cancellation (SIC), showcasing substantial capacity and throughput enhancements for cell edge users [1]. 

NOMA has got great potential to address challenges in 5G communication, emphasizing its non-orthogonal 

resource allocation by which arises different NOMA categories [2]. Turning to Multiple Input Multiple 

Output (MIMO) systems, NOMA implementation using shared pilots has been explored, demonstrating 

superior performance over traditional orthogonal access schemes [3]. In the uplink context, NOMA's impact 

has been assessed, revealing optimal retransmission probabilities for maximizing throughput [4]. The analysis 

extends to various fading channels [5], offering insights into outage probabilities and diversity orders for both 

uplink and downlink NOMA systems. Meanwhile, the capacity of MIMO NOMA has been examined, with a 

focus on cluster groups and power coefficient values [6]. Security considerations in the downlink phase are 

explored [7], presenting Power Allocation Factors and expressions for outage probabilities. Dynamic user 

grouping methods has been introduced for NOMA, showcasing good performance in Rayleigh fading 

environments [8]. Cooperative NOMA systems' security aspects are scrutinized [9], and Transmit Reference 

Signal/Orthogonal Reference Signal schemes are investigated for DF/AF-based NOMA systems [10]. The 

security of cooperative NOMA systems over Nakagami-m fading channels has been explored, providing 

insights into secrecy outage performance [11]. Finally, a proposed secure communication protocol for a 

MIMO NOMA network demonstrates the impact of antenna augmentation on secrecy performance [12]. In a 

downlink cooperative MISO NOMA network, analytical and asymptotic expressions for the secrecy outage 

probability had been derived, affirming the benefits of antenna enhancement [13]. This collective literature 

survey offers a diverse and comprehensive exploration of NOMA, covering various aspects and providing 

valuable insights for future research in this dynamic field. 

 

 

SYSTEM AND CHANNEL MODELS 

 Consider a NOMA system including a base station (B), two users (U1 which is a far user, and U2 which is 

near user), and an eavesdropper (E) in a wireless cellular network in Nakagami channel. In this case both 

users and E are very close to the cell bound. Therefore, it has been considered that there are no direct links 

between B and the users, as well as with E. Since Nakagami channel has been taken into consideration, shape 
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forming parameter ‘m’ plays a great role in it. It has been further considered that all nodes in the network 

have single antennas and all the channels suffer from independent Nakagami fading. The superposed signal 

is sent to every user including eavesdropper  

During the initial time slot, a superimposed mixture, [α1x1 + α2x2], is broadcasted from the base station (B) 

to the relay. Here, xi (i = 1, 2) represents the unit power signal received by user i, and αi is the power allocation 

coefficient. In order to fully satisfy the need of NOMA for user U1, it has been established that α1 ≥ α2 and 

power allocation factors has been defined in such a way that satisfy the equation α1^2 + α2^2 = 1. 

Subsequently, the received signal at the relay can be expressed as: 

                                              𝑦 = ℎ𝑟(𝛼1𝑥1 + 𝛼2𝑥2)√𝑝𝑠 + 𝑛               

Where hr denotes the channel gain between the B and the relay and n is the additive white Gaussian noise 

with zero mean and variance N0 

Consider two users near and far user and an eavesdropper in a communication system with channel gains hn 

hf and he respectively. Since this research work has been done on Nakagami channel, it typically follows a 

Nakagami distribution .Accordingly, the links between the transmitter and users are modeled as correlated 

log-normal random variables (RVs). The distribution of correlated log-normal RVs are as hm ∼ ln N (μhm, 

σ2 hm), where m ∈ (sn, sf, se). Here, μhm and σ2 hm defines the mean and variance of ln (hm) [11]. The 

signal attenuation is modeled by αm = exp(−(α1 + α2f^κ) dm), here dm is the distance of link, f describes the 

transmit frequency in MHz, and α1 and α2 are attenuation constants obtained from experiments. 

Let us consider the base station B transmits a source power equals Ps. Since near user requires less power and 

far user requires more power, the power allocation factors are being provided accordingly such that 

summation equals to 1. Let 𝛼1 is the power factor allocated to near user and 𝛼2 is the power factor allocated 

to the far user. The superposed signal will be equal to 

                                           𝑥𝑠 = √𝛼1𝑝𝑠𝑥1 + √𝛼2𝑝𝑠𝑥2               

In the above equation x1 and x2 indicates the message signals from near user and far user respectively. This 

superposed signal is being received by all users including eavesdropper. Individually the received signals of 

near and far user is as follows 

 

                                                     𝑦1  = (√𝛼1𝑝𝑠𝑥1 + √𝛼2𝑝𝑠𝑥2)𝛼𝑠𝑛ℎ𝑠𝑛 + 𝑛𝑛          

                                                     𝑦2  = (√𝛼1𝑝𝑠𝑥1 + √𝛼2𝑝𝑠𝑥2)𝛼𝑠𝑓ℎ𝑠𝑓 + 𝑛𝑓            

ℎ𝑠𝑛 and ℎ𝑠𝑓 represent the channel gain of near and far user respectively, 𝑛𝑛 and 𝑛𝑓  represent AWGN of near 

and far user with variances σn^2 and σf^2 [3]. 

After receiving the superposed signal from the base station, the near user applies SIC that is successive 

interference cancellation to the received signal. Since it contains the dominant power factor of far user, it 

decodes the strongest signal of far user first and then subtracts it from the superposed signal to get its desired 

signal. The far user after receiving the signal from base station treats signal of near user as noise and cancels 

it before getting its desired signal [6]. SNR at near user and far user can be calculated as 

𝛾1 =
𝛼1  𝑝𝑠𝛼𝑠𝑛

2 ℎ𝑠𝑛
2

𝜎1
2             

𝛾2 =
𝛼2  𝑝𝑠𝛼𝑠𝑛

2 ℎ𝑠𝑛
2

𝛼1𝑝𝑠𝛼𝑠𝑓
2 ℎ𝑠𝑓

2 + 𝜎2
2                
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In the case of internal eavesdropping, means when far user intends to decode the message signal of near user. 

By considering this case it is assumed that x2 is perfectly decodable and SNR of far user to decode x1 is given 

by 

𝛾2→1 =
𝛼1  𝑝𝑠𝑓ℎ𝑠𝑓

2

𝜎2
2  

The signal received by this eavesdropper is as follows 

𝑦𝑒  = (√𝛼1𝑝𝑠𝑥1 + √𝛼2𝑝𝑠𝑥2)𝛼𝑠𝑒ℎ𝑠𝑒 + 𝑛𝑒 

 

Let us consider the external eavesdropper which completely has the access to decode the signals and to 

eliminate inter user interference. Let the AWGN at E be ne and it has a variance of σ^2e. This case is actually 

worst case when eavesdropper has decodable ability of legitimate users and serves as extreme bound of SOP. 

For eavesdropper the SNR for decoding x1 and x2 is as  

 

𝛾𝑒→2 =
 𝛼2   𝑝𝑠𝑒ℎ𝑠𝑒

2

𝜎𝑒
2

 

 

𝛾𝑒→1 =
𝛼1  𝑝𝑠𝑒ℎ𝑠𝑒

2

𝜎𝑒
2

 

 

Now since the Nakagami channel has been taken into consideration, some of its characteristics needs to be 

explored. The Nakagami-m fading channel gain ℎ follows a Gamma distribution with shape parameter m [11]. 

The probability density function (PDF) of the Nakagami-m distribution is as follows 

                                                            𝑓(ℎ) =
2𝑚𝑚

Γ(𝑚)
ℎ2𝑚−1𝑒−𝑚ℎ2

 

The path loss component PL is modeled as a function of distance d and path loss exponent α: 

𝑃𝐿(𝑑) = (
𝑑

𝑑𝑜
)

−𝛼

 

Where do is a reference distance. 

In Nakagami-m fading channels within NOMA, the shape parameter (m) still characterizes the severity of 

fading. The Nakagami-m distribution is commonly used to model the fading in wireless communication 

channels. 

𝑚 =
1

𝑣𝑎𝑟(ln(𝛾))
 

The effect of shadowing has also been considered. Shadowing, also known as log-normal shadowing or path 

loss variation, is a phenomenon in wireless communication where the received signal strength experiences 

slow and random fluctuations due to obstacles, environmental conditions, or other factors. These fluctuations 

are often modeled as a log-normal distribution. It is given by 

𝑃𝑟 = 𝑃𝑡𝐺𝑡𝐺𝑟 (
𝜆

4𝜋𝑑
)

2

𝑙s 

http://www.jetir.org/


© 2024 JETIR January 2024, Volume 11, Issue 1                                                          www.jetir.org (ISSN-2349-5162) 

JETIR2401613 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org g102 
 

 

Where: 

 Pr is the received power. 

 Pt is the transmitted power. 

 Gt and Gr are the gains of the transmitting and receiving antennas. 

 λ is the wavelength of the signal. 

 d is the distance between the transmitter and receiver. 

 Ls is a shadowing (log-normal) random variable. 

 

In this formula, Ls is often modeled as a log-normal random variable with a mean of 0 dB and a standard 

deviation denoted by σs. The log-normal distribution is commonly used to represent the random nature of 

shadowing effects. 

The power received Pr can be converted to the received signal strength in decibels (dB) using the formula: 

Received Signal Strength (dB) =10⋅log10(Pr) 

It's important to note that the specific formulation and parameters used in shadowing models may vary 

depending on the context and the wireless communication system being analyzed. 

Since secrecy outage probability depends on distance between users and base station, power allocation factor, 

threshold rate, shape parameter, path loss exponent etc. These factors are being altered and respective change 

has been noticed in SOP vs SNR graph. SNR has been fixed to 30 db for reference. Rayleigh and Nakagami 

channels are also being compared by keeping all factors constant. Four scenerios has been considered i.e 

when both user and intruder are in Rayleigh channel, when both are in Nakagami channel, when user is in 

Nakagami and intruder is in Rayleigh and when user is in Rayleigh and intruder is in Nakagami. The effect 

of shadowing is also being considered and eavesdropper success rate has been generated. Nakagami is at last 

compared with Rayleigh and Rician and results show better results with Nakagami. 

 

 

Fig 1 NOMA with two users and eavesdropper 
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RESULTS 

 

                                                      Fig 1 SOP vs SNR by varying distance 

Fig 1 shows how SOP changes when the distance has been changed by keeping SNR fixed at 30 db, in both 

line and bar graph. Distance of user and eavesdropper from base station has been changed to three different 

values and the case when user is close to base station while eavesdropper is far shows better results in terms 

of sop than other two cases. In addition to that the worst case scenario is when eavesdropper is close and 

legitimate user is far from base station. 

 

      Fig 2 SOP vs SNR by varying path loss exponent 

Fig 2 describes the effect of path loss exponent on SOP in both line and bar graph. Path loss exponent has 

been considered to three different values and results show that less path loss exponent leads to better sop. 
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                                                  Fig 3 SOP vs SNR by varying threshold rates 

Fig 3 depicts change in SOP by considering different threshold values. Three different threshold rates has 

been considered and the one with lower value has considerably lower secrecy outage probability. 

  

                                                 Fig 4 SOP vs SNR by varying shape parameter 

Fig 4 depicts how SOP changes by changing shape parameter ‘m’. Shape parameter ‘m’ has been changed to 

three different values. The results show that before snr=10db the sop increases as we increase shape parameter 

‘m’ but after snr is greater than 10db for instance snr=15db has been taken and the result concludes that sop 

decreases on increasing ‘m’. 

 

http://www.jetir.org/


© 2024 JETIR January 2024, Volume 11, Issue 1                                                          www.jetir.org (ISSN-2349-5162) 

JETIR2401613 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org g105 
 

 

                               Fig 5   SOP vs SNR by considering shadowing effect 

Fig 5 shows the effect of shadowing on SOP. The shadowing effect has been considered to three different 

values and the result indicates that lower shadowing lead to lower sop and better performance. 

 

                                           Fig 6 impact of shadowing on eavesdropper success rate 

Fig 6 shows the Impact of shadowing on eavesdropper success rate and result shows eavesdropper success 

rate decreases on increasing shadowing effect. 
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 COMPARISON 

 

Fig 7 comparison of Rayleigh and Nakagami channels 

Fig 7 shows the comparison of two channels Rayleigh and Nakagami and this creates four cases. First when 

user is in Nakagami and eavesdropper in Rayleigh, second when both are in Nakagami, third when both are 

in Rayleigh and fourth when user is in Rayleigh and eavesdropper is in Nakagami. Result shows that first 

case has lower sop than other cases while fourth is the worst case scenario.  

 

 

 

Fig 8 comparison of Rayleigh Rician and Nakagami channels 

Fig 8 compares Rayleigh, Rician and Nakagami fading channels by keeping all factors constant. The result 

shows that Nakagami performs well and sop is lower than other two channels. 
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Conclusion: Secrecy Outage Probability (SOP) in a Non-Orthogonal Multiple Access (NOMA) system 

operating over Nakagami fading channels have been analyzed. Various key factors, including distance 

optimization, threshold rate, path loss components, shape-forming parameters, and the impact of shadowing 

effects have been explored. The findings highlight the significance of optimizing these parameters to enhance 

the security and spectral efficiency of NOMA systems in Nakagami channels. The achieved results 

demonstrate the critical role of each factor in influencing the SOP. In addition, this research work provides 

valuable insights into the intricate trade-offs and opportunities for securing wireless communication systems 

in the context of NOMA over Nakagami fading channels. The optimization strategies proposed in this 

research contribute to advancing the understanding of secure communication in wireless networks. As 

wireless systems continue to evolve, the outcomes of this study offer practical implications for designing 

robust and secure NOMA-based communication systems. Additional parameters and scenarios can be altered 

to further refine the proposed optimization strategies and adapt them to emerging wireless technologies in 

future. In summary, this research contributes to the ongoing discourse on enhancing the security of wireless 

communication systems, particularly in the context of NOMA. The comprehensive analysis and optimization 

strategies presented herein pave the way for future developments in wireless security, offering a valuable 

foundation for researchers and practitioners alike. 
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