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Abstract :  Cloud computing is a revolutionary paradigm that involves delivering computing services, such as storage, processing, 

and networking, over the internet. It provides on-demand access to a shared pool of configurable computing resources, allowing 

organizations to scale resources up or down based on their needs. Integration is the process of connecting different systems and 

applications to work together seamlessly, enhancing overall efficiency and productivity. The Internet of Things (IoT) refers to the 

network of interconnected devices that communicate and share data, ranging from smart sensors to everyday appliances. Cloud 

computing and IoT integration enable the seamless exchange of data between devices and cloud-based services, fostering a 

connected and intelligent ecosystem. This integration allows for real-time data processing, analysis, and storage in the cloud, 

enabling quicker and more informed decision-making. Cloud platforms serve as a centralized hub for managing and processing the 

massive amounts of data generated by IoT devices. The scalability of cloud computing accommodates the diverse and growing 

number of IoT devices, ensuring a flexible and adaptive infrastructure. Integration between cloud computing and IoT enhances data 

security by centralizing management and implementing robust authentication and encryption protocols. Integration allows for the 

creation of comprehensive solutions where IoT devices can seamlessly interact with other enterprise applications and services 

hosted in the cloud. Integration facilitates the creation of end-to-end solutions, connecting IoT devices, cloud services, and enterprise 

applications to deliver a cohesive user experience. This survey paper will focus on the architecture of Cloud-based IoT paradigm 

and major areas where the IoT applications are widely used, and the various technologies that help in integrating Cloud with IoT. 

Finally, limitations and future research directions are also suggested. 

 

IndexTerms - Cloud Computing, Internet of Things, Cloud based IoT Applications, Edge Computing, Fogg Computing. 

I.INTRODUCTION 

Cloud computing and the Internet of Things (IoT) are two transformative technologies that, when combined, create a powerful 
and interconnected ecosystem. Cloud computing, as a paradigm, involves delivering computing services such as storage, processing, 
and networking over the internet on a scalable and on-demand basis. On the other hand, IoT refers to the network of interconnected 
devices that communicate and share data. The role of the Cloud computing is significant in the day to day lives of the human being[1]. 
The Cloud Computing encompasses many technologies in order produce efficient service to the users [2], [3]. The cloud computing 
facilitates the sharing of computing resources over the internet. The origins of cloud technologies can be traced back to various 
foundational concepts, including grid computing, utility computing, virtualization, networking, software services, distributed 
computing, and parallel computing. [4]. On the other hand, he IoT as a continuously evolving, globally connected infrastructure with 
the ability to autonomously manage and interact with objects in an intelligent manner, ultimately moving towards a future where 
ubiquitous connectivity is achieved with minimal human intervention [5]. The IoT is described as a network that interconnects a 
variety of devices. This emphasizes the inclusivity and diversity of connected devices within the IoT ecosystem, ranging from 
everyday objects to advanced technologies. [6]. 

This paper provides an overview of the integration of Cloud Computing and IoT; this also involves the technologies used in the 
cloud based IoT and advantages and challenges associated with the integration. Open issues and research directions are also discussed. 
The remainder of the paper is organised as follows: Section II provides the basic concepts of Cloud computing, IoT, and Cloud-based 
IoT; Cloud based IoT architecture and Edge computing and Fogg computing technologies are discussed in Section III . Section IV 
illustrates different Cloud-based IoT applications scenarios. The challenges facing Cloud-based IoT integration are discussed in 
Section V, limitations in the cloud and IoT integration are discussed in Section VI, open research directions are discussed in Section 
VII. Section VIII concludes the paper. 

II.BASIC CONCEPTS 

This section provides the basic concepts of Cloud Computing, the IoT, and Cloud-based IoT. 

A. Cloud Computing 

There are many proposed definitions exist Cloud Computing, although the most widely agreed definition is given by the National 

Institute of Standards and Technology (NIST). Indeed, the NIST has defined Cloud computing as "a model for enabling ubiquitous, 

convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, 
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applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider 

interaction" [7].      

 From the definition given by NIST [7], The Cloud Computing is comprised into the following five deployment models[31]. 

The public Cloud: where resources are made available to consumers over the Internet. Public Clouds are generally owned by a 

profitable organisation (e.g. Amazon EC2) [8].  

The private Cloud: It is commonly provided by a single organisation to serve the particular purposes of its users [7]. The private 

Cloud offers a secure environment and a higher level of control (Microsoft Private Cloud).  

Hybrid Clouds:  This is mixed architecture of private and public Clouds. This choice is provided for consumers to overcome some 

of the limitations of each model [9].  community Cloud:  This type of Cloud infrastructure which is delivered to a group of users by 

a number of organisations which share the same need [10]. 

The Cloud Computing provides the following different levels of services to the customers to fulfil their needs.  

the Software as a Service (SaaS) model, where software is delivered through the Internet to users (e.g. GoogleApps) [2]; the 

Platform as a Service (PaaS) model, which offers a higher level of integrated environment that can build, test, and deploy specific 

software (e.g. Microsoft Azure); and finally, with the Infrastructure as a Service (IaaS) model, infrastructure such as storage, hardware 

and servers are delivered as a service (e.g. Amazon Web Services) [11] 

B. Internet of Things 

The concept of the Internet of Things (IoT) was initially introduced by Kevin Ashton in 1999 [9],[10], highlighting its potential 

to revolutionize the world similar to the impact of the Internet. The formal presentation of IoT came in 2005[11] by the International 

Telecommunication Union (ITU). Various organizations and researchers have proposed numerous definitions of IoT. According to 

the ITU in 2012, IoT is described as a global infrastructure for the Information Society. It facilitates advanced services by connecting 

physical and virtual things through interoperable information and communication technologies, both existing and evolving[12]. In 

essence, IoT creates a network where various objects can communicate and share data, enabling advanced and interconnected 

services. 

In the [6], the author described The Internet of Things (IoT) as a contemporary approach that blurs the lines between the physical 

and digital realms by transforming every physical device into a smart alternative capable of delivering intelligent services. In the IoT, 

all entities, including smart devices and sensors, possess unique identities and actively participate in a communication network. These 

objects extend beyond typical electronic devices to encompass everyday items like food, clothing, materials, and cultural elements 

such as monuments[7]. The IoT introduces a variety of opportunities and applications. The IoT also faces several challenges in 

implementation, such as data storage, heterogeneous resource- constrained, scalability, Things, variable geospatial deployment, and 

energy efficiency [13]. 

C. Cloud-Based Internet of Things 

In [14],  the author elaborated about Cloud-Based IoT as both the technologies together providing rapidly developing services, 

and have their own unique characteristics. The Internet of Things (IoT) is like a big network of smart devices that talk to each other 

around the world. This creates a dynamic setup for computers to be everywhere. In the IoT, these smart devices are spread out and 

don't have a lot of computing power or storage space. They face challenges in terms of how well they work, how reliable they are, 

and how to keep things private and secure. 

According to the author in [30], The Cloud-based Internet of Things (IoT) is a platform that enables the efficient use of 

applications, information, and infrastructure at a reasonable cost. Although IoT and Cloud computing are distinct concepts, they 

complement each other well, as illustrated in Table 1. This synergy is a key driver for researchers advocating their integration. [14]. 

 

Table 1 Comparison of IoT with Cloud Computing [30] 

Items IoT Cloud Computing 

Characteristics 

IoT is pervasive (things are everywhere). 

These are real world objects. 

Cloud is ubiquitous (resources are available from everywhere). 

These are virtual resources. 

Processing 

capabilities Limited computational capabilities. Virtually unlimited computational capabilities. 

Storage 

capabilities 

Limited storage or no storage 

capabilities. Unlimited storage capabilities. 

Connectivity 

It uses the Internet as a point of 

convergence. It uses the Internet for service delivery. 

Big data It is a source of big data. It is a means by which to manage big data. 

 

 

D.  Benefits Of Integrating Cloud and IoT 

The IoT faces challenges due to limited processing power and storage, along with issues like performance, security, privacy, 
and reliability. Integrating IoT into the Cloud emerges as the optimal solution to address these challenges. This integration not 
only overcomes IoT limitations but also allows the Cloud to leverage real-world objects in a more dynamic and distributed 
manner, enabling the provision of new services for numerous devices across various scenarios [6], [14]. Moreover, the Cloud 
enhances simplicity, reduces costs for end-users, streamlines IoT data gathering and processing, and facilitates quick, cost-
effective installation and integration for complex data processing and deployment [15].  In [30], the author outlined the following 
benefits of integrating IoT into the Cloud. 

 Communication: Application and data sharing are two significant features of the Cloud-based IoT paradigm. 

Ubiquitous applications can be   transmitted through the IoT, whilst automation can be utilised to facilitate low-cost 

data distribution and collection. The Cloud is an effective and economical solution which can be used to connect, 

manage, and track anything by using built-in apps and customized applications. 
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 Storage: The Internet of Things (IoT) operates on billions of devices, generating a massive amount of diverse, rapidly 

generated, and large-scale data known as Big Data. This data exhibits characteristics such as variety, velocity, and 

volume. The Cloud is recognized as a cost-effective and fitting solution for managing this vast IoT-generated data. 

Additionally, it opens up opportunities for integrating, aggregating, and sharing data with third parties [17]. 

 Processing capabilities: IoT devices have limited processing power, so they can't handle complex data processing on-

site. Instead, the data they collect is sent to more powerful nodes for aggregation and processing. The challenge lies 

in making this process scalable without the right infrastructure. The Cloud comes to the rescue by providing unlimited 

virtual processing power and a flexible on-demand usage model [17]. According to the author in [6], some predictive 

algorithms and data-driven decisions making can be integrated into the IoT in order to increase the productivity and 

reduce risks at a lower cost. 

 Scope: The world is rapidly transitioning into the Internet of Everything (IoE), where billions of users communicate, 

and diverse information is collected. This IoE realm forms a network of networks with countless interconnected things, 

bringing both opportunities and risks . The Cloud-based IoT approach introduces new applications and services by 

expanding the Cloud through IoT objects. This expansion enables the Cloud to adapt to various real-world scenarios, 

giving rise to innovative services and possibilities[19],[21]. 

 New abilities: The IoT is diverse with varying devices, protocols, and technologies, making achieving reliability, 

scalability, interoperability, security, availability, and efficiency challenging. Integrating IoT into the Cloud 

effectively addresses these issues [6]. This integration offers additional benefits such as user-friendly and accessible 

features with low deployment costs [18], [21]. 

E. NEW MODELS: 

Cloud-based IoT integration empowers new scenarios for smart objects, applications, and services [11], [19][31]. Some of the     
new models are listed as follows: 

 SaaS (Sensing as a Service) [11], which allows access to sensor data; 

 EaaS (Ethernet as a Service) [22], the main role of which is to provide ubiquitous connectivity to control remote 
devices; 

 SAaaS (Sensing and Actuation as a Service) [11], which provides control logics automatically. 

 IPMaaS (Identity and Policy Management as a Service) [22], which provides access to policy and identity 
management. 

 DBaaS (Database as a Service) [22], which provides ubiquitous database management; 

 SEaaS (Sensor Event as a Service) [11], which dispatches messaging services that are generated by sensor events; 

 SenaaS (Sensor as a Service) [22], which provides management for remote sensors; 

III.  CLOUD-BASED IOT ARCHITECTURE 

According to a number of previous studies, the well-known IoT architecture is typically divided into three different layers: 

application, perception and network layer. Most assume that the network layer is the Cloud layer, which realises the Cloud- based 

IoT architecture, as depicted in Fig. 1[1].  

 

 

The perception layer is used to identify objects and gather data, which is collected from the surrounding environment. In contrast, 

the main objective of the network layer is to transfer the collected data to the Internet/Cloud. Finally, the application layer provides 

the interface to different services [19]. 

 

IV. CLOUD-BASED IOT APPLICATIONS 

 Healthcare: Cloud-based IoT greatly benefits healthcare by enhancing services and promoting innovation, such as 

intelligent drug control and efficient hospital management. 

 Smart Cities: IoT acts as a middleware for future smart cities, gathering data from sensors and IoT technologies to create 

consistent information. This leads to the development of services like smart streetlights and surveillance systems. 

 Smart Homes: Cloud-based IoT applications automate home activities, using embedded devices and Cloud computing for 

tasks like home security, smart metering, and energy conservation. 

 Video Surveillance: Cloud-based IoT enables intelligent video surveillance, simplifying the management, storage, and 

processing of video content from sensors. This is crucial for security applications like wireless CCTV cameras and 

movement detection systems. 

 Automotive and Smart Mobility: Integrating Cloud computing into GPS and transportation technologies helps address 

challenges like traffic prediction and notification, as well as remote vehicle management. 

Figure 1 Cloud-Based architecture [1] 
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 Smart Energy and Smart Grid: Cloud computing and IoT collaborate for smart energy management, incorporating features 

like smart meters, smart appliances, and renewable energy resources for consumers. 

 Smart Logistics: Cloud-based IoT facilitates automated management of goods flow between producers and consumers, 

enabling real-time tracking of goods in transit within industries like logistics. 

 Environmental Monitoring: Combining Cloud and IoT creates a high-speed information system for monitoring wide-area 

environments, addressing concerns like pollution, water quality, and air quality through properly deployed sensors. 

 

V. LIMITATIONS IN THE CLOUD-BASED IOT INTEGRATION 

 There are many limitations which could potentially prevent the successful integration of the Cloud-based IoT paradigm. 

These include : 

1. Security and privacy related. 

In [31], the author discussed about the various Security and privacy related issues that may come across in the integration of 

Cloud and IoT. Some of them are, Conditional Identity Privacy, which protects real identities of mobile IoT users from the public 

but allows tracing by authorities in emergencies using periodically updated pseudonyms, posing computational challenges for 

resource-constrained nodes. Location Privacy Essential in IoTs, concealing frequently exposed location information through 

pseudonyms. The Node Compromise Attack involves extracting private information from resource- constrained IoT devices, 

including secret and private keys, allowing the adversary to replace devices with malicious ones, potentially compromising a 

significant amount of sensitive data. In Layer Removing/Adding Attack, any Selfish IoT users may remove forwarding layers to 

maximize rewards, while colluding users might add layers to manipulate packet paths for increased credits, impacting the fairness 

and efficiency of the network. The Forward and Backward Security, which is Essential for dynamic IoT groups, forward security 

ensures newly joined users can only decipher messages received after joining, while backward security restricts revoked users to 

decrypting messages received before leaving the cluster, enhancing overall security and privacy. 

2. Heterogeneous data related 

The major challenge for Cloud-based IoT is the diverse mix of devices, platforms, operating systems, and services. Cloud 
platforms face issues because services often have unique interfaces tied to specific providers, making it difficult to integrate 
resources seamlessly. This challenge intensifies when users use multiple Cloud services, relying on various providers for better 
application performance and resilience. In simpler terms, dealing with the wide variety of devices and services in the Cloud poses 
a significant hurdle for the Internet of Things[17] 

3. Big Data related 

According to the author in [4], As of 2020, Big Data from around 50 billion IoT devices has become a crucial focus. Managing 

the transportation, access, storage, and processing of this massive data is vital. The Internet of Things (IoT) is recognized as a 

major contributor to Big Data, and the Cloud plays a key role in storing and analyzing this data for extended periods. Dealing 

with such vast data is a challenge, impacting overall application performance. Finding an ideal data management solution for the 

Cloud to handle this large-scale data remains a significant issue. Additionally, ensuring data integrity is crucial, not only for 

service quality but also to address security and privacy concerns, particularly with outsourced data[31]. 

4. Performance related 

Transferring large amounts of data from IoT devices to the Cloud demands high bandwidth. The main challenge is ensuring 

sufficient network performance for data transfer, as broadband growth lags behind storage and computation advancements. In 

many cases, services and data need to be delivered with high reactivity to address time-sensitive issues and meet the demands 

of real-time applications. In summary, the critical issue lies in maintaining effective and timely data transfer between IoT devices 

and the Cloud, given the constraints in broadband expansion compared to storage and computation progress[28],[17] 

5. Legal aspects related 

In recent research, legal aspects play a crucial role, especially in applications where service providers need to comply with 
international regulations. Additionally, users may be required to make donations to contribute to data collection efforts. Simply 
put, navigating legal requirements is essential for service providers, and user contributions through donations are part of 
supporting data collection [31]. 

6. Scalability related 

The Cloud-based IoT model enables the creation of applications that analyze real-world data from IoT devices. Interacting 
with billions of distributed devices poses challenges. Meeting computational and storage needs becomes challenging at this large 
scale. Additionally, monitoring IoT devices is complicated due to connectivity issues and varying delays. In simpler terms, 
connecting and analyzing data from a vast number of IoT devices in the Cloud introduces challenges related to computing power, 
storage, and effective device monitoring[27]. 

VI. EDGE COMPUTING AND FOG COMPUTING MODELS 
 As discussed in the previous section, there are several challenges, the Cloud-based IoT applications facing. To over come 

those limitations, the edge computing shows a new way to reduce computing overhead and it can be done at the edge of the Cloud 

network thereby improving the performance of the Cloud. 

A. Edge Computing Model 

Edge computing refers to a distributed computing paradigm where data processing is performed near the source of data generation, 

rather than relying solely on centralized cloud servers. In edge computing, computing resources, such as processing power and 

storage, are placed closer to the "edge" of the network, typically at or near the data source or device. 

Cloud computing is a model for delivering and consuming computing resources over the internet. Instead of relying on local servers 

or personal devices to handle applications and store data, cloud computing enables users to access and utilize a shared pool of 

computing resources hosted on remote servers. These resources can include computing power, storage, databases, networking, 

software, and analytics as shown in fig.2[34]. 
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Edge computing, in contrast to traditional cloud computing, where data is sent to a central server for processing. Edge 
computing is utilized in various industries and applications, including the Internet of Things (IoT), smart cities, industrial 
automation, healthcare, and more. The data generated by sensor devices is processed at the edge devices, then the processed data 
is sent to the cloud, stored and managed. Whenever the sensor devices or end devices request the data, the Edge collect the data 
from the Cloud and send that required data to end devices.  The data flow in the Edge computing and basic model of the Edge 
computing is shown in the fig.3 [33]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

B. Fog Computing Model 

Fog Computing is like a bridge between local networks and the cloud. It brings computing resources closer to where data is 
generated, extending the reach of traditional Cloud Computing. This approach enhances the development of more advanced and 
efficient applications or services. In simple terms, Fog Computing is a highly virtualized platform that offers computing, storage, 
and networking services between devices in the Internet of Things (IoT) and the conventional Cloud, creating a more responsive 
and capable network[34],[35]. 

Fog computing enhances mobile node experiences, particularly in dynamic scenarios like moving vehicles, by strategically 
placing proxies and access points along highways. It is well-suited for applications requiring low latency, such as video 
streaming, gaming, and augmented reality. Fog's role in smart communication is crucial, complementing gateways by efficiently 
handling tasks like virtual sensor nodes, temporary storage, preprocessing, and data security. The localized nature of Fog provides 
low- latency communication, increased context awareness, and real-time data delivery, making it especially valuable for time- 
sensitive services like healthcare[34]. 

 

VII. KEY ISSUES AND FUTURE RESEARCH DIRECTIONS 

In this section, Some of the key issues and future research directions in the Cloud-Based IoT are addressed. These include: 

1. Standardisation 

The Cloud-based Internet of Things (IoT) faces a critical challenge due to the absence of standardized practices. While there have 

been various suggested standards, the scientific community acknowledges the necessity of common architectures, standard protocols, 

and APIs. These are essential for connecting diverse smart devices and creating new services within the Cloud-based IoT 

framework[4][6][8]. 

2. Cloud Security 

In the Cloud-based Internet of Things (IoT), security is a major concern due to increased vulnerability to attacks on both IoT and 

Cloud sides. While encryption helps ensure data integrity, confidentiality, and authenticity in the IoT, it doesn't address insider 

attacks. Additionally, using IoT on devices with limited capabilities poses challenges for security measures[17]. 

3. Fog Computing 

Fog computing is like an extended version of cloud services, bringing them closer to the network's edge. It serves applications 

similarly to the cloud but focuses on handling tasks that need quick responses. Think of Fog as a middleman between the network's 

edge and the Cloud, especially useful for applications sensitive to delays. Both Fog and the Cloud use storage, computing, and 

networking, but Fog stands out with features like knowing its location and being positioned at the edge. This allows it to distribute 

services geographically with low delays and a large number of nodes. In contrast, the Cloud is better suited for real-time interactions 

and mobility support [4],[6]. 

 

 

 

 

 

 

 

Figure 2 Conventional model for Cloud Computing paradigm[35] 

Figure 2 Cloud Computing Model[35] 

Figure 3 Edge Computing model and Data flow in the Edge 

Computing Model [34]. 
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4. Big Data 

In the previous section, we discussed about Big Data as a significant challenge linked with the Cloud-based IoT paradigm. 

Despite various proposed solutions, Big Data remains a critical issue requiring further research [17]. The Cloud-based IoT approach 

deals with handling and processing vast amounts of data from diverse locations and sources. In this framework, many applications 

demand complex tasks to be carried out in real-time [27]. 

5. SLA Enforcement 

The author in [17] addressed about several Service Level Enforcement issues. These include, relying on a single cloud provider 

to guarantee a certain Quality of Service (QoS) level for cloud resources can be problematic. To avoid potential violations of Service 

Level Agreements (SLAs), users may need to engage with multiple cloud providers. However, the dynamic selection of the best 

combination of cloud providers remains a challenge due to factors like time, costs, and the diverse nature of QoS management. 

6. Security and Privacy 

The author in [30][18], discussed about several security and privacy issues which must be resolved for better integration of Cloud 

and IoT system. Security and privacy are important research areas that have received much attention, yet they remain open challenges 

requiring further efforts. Adapting to diverse hacker threats is an ongoing issue. Additionally, establishing effective authorization 

rules and policies to ensure only authorized users access sensitive data is crucial for preserving user privacy, especially when 

maintaining data integrity is a priority. 

7. Energy Efficiency 

Recent Cloud-based IoT applications involve frequent data transmission from IoT objects to the Cloud, rapidly draining the 

energy of the nodes. Efficient energy generation for data processing and transmission is a major unresolved issue. Various suggested 

approaches to address this include using compression technologies, optimizing data transmission, and employing data caching 

techniques to reuse collected data for applications with less time sensitivity [17][30]. 

VIII. CONCLUSION 

The Internet of Things (IoT) is increasingly pervasive, demanding substantial data storage and processing capabilities. However, the 

IoT faces limitations in processing power and storage, along with significant challenges in security, privacy, performance, and 

reliability. Integrating the Cloud into the IoT proves highly advantageous in addressing these issues. This paper emphasizes the 

necessity of adopting a Cloud-based IoT approach, discussing its architecture, various application scenarios, challenges in integration, 

and areas for further research. Future work will involve conducting case studies to assess the effectiveness of the Cloud-based IoT 

approach, particularly in healthcare, smart cities, smart home applications. 
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