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Abstract:

To increase involvement and communication,
DevOps is a collection of applications and cultural
activities that focuses on separating the difficulties
between performance associates and evaluation. Many
businesses cling to the DevOps foundation because of its
fantastic viewpoints, which include low production
tempo, increased  correctness, and  durability.
Disregarding the worldwide presumption of DevOps and
its structure, there are no interpretive studies,
fundamental concepts, implementation, or problems
associated with carrying out DevOps processes. This
research study's main goal is to look into and evaluate
problems related to DevOps applications and culture
(DVC). The systematic literature study (SLR) examines
the difficulties in implementing the DevOps culture in
software development (SD). In addition, it covers all
aspects of DevOps, including how it functions in the
industry, and it looks into the cultural challenges that the
industry has when implementing DevOps. Ten obstacles
that need to be addressed for DevOps culture to be
accepted are revealed in this study. The findings indicate
that these ten barriers—a lack of coordination and
collaboration, a lack of talent and expertise, a complex
infrastructure, a lack of management, a lack of a DevOps
strategy, and issues with trust and confidence—should be
taken into consideration when implementing a DevOps
culture.

INTRODUCTION

To achieve better relationship and durability
between efficient and effective professionals in software
development  endeavours, software  assessment
procedures are switched. The promotion of the newest
electronic  technologies both demonstrates grave
problems and gives firms independence. Apart from
delaying, computer scientists in the DevOps field provide
useful programs and hardware to the customer promptly
in the context of rapid software transportation. The main
objectives of DevOps, which is a collection of
applications and civilization values, are to integrate
businesses, identify obstacles, foster collaboration, and
communicate in an efficient manner that connects with
assessment and operational coordination. DevOps is a
collection of frameworks designed to increase
cooperation and connection between developers and

operational teams to identify and address. The
development and operations teams come together to form
the DevOps personnel. The operation team consists of
system engineers, software production experts, database
and organization executives, and tester programmers.
The development team consists of developers, quality
assurance professionals, and programmers.

Everyone is motivated by this to create
exceptional software, including programmers, testers,
and cohesive teams. Programmers and operational staff
are not segregated; rather, they collaborate and work
inside a software development framework with no longer
being limited to certain tasks. The field of DevOps has a
strong emphasis on encouraging collaboration and
association across all contributors, which is essential for
delivering software. The main pillars of DevOps
practices  are  civilization, applications, and
implementations. A logical and  fundamental
methodology character is described by civilization.
Applications lead civilization back to significant success;
numerous approaches are favored to carry out the
process.

Agile processes allow for constantly updated IT
resources to seize market opportunities, slow down the
pace, and grasp consumer requirements. The four
guidelines of DevOps principles—CAMS, civilization,
computerization, and quantifications—affect the current
software circle requirements. Despite the existence of
numerous global appliances, DevOps remains a mere
jargon devoid of any tangible means of explanation
Therefore, this current study acknowledges that software
for participants is constantly produced by the culture of
shared authority and collaboration between the two
teams in development and function.

The present era is seeing an increase in demand
for DevOps due to its rapid deployment and the delivery
to the organization fast and at an affordable price. The
program's partnerships with individual construct cycles
are tested and implemented quickly thanks to the
combination of operational staff and evaluation. Eighty-
eight percent of industries use the DevOps concept,
according to Capgemini's annual standard overview
report for 2016-2017. DevOps apps increased the
number of DevOps employees from 19% in 2015 to 22%
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in 2016 to 27% in 2017, according to reports. Thee
DevOps idea has gained considerable traction in the
industry due to customers' demands for a highly
attainable continuous release and pragmatism strategy
that can be applied anywhere, anytime. DevOpes
applications have been approved by Google, Netflix,
Amazon, LinkedIn, Spotify, Flicker, and Etsy to allow
software in excellent shape. The fundamental tenet of the
IT sector is to present new, improved applicants with
higher quality to customers, who constitute the primary
stakeholders within the company. Despite the growing
popularity of DevOps, there is a need to embrace
DevOps techniques because the DevOps methodology is
not easily understood. Because the DevOps method is a
strong pillar and it might be challenging for sectors to
choose which way to embrace and advance, DevOps
demands more investigation. Adapting the traditional IT
industry framework to the DevOps tradition impacts
every member of the development team since the
DevOps discipline must look at new tools, knowledge,
and general requirements.

Between evaluation and functioning to execute
DevOps techniques, traditional substitution presents a
difficult obstacle. Customs play a major role in the
software industry and are essential to DevOps research
due to the field's widespread acceptance. The operating
group and the people of the software industry
establishment are geographically separated, making it
difficult to emphasize cooperation and introduce changes
to the commune with the personnel.

Keeping that in mind, the primary goal of our
research is to understand the DevOps discipline,
recognize its benefits and challenges, and investigate
ways to embrace DevOps. There are relatively few
studies on the DevOps discipline that are carried out,
even though various research indicates that DevOps is
becoming more and more accepted in the IT industry.
Considering this, the current study carried out an LR to
determine the obstacles that the software industries of
today face in the field of DevOps. Software organizations
that are implementing DevOps apps and encountering
difficulties can benefit from this study.

The following are some noteworthy contributions made
by the suggested systematic research study:

e Try to describe the culture of DevOps, identify its
benefits and drawbacks, and investigate ways to embrace
DevOps.

e Create an SLR to determine the difficulties that the
software industry's DevOps discipline is right now
addressing.

e After identifying the key obstacles impacting DevOps in
GSD, an empirical study is conducted to determine the
problems influencing DevOps culture in GSD.

Moreover, the PLS-SEM technique is utilized to assess

outcomes of the carried-out SLR to emphasize the

importance to the recognized elements in the DevOps

culture in GSD.

Additionally, utilizing the data gathered from the
questionnaire, several quantitative tests have been carried
out to validate the application of the suggested
systematic framework.

The categories for this research are shown in Fig 1.
In Section I, the DevOps culture within GSD is
introduced, along with the difficult difficulties that
impact DevOps within GSD. The research study's
backdrop is presented in Section Il, and the methodology
is shown in Section IlI. In Section 1V, the results are
explained and rationalized. The study's future directions
are shown in Section V, and Section VI presents the

study's conclusion and recommendations for further

research.
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Figure :1 Basic Overview of Research Study

Related Work-I1

Today's  competitive, fast-paced technological
advancements and mechanization, along with sophisticated
software development, sometimes require technology
developers to be familiar with the electronic mechanism
foundation that enables them to quickly release software to
clients. The IT sectors are transitioning from outdated digital
era frameworks to the most recent ones, which allows them to
provide stakeholders with prompt and coherent solutions.
Traditional programming methods are very time-consuming,
and stakeholders must wait a long period for the most recent
updates before providing their replies. Many programming
development processes, such as incremental, agile, and
waterfall mock-ups, are antiquated and take a while to reveal
to customers. Several software development processes, such
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as incremental, agile, and waterfall, are antiquated and labcoor-mplex legal and regulatory frameworks to adopt
intensive. DevOps culture. The primary problem with DevOps in
The software life cycle uses a classic paradigm calalendy organization is a lack of curiosity, which prevents
the waterfall paradigm, which is easy to use and adheres topaarticipants from learning confidential knowledge and
sequential process. Within the waterfall paradigm, hthineders employee commerce.
software product is unmanageable and operates on a single As a result, other businesses do not accurately
software layer across several environments [30].Evuersye DevOps as it is more reliable than embracing tools.
development activity has its distinct stage, involving a le ngtEhmg ployee skepticism is further demonstrated by the

amount of time for the execution of the phase that comeexstreme

before and the phase that comes after.

On the other hand, the agile process combines
the incremental and iterative approaches, segmenting the
process into distinct iteration phases. It takes two to three
weeks to complete the specific iterations. The agile
approach is typically used in stable domains—except
complex software. DevOps idea seems to promote
implementations to customers with a high standard and
prompt service. DevOps was created during the 2008
Agile process in Toronto when Patrick identified it as a
cornerstone  of advancement and effectiveness.
Coordination and cooperation result in quick services
that meet customer needs. Nonetheless, research
indicates that people are resistant to change and prefer to
operate according to traditional methods. The alliances

between the development and operations teams, as weA.

as cooperation and teamwork, are essential to the
successful implementation of the DevOps culture.

The term "Wall of Confusion” should not be
used by the author. The integration of development and
operational staff had an impact on a team where several
knowledgeable individuals collaborated and shared their
knowledge with the entire group. Not every industry
benefits equally from DevOps endorsements. When
DevOps methodologies were first introduced, the
software industry was unaware of the many realities
surrounding incomprehensible software projects arl)
procedures. When DevOps methods are endorsed,
several issues are identified. Team members who are
both developers and operations personnel must
understand the most recent technological knowledge, and
implementation strategies, and extraordinary efforts are
chosen to set up the operation activities appropriately.
The major flaw in the DevOps practices is to certified
and address the DevOps operations aimed at improving
machine performance and market values. There are
several situations where DevOps and Agile are similar
and different. Since DevOps is a theoretical approach
that requires departmental civilizations to change, Agile
offers an alternative to logic. Scrum and significant
programming are examples of agile processes that are
absent from DevOps. Wide and varied scales of protocols
and instructions that are effectively carried out in a
certain domain are held by DevOps.

It will take less time for any software industry
with fewer employees to implement the most recent
guidelines, but it will take longer for an industry with

DevOps data sources and fewer
recommendations. The purpose of SLR is to encourage
acceptance of DevOps and alleviate the practical
challenges related to DevOps, as demonstrated in the
studies. Few research has been done thus far on the
effective implementation of DevOps culture and its uses
in businesses. DevOps culture necessitates intelligible
exploration considering science's rapid advancement to
identify promising opportunities for clients.

Research Methodology-111
To address the study concerns, a methodological

approach is necessary. The current study uses a
quantitative method to identify limited studies and
extract the relevant data. The other authors similarly
follow an LR to identify the problems.
Literature Review

Software engineers are familiar with LR's
attentiveness, and authors have embraced Kitchenham
and Charter's guidelines. Using search strings based on
research questions, an LR is the most recent technique
for conducting the necessary study, and it differs greatly
from theoretical studies. LR enables users to compile
information ~ following their tastes and industry
acceptance. LR finds accurate, real, and less biased
results than the study analysis. Planning, carrying out,
and reporting are the three processes that makeup LR.
Planning Stage
For easier understanding, the mechanism's interpolation
is dependent upon below. The systematic overview of the
planning phase for carrying out a systematic literature
review is shown in Fig. 2.

Define Research
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A 4
/Data SourcesMomle Schoxoa//ACmb?;gyi!al //lEEEExplorer//Sclence Direct//smnverunk/
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Figure 2: Stage of planning for the proposed
research project

a: Research Questions

In the LR process, creating a search query is the
primary stage. The framework of the research
guestions considers the earliest findings and looks
at all the details. The present study's introduction
already specified the research questions that are
appropriate for our investigation.

RQ-1: What obstacles exist for promoting DevOps?

RQ-2: What are the obstacles facing the DevOps
movement in the Indian industry?

RQ-3: Do the factors found in the LR and those found in
an empirical investigation differ in any way?
L]
b: Sources of Data
The SLR research process strikes a compromisge
between investigating every relevant study and avoiding
encountering significant unfavorable outcomes. Th,e
selected publications are sourced from five distinct
digital libraries, including Google Scholar, ACM Digita,|
Library, Science Direct, Springer Link, and IEEE
Explorer, after our search area.
There are two stages to the planning process.
i) Ascertain the need for analysis.
ii) Define and verify proper SLR protocol.
[ ]

There are five stages in the conducting step.
[ ]

i) Finding the primary literature using the search title.  ®

i) Study selection based on inclusion and rule-breaking.®
iii) Evaluate the literature's caliber

iv) A planned data extraction is used to remove the final
studies that were chosen.

v) Make plans to extract data from the literature.

The results are gathered and reported in the final
reporting stage. A relatively well-received and widely
recognized LR has been established through the
recommended research.

c: Erection of Search Strings

Following the formulation of research questions,
phraseologies aid in the intention to produce search
terms. Subsequently, an experiment search is carried out
throughout several databases, including IEEE Xplore,
ACM, Digital Library, Springer Link, Google Scholar,
and Science Direct, to probe the appropriate research
now available about DevOps culture.

The subsequent search method is used while taking the
search string into account.

1. Research questions that examine inhabitants,
involvement, and outcomes are chosen to eliminate
important titles.

2. For the primary titles,
expressions are established.

3. The validated search terms in any relevant research.

many forecasts and

d: Inclusion Criteria

The proposed study employs the following guidelines to
delve into relevant research and extract pertinent data.
The primary focus is on studies that address difficulties
related to the DevOps culture. The following is a
definition of the inclusion rules:

The study ought to be pertinent to the DevOps mindset.
Researches detailing the obstacles vendors have when
developing DevOps operations.

Research embellishes strategies for identifying the
cultural hurdles in DevOps.

Research exaggerates the relationship between DevOps
culture and vendors.

Embellished real-world studies to achieve a successful
DevOps culture.

English-language studies are chosen for inclusion.

e: Disqualifying Standards

The following is a definition of the extrication rules:
studies that fail to mention the difficulties posed by the
DevOps culture.

The studies chose similar but distinct databases.
research lacking the complete text.

Editorials, slides, and books were also extracted.
studies not related to English language studies.

f: Research Selection

Following the addition and removal procedure, 380
studies from various databases were chosen for the
suggested investigation. After carefully examining the
chosen studies, we have ultimately chosen 66 that
adequately address the current research's goal. The
selection of research using the tollgate approach is shown
in Table 1.

Sources Search Query

ACM (DevOps OR “continuous integration” OR “soft-

Library, wareautomation” OR “cross-function collaboration”

IEEE OR “con-tinuous deployment™) AND (culture OR val-

Xplorer, ues OR litera-ture) AND (challenges OR issues OR

Google barriers) AND (vendor OR supplier OR trader).

Scholar,

Science

Direct,

Springer

Link

Wiley Online | (“Challenges” OR “Barriers” OR “Hurdles” OR

Library “Problems” OR “Difficulties” OR “NegativeImpact”
OR “Implement” OR “Utilize” OR ) AND (“De-
vOps” OR “Development and Operation team” OR
“High performance team” OR “Continuous stream-
line” OR “Continuousdevelopment” OR “Continuous
Deployment”)
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Research
by Research
Applying by Research
search Primary | by Final

Sources string string Decision
Google
Scholar 6580 184 38
Springer
Link 3543 110 15
ACM
Library 114 31 8
Science
Direct 1233 20 8
IEEE 290 53 8
Wiley
Online
Library 53 16 6
Total 11813 414 83

Table 1 A review of the search query strings used to identify
relevant research

g: Analytical Principles for Study Selection

The chosen studies were evaluated to investigate
their values from different angles. The following
are the three questions that the quality assessment
uses to gauge the overall state and dependability of
the primary research that has been adopted.

# Challenges Frequency | Percentage
Lack of
1 Management 58 52
Lack of
DevOps
2 Approach 57 69
3 Security Issues 30 50
4 Poor Quality 40 55
Legacy
5 Infrastructure 30 45
Complicated
6 Infrastructure 50 62
Criticism
7 Practices 60 70
Lack of skill
8 | and Knowledge 64 53
Lack of
Collaboration
and
9 | Communication 52 75
Trust and
Confidence
10 problems 54 49

Q checklist inquiries

QL1: Does the study acknowledge the questions
it studied?

Table 2: Tollgate approach of relevant studies

Q2: Do the writers discuss the difficulties with
DevOps?

Q3: Are the research findings accessible?

The questions for the quality assessment included
specific values, such as 0, 0.5, and 1. taking into
consideration the research that reported results to
support value estimation

Table 3: a list of the most significant problems that LR
emphasized

queries. A research demonstrating modest
possession was chosen with a 0.5 weight. Research
unrelated to questions

about quality estimate received a score of 0. Table 4
contains the quality inspection records for the
adopted studies.
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Table 4: A description of the chosen papers'
assessment of quality

2) Conducting the Review

The review process is the next step in the SLR
activity. It is carried out to put an analysis entente
into action. The steps that are implicated are listed
below and are depicted in Figure 3.
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Figure 3: Overview of the LR for conducting the Literature
review.

a: Extracting Data

The information was extracted from the adopted
studies and incorporated into the quality assessment.
The category of research, such as survey, experiment,
case study, or SLR.A year of promotion. The journal
or conference that the research, as described, was
referenced to.

Those articles considered the essential components of
DevOps.

b: Analysing Data

Ten difficulties were investigated after a thorough
examination of all adopted studies. Table 3 lists each
of the issues addressed in the chosen research
separately.

3) Summarizing the Analysis

After observing the audit entente in action, reporting
is carried out. This stage consists of three phases.

a: Study Types

based on methods of study Throughout the process,
five different research categories—SLR, experiments,
case studies, interviews, and surveys—were
investigated. Empirical papers make up 83% of
research papers. Out of these papers, 16% are
experimental studies, 29% are case studies, 26% are
surveys, and 12% are interviews. A methodical
literature review approach is included in the remaining
17% of studies.

b: Distribution Over Time

The selected research papers span the years 2011
through 2022 and are all the most recent. Fig. 4 below

shows the distribution of the selected papers by year
of publication.

130 Year analaysis

2010, 2011, 2012, 2013 ,2014 ,2015, 2016, 2017 ,2018, 2019, 2020, 2021,2022,2023

Figure 4: Temporal distribution of the literature
studies that have been selected for the study that
was suggested.

c: Evaluation of Quality

The selection of research projects was based on the
application of the quality criteria rule. These
guidelines have been identified and placed on the QA
list. The selected papers are listed in Table 4.
According to, a quality score of less than 50% will not
be taken into consideration; on the other hand, a score
of 50% or higher will be regarded acceptable. Sixty-
six research papers met the criteria after the QA
checklist was applied; the other papers were rejected.

d: Research Approaches

In this section, the investigators addressed the main
concerns raised by the SLR research and provided
answers to the research questions. Table 3 lists the ten
topics that have a negative impact and are investigated
using SLR. The recommended study must consider
those obstacles whose percentage is greater than or
equal to 20. The other writers follow the same process
in their investigations. Additionally, the distribution %
analysis for the chosen research based on empirical,
theoretical,  framework preposition,  systematic
literature review, and exploratory investigations is
shown in Fig. 5.

year Analysis

m Emperical study Theroitical study
Exploratory studies: Literature review

m Preposition studies

FIGURE 5. Distribution analysis of the adopted framework based
on classification study.
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1)

B. Proposed Theoretical Structure and Hypothesis
Evolution

This section relates to the theoretical framework and
its hypothesis. The present study's conceptual
framework encompasses ten external components,
namely: insufficient cooperation and communication
(LCC), inadequate skill and knowledge (LSK),
criticism practices (CP), absence of a DevOps
approach (LDA), inadequate management (LM), trust
and confidence issues (TCP), complex infrastructure
(CI), poor quality (PQ), security issues (SI), legacy
infrastructure (PI), and one internal component,
namely DevOps culture (DVC). As illustrated in Fig.
6, each of these ten external components has a
significant impact on the DevOps culture.
The theoretical framework and its hypotheses are related
to this section. The conceptual framework of the current
study includes ten external components: inadequate trust
and confidence issues (TCP), complex infrastructure
(CI), poor quality (PQ), security issues (SI), legacy
infrastructure (PI), criticism practices (CP), lack of a
DevOps approach (LDA), inadequate management (LM),
and one internal component, namely DevOps culture
(DVC). Every one of these ten external elements has a
major influence on the DevOps culture, as shown in Fig.
6.

| DevOps In GSD influencing by Exogenous elements ‘

I .
< 7
€
& Y
Lack of Lack of DevOps Criticism Lackof skill |1k of C::::’Oram
Management Approach Practices and Knowledge Commdn.‘cahm
Trust and Complicated Legacy
Confidence Infrastructure Poor Quality | [ Security Issues | | |nfrastructure
problems
‘\, /“,

Figure 5: DevOps In GSD influencing by Exogenous elements.
Lack of Communication and Collaboration (Lcc)
Insufficient cooperation and communication is
investigated as a significant problem with a 68%
recurrence rate. The programmers and IT operations staff
obstruct their plans and goals and make it difficult for the
software to interact correctly, which causes the software
to be delayed. Professionalism and the environment
among employees make it difficult to interact effectively.
All the goals will be lost if there is no management.
Establishing a culture of shared teamwork is a
noteworthy —accomplishment because it requires
employees and reorganizes employee responsibilities.
2) Inadequate Knowledge and Skill (Lsk)
Previous research has revealed a significant
obstacle of 56% recurrence: a lack of ability and
understanding. DevOps applications require the

development and operation of both personnel skills and
awareness of self-perceptions, which are lacking in many
organizations. In addition to not understanding the
benefits, there is a lack of practical expertise and
interpretation of the theories, practices, tools, and
problems associated with implementing DevOps. Certain
industries have individuals who are focused on their
domain skills and create a lot of problems but lack
professional teaching and inspiration to learn DevOps.
3) Practices for Criticism (Cp)

According to earlier research, it also poses a
50% barrier to DevOps. According to the poll,
considering team culture to include the human element is
a major barrier to choosing DevOps because it is more
complex than the technical aspect [49]. An intolerant
atmosphere that prioritizes scolding, fighting, placing
blame, and adopting a pessimistic viewpoint creates a
hostile work environment and increases employee
resistance. Integrating DevOps into an organization
where employees have diverse viewpoints that primarily
stand in the way of successful industrial adoption is the
most significant problem.

4) Absence of a DevOps Strategy (Lda)

47% of respondents cite the absence of a
DevOps approach as a major barrier to adopting DevOps.
In certain software companies, there are instances where
the IT operations and development teams work
independently and lack DevOps expertise. The industry
and staff find it difficult to integrate the newest apps and
methods since there is a lack of common understanding
about what DevOps needs in the workplace and real-
world scenarios. DevOps is carried out in huge programs
and lacks a systematic structure.

5) Insufficient Management (Lm)

The role of management is crucial in any
industry. According to earlier studies, it is also regarded
as a major issue with 45% of assurance. In large
corporations, a shift in leadership is required to keep
workers functioning while allowing for fundamental
adjustments to their roles. Encourage staff members to
fulfill their job responsibilities as well. Project failure
results from misunderstandings caused by poor team
management. Management and DevOps have different
priorities if the head indicates that the data interferes
with their personal life. The discussion then shifts to the
conflict in the programming and significant changes to
their roles and property issues.

6) Issues with Confidence and Trust (Tcp)

The results of earlier research point to
difficult concerns, such as issues with confidence
and trust, while implementing a DevOps culture at
a rate of 45%. A problem with DevOps is the lack
of trust among employees in any firm and their fear
of losing their jobs and power due to cultural
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differences. The primary civilizing threat that
demonstrates the confrontational mindset due to
fear of losing a job is the trust issue and
disagreement. In this culture of distrust, adopting
DevOps is very difficult because of poor
acculturation, a lack of face-to-face
communication, and conferences. An organization
loses clients, prestige, and revenue because of this.

7) Complex Infrastructure (Ci)

An LR also identifies that the complex structure
in the software sector hurts the overall production
process. Three-quarters of the challenges come from
embracing the DevOps ethos and complicated
infrastructure. The adoption of DevOps is impacted by
using the newest appliances, which complicate the
industry framework and increase costs for some. Moving
forward from the paradigm of fundamental organizations
to a more detailed level, DevOps culture addresses
significant obstacles due to its insurmountable industrial
tectonic and cultural barriers. The difficult task is
evolving into a fantastic, organized culture. This enables
groups to be cost-effective, dependable, and innovative.
8) Low caliber (Pq)

With the certainty of 33%, one additional issue
is investigated: low quality. Because they lack a clear
understanding of the intended result and no guarantee of
its status, the operating sections lack confidence when it
comes to integrating software into the construction. The
majority of teamwork focuses on practical calculations
and strategies without guidance, which can result in poor
software quality and delay software release. Any
software industry experiencing high throughput will see
delayed software releases, which will also cause a delay
in bug patches and answers, as well as a failure to deliver
high-quality software on schedule.

9) Matters of Security (Ms)

Any industry's success is influenced by security.
An SLR examines how, with 29% frequency, security
concerns pose a significant obstacle to embracing
DevOps. If secure securities staff are not present, certain
candidates may approach confidential information that,
in certain situations, such as financial networks, might be
problematic. Additionally, some participants may have
access to databases containing sensitive information.
Permitting staff members to access internal data when
necessary while preventing them from doing so when not
is the primary challenge. Employees are the primary
cause of the problems in this scenario if a safety strategy
has not been thought through beforehand. They identify
admitted protocols to implement safety by ignoring the
risks related to safe
10) Older Technology (Pi)

A legacy structure that is seen in the literature

23% of the time is the crucial issue. Software

corporations that dominate traditional processes exhibit a
lack of expertise in those procedures, which negatively
impacts cultural norms and has political repercussions.
Consent mechanisms are designed for cultural practices
that persuade businesses to maintain the benefits of
cutting-edge technology, which is difficult to invest in.

C. Testing Theoretical Structure Experimentally

This part presents an explanation of the
conducted empirical inquiry and its outcomes.
Additionally, the survey was conducted using a
questionnaire in response to RQ2 in the software sectors.
1) Evaluation and Data Assembly Process

The present study employed the quantitative
analysis technique to examine and list the obstacles
associated with the adoption of DevOps culture.
Following an SLR analysis, a questionnaire survey was
conducted to carefully evaluate the major obstacles that
impede the adoption of a DevOps culture. The survey
questions were carefully constructed about the obstacles
that the SLR process examined. The obvious reason for
going above and beyond the questionnaire was to obtain
up-to-date information about the current situation, which
is unquestionably impossible to gather from the earlier
study. The closed-ended questions were created and sent
to software industry professionals with prior experience
implementing DevOps culture.

As a result, the candidates' responses to closed-
ended questions were straightforward. First, a few basic
questions were created, which were then improved by
running countless validity tests and carrying out a
feasibility study. For the survey, a five-point Likert scale
was used to collect practical feedback: "Strongly Agree,"
"Agree," "Neutral," "Disagree," and "Strongly Disagree."
As most studies have noted, there is no flaw in the
Neutral option's engagement. Additionally, there is no
impact when adopting the Neutral option, and applicants
are allowed to express their opinions by their
practices. Before administering the survey, it is
required to take a pretest. This makes it easier to
test the limitations and deficiencies of the queries.
The examination of the validity of. When it comes
to face validation, the superiority considers the facet
expressed in a sample and validates the experiment
that is being recovered on its face. In contrast,
content validity requires skilled workers who assess
the accuracy, coherence, and integrity of the survey
questions and determine which statements should
be included in the questionnaire The Appendix
Table displays the questionnaire questions.

2) Participant Selection

The purpose of the current study is to

identify  the challenges  encountered in
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implementing DevOps culture, which is why the
researcher chose to focus on software businesses
that have successfully implemented DevOps
culture. The questionnaire survey is being
completed by the following applicants: developers,
testers, analysts, designers, team managers, and
project managers. The candidates were chosen
using the snowball method. are additionally
contacted in this manner via emails, Facebook, and
LinkedIn, and some were contacted through the
candidate's associates. The entire set of data was
gathered between December 2, 2022, and February
20, 2023. Out of 220 candidates, 340 received the

survey without error. Every comment was taken into
consideration, and incomplete surveys were removed.

3. Data Analysis Method

Since the variables in this study are formative,
the authors used partial least square structural equation
modeling (PLS-SEM), which is the best technique for
this conceptual structure as suggested. PLS-SEM has two
models and is a multivariate evaluation technique. Both
structural and measurement models are used; the latent
variables in the structural model are related, and the
measurement model describes how the survey data are
related to one another. Applying SEM has the advantage
of allowing for the simultaneous assessment of
endogenous and exogenous factors. This study's sample
size exceeded the suggested range of 100-150 applicants.
The program utilized to compile the information for the
survey was

Results and Findings-1V

This section provides a detailed explanation of
the SLR finding, followed by the presentation of the
factual probe theoretical framework. Finally, the survey
is examined to verify the theoretical model and
distinguish the results.

A. LR Results

This Section addresses RQ1 by going over the issues
encountered when implementing a DevOps culture and
the topics covered in the SLR. Ten (10) obstacles were
found, and their frequencies and percentages are entered
into Table 3. It is observed that a substantial majority of
all cases involve a lack of cooperation and
communication. Following that, the second-highest
factor (73%), according to reports, in establishing a
DevOps culture is a lack of experience and
understanding. Therefore, while implementing a DevOps
culture, issues with trust and confidence at 59%, lack of
management at 62%, lack of DevOps methodology at

74%, and criticism procedures at 67% are troublesome.
In contrast to the intricate design, subpar craftsmanship,
security concerns, and legacy

It seems like you're referring to "LR Results" notes, but
without additional context, it's unclear what specifically
you're asking about. "LR" could stand for many things,
such as "Logistic Regression," "Linear Regression," or
something entirely different depending on the context.
Similarly, "Results" could refer to the outcomes of a
study, experiment, analysis, or some other process. as
well as an endogenous construct related to challenges
encountered in the adoption of DevOps culture. As a
result, PLS Model B is an additional tool that the authors
use to estimate formative assessment. Because of this,
PLS model B—the innovative formative model

TABLE 6 Percentage of the exogenous elements affecting the DevOps
culture.

B. Empirical Investigation's Findings

A description of the factual analysis that was
done and its follow-up are provided in this section. The
survey was conducted in software industries where the
DevOps culture is embraced to address RQ2. Every
experiment and its follow-up were also closely
examined.

1) Demographically Based Respondent Profile

When doing a practical appraisal, a thorough
examination of a questionnaire is required. The benefit of
more accurate results is provided by a close-up view of
the candidates, such as significant industry data. To
obtain precise survey results, the current study gathers
information on the candidate's demographics as well as
statistics relevant to the software business. Regarding
RQ2, this subdivision considers the completed
guestionnaire and practical examination. For PLS-SEM,
a precise sample size of 200 or more is required. A
sample size of 220 participants was attained for this
research study, and the table includes information
on the applicants, including their age, sex,
experience, and employment status.

2) Information About the Organization

Information on the field area from which a
survey is conducted is necessary. Table 6 lists the
specifics of the software, including its kind and the
number of workers in the sector. It is crucial to look
at the number of employees and the date that
DevOps was implemented in the company. The current
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paper focuses exclusively on DevOps-adopting software
organizations.

3) Examining the Dependability of a Questionnaire
Survey

The internal stability and reliability of the questionnaire
used in the current research study were examined using
Cronbach's alpha test. For numerous scale items,
Cronbach's alpha is used to determine whether the items
are correlated. Under ideal circumstances, Cronbach's
alpha should be 0.70 or higher, however, a value of 0.60
is also acceptable, On the other hand, a value of 0.80 is
regarded as good, but a number higher than 0.90 is not as
exceptional because of the potential for duplication. For
the reliability investigation, each construct's Cronbach's
alpha value was examined separately. The Cronbach's
alpha test results are displayed in the table below, which
indicates that the test. 4) Analysis of Quantitative Data

4) Analysis of Quantitative Data

PLS-SEM is the framework used in this study.
Additionally, the structural model was employed in the
first section, and the measurement model was used in the
second. The measurement model was determined by
carefully examining the construct's authenticity and
exactitude in the first part, and the relationship between
the construct is examined in the second. A well-designed
methodology was used in the study, and the model
estimation delivers more reliable results for route
coefficients related to the sequel.

5) Normalcy of Data

Before performing any additional statistical
analyses, the data utilized in this investigation needs to
be normalized. Consequently, to perform statistical
measurements, normal divisions of the variables utilized
in the relevant concept are required. Should data quality
not be enhanced, it could be feasible for the outcomes of
analysis or evaluation to vary. Using descriptive analysis
or visual inspection, which may include the probability
plot and histogram, the normalizing of the gathered data
is to be verified. The distribution of the data will be
regarded as normal if the

Experimental data follows the diagonal lines. One
possible method to examine the data normalization
further is to use multivariate indices, such as skewness
and kurtosis. One considers data with a uniform
distribution to be an extreme example [99]. within the
specified limits, the data indicates that it is regularly
distributed.

6) Sixth-Descriptive Statistics

The questionnaire's descriptive statistics for
each item in the construct are shown in this section.

Table 6 provides a detailed presentation of the mean,
standard deviation, skewness, and kurtosis for each item
in the recognized construct.

a: Model of Measurement

The present study introduces a formative
theoretical framework that encompasses ten exogenous
constructs identified through various research studies, as
well as an endogenous construct related to challenges
encountered in the adoption of DevOps culture. As a
result, PLS Model B is an additional tool that the authors
use to estimate formative assessment. Because of this,
PLS model B—the innovative formative model used in
this paper—was applied to the evaluation.

b: Structural Model

Wrap PLS 7.0 was used to quantify the path
coefficient values with effect size and R2 coefficient as
well as the T-values of the endogenous construct for the
assessment and hypothesis. More weight should be given
to the T-value criterion than 1.64 or 1.96. The path
coefficient divided by the standard errors is used to
quantify it, and the threshold's P value was less than 0.05
[89]. Wrap 3 was the most popular technique for
calculating the path coefficient of the structural model's
formative  representation  category. A thorough
examination of the path coefficient, effect size (ES),
value of T, and results of the hypothesis experiment is
conducted in

Ttem Mean Std.Dev
LCCI 225 1.049 0.769

Lce2 220 0911 0.612
LCC3 1.9 0.795 0.882
TCKT | 223 0866 | 038
TCK2 258 1051 0232
TCK3 241 0.965 0215
CPI 223 0,866 0338
CcP2 258 1.051 0232
CP3 241 0.965 0215
LDAT 225 1.049 70769
LDA2 220 0911 0612
LDA3 1.96 0.795 0882
LMI 223 0.866 0328
LM2 258 1.051 0232
LM3 241 0.965 0215
TCPI 223 0.866 0328
TCP2 258 1,051 0232
TCP3 241 0.965 0215
cn 225 1.049 0769
R 220 0911 0612
cnB 1.96 0795 0.882
PQI 223 0366 0328
2

PQ2 258 1051 0232
PQ3 241 0.965 0215
si 223 0.866 0.328
s 2.58 1.051 0232
S13 241 0.965 0215
L 23 0.866 0.328
L2 258 1051 0232 0733
L3 241 0.965 0215 0.902

Figure 7: exogenous elements affecting the DevOps in GS

Challeng

ing Avera
Element | Percent | Ra |surve | Ra | ge

s age nk | y% nk | Rank
Cl 62 1 54 6 7
PQ 60 2 25 9 8
Sl 56 3 65 7 9
LI 45 4 45 10 3
LSK 83 5 63 2 7
LCC 95 6 54 4 1
CpP 57 7 34 8 3
LM 42 8 62 3 4
LDA 46 9 78 1 2
TCP 56| 10 56 7 5
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7) Comparing the Experimental Study and LR

This section summarizes the empirical research and SLR,
focusing on the similarities and differences between the
two sets of data. Table 11 displays the order of the
components removed from the SLR as well as the results
of the survey. The researchers in this study used closed-
ended survey questions based on the difficulties
encountered when implementing the DevOps culture. The
questionnaire's affirmative answers, such as strongly agree
and agree, have been chosen by the authors.

Figure 8: Percentage analysis of SLR and survey studies
for exogenous elements.

Discussion and Significance-V

This paper's main goal was to identify every
obstacle an organization can encounter when
implementing a DevOps culture. The 10 problems were
investigated, and their impact was examined using LR. To
list the impact of the components that were investigated on
the culture of DevOps, a visionary framework was
developed. A variety of software sectors were chosen to
gather information about the key elements impacting the
culture of DevOps and the obstacles to DevOps adoption.
As was previously said, organizations must overcome
numerous obstacles while implementing a DevOps
culture, many of which are not considered realistic from
the developer's point of view. This paper highlights the
implications of these identified elements and examines the
challenges encountered in implementing a DevOps
culture.

To address RQ1, LR was conducted to identify
the obstacles that significantly impact the adoption of a
DevOps culture. Appropriately, twelve components from
the 66 selected early SLR research studies were shown to
have a significant impact on the adoption of a DevOps
culture in the literature. The visionary framework was
prompted to evaluate the prominence of the investigated
problems. To address RQ2, a visionary framework and its
conjecture were tested through quantitative inspection. Ten
elements make up the presented structure: complicated
infrastructure (CI), poor quality (PQ), security issues (Sl),
legacy infrastructure (PI), lack of collaboration and
communication (LCC), lack of skill and knowledge
(LSK), criticism practices (CP), lack of DevOps approach
(LDA), lack of management (LM), trust and confidence

problems (TCP), and lack of management (LM). Each of
the ten factors' ascendancy is evaluated in this study.

The results of this study's experiments contradict
the assertion made in the literature that inadequate and
critical procedures significantly affect the implementation
of the DevOps culture. One argument against it is that, as
time goes on, both components might become more
apparent, and developers might become more
knowledgeable, experienced, and proficient with new
software and projects involving cutting-edge technology.
The second explanation could be that the status of
software organizations differs from the past, and as a
result, the practitioners did not go through these parts that
are vital to the execution of the DevOps culture. The
software industries of today that embrace the DevOps
culture are supported by this result.

The experimental analysis's findings will
help reduce the possibility that engineers will
embrace a DevOps culture, which could lessen the
likelihood that software projects will fail.
Additionally, this analysis will assist organizations
in concentrating on the most important issues. In a
corporate setting, implementing a DevOps culture
can improve performance and accomplish the
tactical goal. To the best of our knowledge, no
study that examines the difficulties in
implementing the DevOps culture from the
developer's point of view has likely been done.

Conclusion and Future Work-VI

Owing to its complexity, there is no concept of
DevOps culture across multiple countries. The main goal
was to identify the obstacles that significantly affect how
the identified DevOps culture is implemented. The fact
that DevOps culture is a relatively new concept and that
there isn't much research on it limits the scope of our
study. It is advisable to consider applying the DevOps
culture for mitigation. Although the research strategy
used in this study is quantitative, the authors plan to
explore quantitative and qualitative methods in the future
for mitigating concerns related to the execution of
DevOps culture. Moreover, a case study approach might
be used to identify the difficulties impairing the
execution of the DevOps culture.
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