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Abstract  

          Newtrends such as the Internet of Things (IoT), the smart city, the digital transformation of companies 

and the global digital economy are at the forefront. With data storage and management, the cloud storage 

system is becoming an indispensable part of the new era. Today, authorities, companies and individual users 

are actively transferring their data to the cloud. Such a large amount of knowledge can create great wealth. 

However, this increases potential risks such as unauthorized access, data leakage, disclosure of sensitive 

information and privacy. Although there have been some studies on data security and privacy protection, there 

is no systematic research on this topic in cloud storage. In this paper, we provide a comprehensive review of 

the security and privacy literature and first provide an overview of cloud storage, including defining 

application classification and architecture. Second, we provide a detailed analysis of data security and privacy 

protection challenges and cloud storage requirements. Third, data encryption techniques and protection 

methods are discussed. Finally, we discuss data security research topics in cloud storage. 

1. INTRODUCTION 

                Information is considered the most important asset of an organization because it defines the 

uniqueness of each company. It is the most important foundation of knowledge, information and ultimately 

the wisdom of right decisions and actions. It can help cure diseases, increase business income, make a 

building more efficient or be responsible for achieving goals and improving performance. In addition, data 

storage, analysis and sharing are key services that every organization needs to improve performance. 

However, due to the explosion of data, companies are under enormous pressure to store big data on-premises. 

Finding information has also become more difficult due to limited resources. Most of the companies have 

switched to cloud computing for these services because of its many benefits such as on-demand service, 

scalability, reliability, flexibility, scalable services, disaster recovery, accessibility and more. Cloud computing 

is a paradigm that enables massive memory space and massive computing power at low cost. It enables users 
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to receive targeted services from multiple platforms regardless of location and time, providing a wide range of 

conveniences for cloud users. By moving the local data management system to cloud storage and using cloud-

based services, users can save costs and improve the productivity of project management and collaboration. 

As a result, individuals and organizations are increasingly moving to the cloud for many of their services. 

With the ever-expanding expansion of cloud technology, it is not difficult to imagine that almost all 

companies will move to the cloud in the near future. Despite the many features offered by cloud computing, it 

faces a number of obstacles that can hinder its rapid growth if not properly addressed. Consider a real-world 

application where a company allows its employees or departments to store and share data through the cloud. 

By using the cloud, the company can completely free itself from the burden of local maintenance and data 

storage. At the same time, it is also immune to various security threats, which is the biggest concern of cloud 

users. First, outsourcing data to cloud servers means that the data is under the control of the users, which 

makes users uncomfortable because the outsourced data may contain sensitive and valuable information. 

Second, information sharing often takes place in a hostile and open environment, and the cloud server has 

proven to be a target for attacks. In the worst case, the cloud server can expose users' data for illegal profit. In 

addition, information must be shared among various stakeholders such as business partners, employees, 

customers, etc. inside or outside the organization to improve business operations. However, the recipient may 

misuse this information and intentionally or unintentionally disclose it to an unauthorized third party. 

2.LITERATURE SURVEY 

[1] Kao et al. introduced a user-centric key management system called Cloud to protect the cloud. In 

the cloud, user data is encrypted indirectly with RSA using users' public keys. Users' private keys are stored 

on users' mobile devices, not on users' computers or servers. In addition, two-dimensional (2D) barcode 

images are used to represent users' private keys, which are later used to decrypt users' sensitive information.  

[2] Al-Haj et al. provided two crypto-based algorithms to ensure data confidentiality, integrity and 

authenticity. They implemented an encryption function using a hash code and symmetric keys to protect the 

data. Integrity and authenticity are ensured by an elliptic curve digital signature algorithm. In addition, the 

standard galois counter mode of advanced encryption is used together with the Whirlpool hash function to 

support authenticity and confidentiality. 

3.EXISTING SYSTEM 

            Data protection is a primary concern in the field of data security and cloud computing. Many solutions 

have been developed for this challenge. At the same time, there is no comprehensive analysis among the 

existing solutions, and it is necessary to study, classify and analyze the existing important work to find out the 

suitability of these solutions to the requirements. 

 4. PROPOSED SYSTEM 

           A number of clou data protection models have been researched and developed for many applications. 

Data protection is usually achieved through leak prevention and leak detection, and this article focuses on 
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achieving effective protection by preventing leaks and identifying the malicious entity responsible for the leak 

as described. The main approaches to prevent data leakage are adaptive cryptography and access control 

mechanisms. 

5.EXPERIMENTAL RESULTS
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6.CONCLUSION 

Data protection is a complex task in the field of cloud services and data security. Many works are 

interpreted to mitigate this challenge. However, a comprehensive overview of current solutions is not enough. 

This article provided a comprehensive analysis and explored key operational technologies and related 

solutions to securely share data in a cloud environment for data protection purposes. Important and sufficient 

information necessary to find the core of the method is highlighted, as well as the research gaps and future 

directions of each discussed solution. In addition, a comprehensive analysis and comparison is made between 

the mentioned technologies. The importance of each technique is analyzed according to the context. 
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