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Abstract:

Credit card transactions Fraud is a major issue in financial sector, which is causing financial harm to both individuals
& businesses To mitigate these risks, machine learning models have been employed to detect fraudulent transactions.
This study explores the performance of various classification models when using two different feature scaling
techniques, Standard Scalar and MIN-MAX Scalar. The goal is to compare the effectiveness of these scaling methods
in enhancing the accuracy and precision of credit card fraud detection.In this research, we examine five commonly
used classification models: Random Forest, KNeighborsClassifier, Logistic Regression, DecisionTreeClassifier, and
Gaussians. We assess their performance under two distinct scaling techniques: Standard Scalar and MIN-MAX Scalar.
The analysis is carried out on a dataset of credit card transactions, where the 'Class' variable categorizes transactions
into two classes: non-fraudulent (Class 0) and fraudulent (Class 1).For each model and scalar combination, we
measure performance using key evaluation metrics, including accuracy, precision, recall, F1 score, and ROC AUC
score. Accuracy reflects the model's overall ability to correctly classify transactions, while precision indicates its
accuracy in identifying fraudulent cases. Recall measures the model's capability to capture all actual frauds, while the
F1 score provides a balanced assessment of precision and recall. The ROC AUC score evaluates the model's ability to
distinguish between classes.The findings of this research reveal significant variations in the performance of
classification models based on the choice of scalar. Notably, the RandomForest model demonstrates remarkable
performance with both Standard Scalar and MIN-MAX Scalar, achieving near-perfect accuracy, precision, and recall
scores under Standard Scalar. This suggests that RandomForest is a robust choice for credit card fraud
detection.KNeighborsClassifier exhibits a substantial improvement in performance when using Standard Scalar,
achieving high accuracy, precision, and recall scores. LogisticRegression, too, benefits from Standard Scalar, resulting
in enhanced accuracy and precision, indicating its suitability for fraud detection tasks.DecisionTreeClassifier
showecases a significant performance boost with Standard Scalar, exhibiting strong accuracy and precision, making it
another favorable choice for this application.GaussianNB, while less accurate than other models, still demonstrates
reasonable performance, particularly with Standard Scalar.Overall, the choice of scalar plays a pivotal role in the
success of credit card fraud detection models. Standard Scalar generally leads to superior model performance,
particularly for RandomForest, KNeighborsClassifier, LogisticRegression, and DecisionTreeClassifier. However,
model selection remains crucial, as certain algorithms have limitations in capturing specific patterns and classifying
cases.This study offers practical insights for financial institutions and organizations seeking to enhance their credit
card fraud detection systems. It emphasizes the importance of careful model selection and the implementation of
appropriate feature scaling techniques. The findings contribute to the ongoing efforts to combat credit card fraud
effectively, reducing financial losses and safeguarding the interests of cardholders and businesses.

Keywords: Credit card fraud detection, machine learning, classification ,Standard Scalar,Min-Max Scalar, model
performance, feature scaling.

Introduction However, beneath the surface of this financial

convenience lies a pervasive challenge that demands
In the ever-evolving landscape of financial transactions, ~ Meticulous attention — the rampant issue of credit card
credit cards have solidified their place as indispensable ~ fraud. Instances of fraudulent activities, encompassing
tools, facilitating seamless and expedited exchanges. unauthorized transactions and identity theft, not only
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exact a toll in terms of financial losses but also cast
shadows of doubt over the trustworthiness of the entire
financial ecosystem. Recognizing the gravity of this
challenge, [1]there arises a compelling need for a
thorough and exhaustive exploration of methodologies
aimed at detecting and preventing credit card fraud.

This study, therefore, embarks on a journey to unravel
the complexities inherent in credit card fraud, seeking to
illuminate the nuances that surround this persistent
problem. [2]As we delve into this exploration, our
overarching objective is to contribute meaningful
insights that will play a pivotal role in the continuous
enhancement of fraud detection systems. Beyond merely
mitigating financial losses, our aim is to fortify the very
foundations of the financial industry, fostering an
environment of heightened security, trust, and
confidence in every financial transaction. Through this
endeavor, we aspire to be at the forefront of shaping a
financial landscape where the resilience of fraud
detection mechanisms aligns seamlessly with the
imperatives of safeguarding the interests of individuals
and businesses alike.

Prominent statistics pertaining to credit card
fraud:Credit card fraud remains a significant concern in
the United States, despite a slight decrease from 2020 to
2021. The threat encompasses Vvarious scenarios,
including personal information theft and data breaches
affecting companies. Here are key findings from our
collected data:

- In 2021, the Federal Trade Commission (FTC)
received reports of over 389,000 cases of credit card
fraud.

- The most extensive data breach involving credit card
information occurred in 2009 at Heartland Systems,
impacting 160 million credit cards (U.S. Department of
Justice).

- Globally, losses attributed to credit card fraud
surpassed $32 billion in 2021, as reported by the Nilson
Report, a leading trade publication in the payment card
industry.

- Texas led in reported credit card fraud cases in 2021,
with over 146,000 reports (FTC).

- Individuals aged 30 to 39 reported the highest number
of credit card fraud cases, while those aged 80 and older
experienced the highest median loss of $1,500 per report
(FTC).

According to the Nilson Report:

- Worldwide payment card fraud losses exceeded $32
billion in 2021, with nearly $12 billion occurring in the
U.S.

- Over the next decade, the industry is projected to incur
a cumulative $397 billion in losses globally, with $165
billion attributed to the U.S.

- Despite accounting for only 23% of card spending, the
U.S. contributed to 37% of global losses to card fraud in
2021.

- Increased credit card purchases, particularly online
transactions, and a surge in card-not-present transactions
contributed to higher fraud losses in the U.S.

- In 2021, fraud losses in the U.S. reached $11.9 billion,
marking an 18% increase from 2020 and connected to a
card volume of $11.3 trillion.

- Fraud, expressed in basis points per $100 in total
volume, decreased slightly to 6.61¢ in 2021, an
improvement from 6.77¢ in 2020.

David Robertson, Publisher of the Nilson Report, noted
that while fraud as a percentage of total card dollar
volume declined, criminals experienced a 14% growth
in the money stolen, amounting to nearly $4 billion
more in 2021 compared to 2020. Losses to fraud impact
card issuers, merchants, processors of card payments,
and processors of card transactions from ATMs. The
total worldwide spending, including cash advances and
withdrawals, reached $48.955 trillion in 2021, reflecting
a 16.6% increase from 2020. This substantial payment
volume involved various credit, debit, and prepaid
cards, both global and domestic, used at merchants and
ATMs.

Traditional fraud detection systems often rely on rule-
based models that identify suspicious activities based on
predefined criteria. While these systems are effective to
some extent, they struggle to keep pace with the rapidly
evolving techniques employed by fraudsters. This leads
to a high number of false positives, which not only
inconvenience legitimate cardholders but also create a
significant workload for fraud investigators. [3]In
essence, the battle against credit card fraud requires a
more sophisticated, adaptable, and data-driven
approach.The primary objective of this research is to
introduce and evaluate a credit card fraud detection
system that combines the K-Nearest Neighbors (KNN)
[4]algorithm with an adaptive fraud detection algorithm.
This novel approach aims to provide enhanced
accuracy, efficiency, and adaptability in detecting
fraudulent credit card transactions. [5]By leveraging
machine learning techniques and the adaptability of a
specialized fraud detection algorithm, this research
seeks to address the limitations of traditional rule-based
systems, reduce false positives, and keep pace with
evolving fraud tactics.
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This research investigates the effectiveness of different
feature scaling methods, specifically Standard Scalar
and MIN-MAX Scalar, in improving the accuracy and
precision of classification models for credit card fraud
detection. We explore the performance of five widely-
used classificationmodels:RandomForest,
KNeighborsClassifier,LogisticRegression,
DecisionTreeClassifier, and GaussianNB. [6]By
comparing the performance of these models under
different scaling techniques, [7]this study aims to
provide valuable insights for financial institutions and
businesses seeking to enhance their fraud detection
systems.

The dataset used in this research consists of credit card

transaction records, where transactions are categorized
into two classes: non-fraudulent (Class 0) and fraudulent
(Class 1).[8] By analyzing this data, we can evaluate
how effectively the chosen classification models, in
combination with distinct scaling techniques, can
identify and classify fraudulent transactions.

The research focuses on key performance metrics,
including accuracy, precision, recall, F1 score, and ROC
AUC score. [9]Accuracy measures the overall ability of
a model to accurately classify transactions. Precision
assesses[10] the accuracy of the model in identifying
fraudulent cases, minimizing the number of false
positives.[11] Recall evaluates the model's ability to
capture all actual fraudulent transactions, avoiding false
negatives. The F1 score provides a balanced assessment
of precision and recall.[12] Finally, the ROC AUC score
gauges the model's capacity to distinguish between the
two transaction classes.

The findings[13] of this research will shed light on the
advantages and disadvantages of different classification
models when coupled with specific scaling techniques.
Understanding the impact of[14] scaling methods on
model performance is crucial for making informed
decisions regarding credit card fraud detection systems.
The results will serve as a guide for financial institutions
and businesses aiming to enhance their fraud detection
capabilities,[15] thereby reducing financial losses and
ensuring the security and trust of cardholders and
businesses in the credit card industry.

Methodology

Dataset-In order to predict credit card fraud detection
for that we have taken dataset from the Kaggle website
which has been used by others researchers also. This
dataset is freely available on the internet and anyone
interested will be able to use and investigate on this
dataset. Also, we have performed our data analysis in
the python and have used the Jupyter notebook. This
dataset encompasses credit card transactions carried out
by European cardholders during the year 2023.

L0091 Q21085 -DOTRge -D0needr 1208

With a voluminous compilation exceeding 550,000
entries, the dataset ensures the anonymity of cardholders

Fig.1: credit card transactions along with Amount and Class
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to safeguard their identities. The principal aim of this
dataset is to support.The creation and enhancement of
algorithms and models dedicated to fraud detection. The
focus lies in identifying transactions that may exhibit
characteristics indicative of potential fraudulent activity.

Inspecting the data

Exploring credit card transaction data in Jupyter for
research involves importing Pandas and Matplotlib
libraries. Load the dataset into a Pandas DataFrame,
inspecting it with methods like head(), describe(), and
info() to understand the data structure and identify
missing values. Visualize transaction trends using
histograms or time series plots. Calculate basic statistics
for transaction amounts. Identify anomalies, patterns,
and correlations within the data. Document findings and
iteratively refine the analysis to gain insights into
fraudulent activity or spending behavior

life df.isnull().sum()
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[14]: 1ife df.info()

class 'pandas. core. frane.DataFrane ")
RangeIndzx: 568630 entries, 0 to 568629
Data columns (total 31 columns):

§ Column Non-full Count Dtype

id S68638 non-null inte4
W1 S68638 non-null floate4d
w2 568638 non-null Floatsa
w3 568632 non-null Floatead
S68638 non-null floate4d
W5 S6863@ non-null floates
va S68638 non-null floate4d
w7 568632 non-null Floatead
va S68638 non-null floate4d
A=l 568632 non-null Floatead
1 Vie S68638 non-null floate4d
i1 W1l 568632 non-null Floatead
1z W1z S68638 non-null floate4d
13 w13 S68638 non-nu 11 Floatea
14 W14 568632 non-null Floatead
is W15 568632 non-null Floatead
2 1e Wi1s 568632 non-null Floatead
17 W17 S68638 non-null floate4d

VaNOW A WR R
<
B

Class
dtype: int

L O~ I I~~~ I O O O o O O R~ I~ o R < o I I R R o R o R o R o I

18 wis 56863@ non-null floats4
1z wis 56863@ non-null floats4
Flg 2-|nspecting the data 2@ wze 56863@ non-null floats4
v e 21 w21 56863@ non-null floats4
22 w2z 56863@ non-null floats4
23 w23 56863@ non-null floats4
24 w24 56863@ non-null floats4
25 w2s 56863@ non-null floats4
26 w2s 568638 non-null Floatsa
27 w27 56863@ non-null floats4
28 W28 56863@ non-null floats4
2% Amount S6863@ non-null floatéd
3@ Class 56863@ non-null inté64
dtypes: floate4(22), intsa(2)

Following that, we have detailed

information on every single transcation that Fig. 3: All numerical data is free of null values with help of
contributes to fraud detection. It can be Inspection of Data

observed that, the terms for exploring the

data . id: Unique identifier for each Exploratory analysis

transaction Exploratory data analysis and visualization of the
V1-V28: Encoded features concealing distribution of classes in a DataFrame, often used in the
diverse transaction attributes such as time, context of binary classification problems, such as fraud
location, etc. Amount: Reflects the detection in credit card transactions.Below is an
monetary value of the transaction. Class: explanation of the Jupiter code:

Binary label indicating the fraudulent (1) or

non-fraudulent (0) nature of the transaction.

Potential Applications: Credit Card Fraud

Detection: Develop machine learning Distribution of Class
models geared towards identifying and
preventing credit card fraud. Leverage the
anonymized features to detect suspicious g:]: Pl flgUI‘E[flgSlIE (19 ))

transactions and enhance the security of ,

credit card transactions. Merchant Category

Analysis:  Investigate the correlation i ,

petwben different merchant categories and | class counts = Life df["Class' [ value counts()
fraudulent activities. Analyze patterns and

associations  within  specific merchant

categories to gain insights into potential ' .
i O e acintod with 1e(class counts, labels=class counts., index, autapct="AL.TRK)

it
certain types of transactions. . aee!
Transaction Type Analysis:  Analyze ’Pl tltlE( Dstrioution of ﬂms]

plt. legend )

plt.sh

whether certain types of transactions are
0

more prone to fraud than others.

Fig. 4: Distribution of Class
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Fig. 5:Transaction Amount Distribution

Explanation:
This pie chart shows distribution of class in which 1

represents as fraudent and O represents non-fraudent by
using plt.pie()creates a pie chart using the class counts
as data points. It sets the labels for the chart as the
unique values in the 'Class' column (‘0" for non-fraud
and '1' for fraud) and displays the percentage on each
slice with no decimal places.plt.title('Distribution of
Class")sets the title of the pie chart.plt.legend()adds a
legend to the chart to specify the meaning of each slice
(0 for non-fraud and 1 for fraud).plt.show() displays the
pie chart.The code helps visualize the distribution of
class labels in the 'Class' column, providing insights into
the balance or imbalance between non-fraudulent and
fraudulent transactions in the dataset.

And ,also shows the transaction of the above pie chart
distribution of transaction amounts that results into as

[25]: | # distribution of transaction amounts|
x = life_df[ "Amount’]
bins = 20

plt.hist(x, bins, color='lightgreen’)
plt.xlabel( Amount’)

plt.ylabel('Count")

plt.title( 'Transaction Amount Distribution')
plt.show()

As above, but broken down by target we explicitly
define the labels for the two classes (‘Non-fraudulent’
and 'Fraudulent’) and use them in the pie chart, breaking
down the chart by these two target classes. The rest of
the code remains the same, providing a visual
representation of the distribution of these target
classesin the 'Class' column that results into:

[36]: plt.figure(figsize=(6, 4))
sns.boxplot(x="Class’, y="Amount', data=life_df)
plt.title( ' Transaction Amounts by Class')
plt.show()

Transaction Amounts by Class

25000

20000 A

15000 1

Amount

10000 A

5000 A

Class

B e S A RS e |
Fig.6:Tansaction Amount By Class

After correlation heatmap is a visual representation of
the correlation or relationship between different
variables in a dataset. It is a commonly used tool in data
analysis and visualization to understand how variables
are related to each other that shows the Amounts of
transaction based upon Distribution of class which
Results in as shown:
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FiE
class @ = life_df[1ife df|'Class'|==0][ 'Amount"]
class_1 = life_df[1ife df['Class'|==1][ 'Amount']

Created a Boxplot of class against transaction amount is
a valuable data visualization technique, especially when

1t. figure(figsize=(10,6 . . . . . g .
Pl e ) dealing with datasets that involve binary classification,

plt.hist([class @, class 1], bins=38, stacked=True, color='lightgreen’, 'lightpink'], label=['Class @', ‘Class 1']) SUCh as fraud deteCtlon |n Credlt Card tl’ansaCtIOI’l The
plt. xabel ("Mt ) resulting boxplot allows you to visually compare the
o L T distribution of transaction amounts between non-
plt.title('Transaction Amounts by Class') i i

plt. Legen() fraudulent and fraudulent transactions, helping to

Pt shu) identify potential differences and outliers.

Vs -

V26 - Classification Of All Model Comparison Results

vai- The dataset’s features have been processed using two

V28 - different scaling techniques: MIN-MAX Scalar and
Amount - Standard Scalar. Each model is then trained and

evaluated using both versions of the scaled data. This

Class - -
|
m
S

W10 -
w12 -
via -l
vie -l

| | | | B N |
ANmYnOrRE DN approach allows us to compare the performance of the
222222222222 models under each scaling method and determine
One is more suitable for our specific problem of
Fig.7: A correlation heatmap all algorithms.
Model Accuracy Precision Recall F1 Score ROC AUC Score
Min- | Standard | Min Satndard | Min- Stan | Min- | Standad | Min- | Standard
Max | Scalar -Max Scalar Max dard | Max | Scalar | Max | Scalar
Scalar Scalar Scalar | Scal | Scala Scala
ar r r
1.00 0.9999
Random Forest | 0.6480 0.5919 | 0.9998 | 0.9580 | 00 0.731 | 0.9999 | 0.647
0.999 7 4
0.5010 | 0.9978 | 0.5010 | 0.9957 1.0000 0.667 | 0.9978 | 0.500
KNeighbors 5 0 0.9978
Classifier
Logistic 0.5010 | 0.9653 | 0.5010 | 0.9773 1.0000 [ 0.95 | 0.667 | 0.9649 | 0.500 | 0.9653
Regression 28 5 0
Decision Tree | 0.5069 | 0.9981 | 0.9956 | 0.9972 | 0.0158 | 0.99 | 0.031 | 0.9981 | 0.507
Classifier 91 2 9 0.9981
GaussianNB 0.5015 | 0.9180 | 0.5012 | 0.9753 1.0000 | 0.85 | 0.667 | 0.9130 | 0.500
82 8 5 0.9182
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It shows that , By comparing all the models results in
RandomForest: This model performs best with both
scaling methods, but significantly better with Standard
Scalar (F1 score close to 1) compared to MIN-MAX
Scalar.

Gaussian NB: This model performs better with
Standard Scalar than with Min-Max Scalar.
KNeighborsClassifier: This model has almost the same
performance with both scaling methods, but slightly
better with Standard Scalar.

LogisticRegression: This model performs significantly
better with Standard Scalar than with MIN-MAX
Scalar.

DecisionTreeClassifier: This model has the lowest F1
score with MIN-MAX Scalar, but performs well with
Standard Scalar.

Summary:

In summary, this research sheds light on the intricacies
of credit card fraud detection, specifically examining
the influence of different feature scaling techniques on
the performance of various classification models.

The results highlight notable differences in model
performance based on the chosen scalar. Notably,
Random Forest emerges as a dependable choice for
credit card fraud detection, exhibiting impressive
accuracy, precision, and recall scores, particularly
when paired with Standard Scalar.
KNeighborsClassifier and LogisticRegression also
show improved outcomes with Standard Scalar.

While GaussianNB demonstrates comparatively lower
accuracy, it still performs reasonably well, especially
in

conjunction with Standard Scalar. The overarching
lesson underscores the pivotal role of feature scaling
techniques in optimizing credit card fraud detection
models. Standard Scalar generally proves more
effective

across multiple models, but the careful selection of the
appropriate algorithm remains a critical factor.

i rom sklearn.netrics dnport classification report
nodel = RandomFarestClassifier()

nodel. fit(std x train, y train)

y_pred = model. predict(std x_test)

print(classificstion report(y test, y pred))

A

Lre

precision  recall fl-score support

| ce

8 1.08 1.68 1.6 56758
1 1.08 1.60 1.00 56976

accuracy 1.8 113726
macro avq 1.08 1.08 1.8 113726
neighted avg 1.00 1.08 1.60 113726

Fig. 8: Results that Random Forest has the highest accuracy
Conclusion:

In conclusion, this research delves into the realm of
credit card fraud detection, exploring the impact of
different feature scaling techniques on the
performance of various classification models. The
study focuses on five widely-used models and
evaluates their effectiveness using a dataset of credit
card transactions categorized as non-fraudulent or
fraudulent. The findings reveal significant variations in
model performance based on the choice of scalar.
Notably, Random Forest emerges as a robust choice
for credit card fraud detection, demonstrating
remarkable accuracy, precision, and recall scores,
particularly with Standard Scalar. K Neighbors
Classifier and Logistic Regression also show
improved performance with Standard Scalar. While
Gaussians is comparatively less accurate, it still
exhibits reasonable performance, especially when
paired with Standard Scalar. The overall takeaway
emphasizes the crucial role of feature scaling
techniques in optimizing credit card fraud detection
models. Standard Scalar generally leads to superior
performance across multiple models, but the careful
selection of the right algorithm remains pivotal. This
study provides practical insights for financial
institutions seeking to enhance their fraud detection
systems.
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