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Abstract:

Email phishing attacks continue to pose significant threats to individuals, organizations, and online platforms. Detecting and preventing such
attacks is crucial to safeguard sensitive information and maintain cybersecurity. This paper comprehensively surveys email phishing attack
detection methods, exploring their strengths, weaknesses, and applicability. We review various approaches, including rule-based, machine
learning, and hybrid techniques, assessing their effectiveness in identifying and mitigating phishing attacks.

First, we delve into the types of email phishing attacks, examining their defining characteristics and common techniques employed by
attackers. We then explore traditional rule-based detection methods, such as keyword matching and sender reputation analysis, discussing
their limitations and potential vulnerabilities. Next, we analyze machine learning-based approaches, including feature extraction and
selection, as well as classification algorithms, evaluating their performance in detecting phishing emails. We investigate hybrid detection
approaches that combine rule-based and machine-learning methods to enhance detection accuracy and reduce false positives. We discuss the
strengths and limitations of these hybrid techniques and their potential for real-world applications.

To evaluate the effectiveness of different detection methods, we present key evaluation metrics, such as accuracy, precision, recall, and false
positive/negative rates. We highlight the challenges in email phishing detection, including the evolving evasion techniques employed by
attackers and the need to adapt to emerging attack strategies.

I. Introduction
A. Background and motivation

Email phishing attacks have become increasingly sophisticated and prevalent in recent years, posing significant threats to individuals,
organizations, and online platforms. Phishing attacks involve the deceptive use of emails to trick recipients into revealing sensitive
information, such as login credentials, financial details, or personal data. The consequences of falling victim to such attacks can be severe,
leading to financial losses, identity theft, and reputational damage.

Detecting and preventing email phishing attacks is a critical aspect of maintaining cybersecurity. However, the rapidly evolving nature of
these attacks makes it challenging to develop effective and reliable detection methods. Phishing techniques constantly evolve, employing
advanced social engineering tactics and exploiting vulnerabilities in human behaviour and technical systems. As a result, traditional security
measures, such as spam filters and blacklisting, are often insufficient to detect sophisticated phishing attempts.

To address this challenge, researchers and practitioners have developed various email phishing attack detection methods, leveraging rule-
based systems, machine learning algorithms, and hybrid approaches. These methods aim to analyze email content, sender information, and
other relevant features to distinguish between legitimate emails and phishing attempts.

The motivation behind this research paper is to provide a comprehensive survey of email phishing attack detection methods, examining their
strengths, weaknesses, and applicability. By reviewing and analyzing existing approaches, we aim to provide insights into the effectiveness
of different detection techniques and identify areas for improvement. This survey serves as a valuable resource for researchers, practitioners,
and policymakers working towards enhancing email security and combating phishing attacks.

By understanding the current state of email phishing attack detection methods, researchers can identify gaps in knowledge and explore new
directions for research and development. Furthermore, organizations can make informed decisions regarding the implementation of phishing
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detection systems, taking into account the strengths and limitations of different approaches. Ultimately, the goal is to advance the field of
email security and contribute to the ongoing efforts to protect individuals and organizations from the ever-growing threat of email phishing
attacks.

B. Importance of email phishing attack detection.

Email phishing attack detection plays a crucial role in maintaining cybersecurity and safeguarding sensitive information. The importance of
effective detection methods for email phishing attacks can be outlined as follows:

1. Protection of Personal and Financial Data: Email phishing attacks aim to trick individuals into divulging personal information, such as
passwords, credit card details, or social security numbers. Effective detection methods help prevent unauthorized access to this sensitive
information, protecting individuals from identity theft, financial fraud, and other malicious activities.

2. Safeguarding Organizational Assets: Organizations are frequent targets of email phishing attacks, as cybercriminals attempt to gain
unauthorized access to corporate networks, sensitive data, or intellectual property. By promptly detecting and mitigating phishing attempts,
organizations can prevent data breaches, financial losses, and reputational damage.

3. Mitigating Business Disruption: Successful email phishing attacks can lead to business disruption, including unauthorized access to
corporate systems, compromised accounts, or ransomware infections. Detection methods that identify and block phishing emails can help
minimize the impact of such attacks, ensuring smooth business operations and reducing downtime.

4. Preserving Customer Trust: Phishing attacks that impersonate legitimate organizations can erode customer trust and tarnish brand
reputation. By effectively detecting and combating phishing attempts, organizations demonstrate their commitment to customer security,
instilling confidence and maintaining a loyal customer base.

5. Compliance with Regulations: Many industries are subject to stringent data protection and privacy regulations. Implementing robust email
phishing attack detection methods ensures compliance with these regulations, reducing the risk of penalties, legal repercussions, and non-
compliance-related costs.

6. Minimizing Social Engineering Attacks: Phishing attacks often rely on social engineering techniques to deceive individuals. By detecting
and blocking phishing emails, detection methods reduce the success rate of social engineering attempts, mitigating the impact of manipulative
tactics and promoting digital literacy and awareness.

7. Early Detection and Incident Response: Detecting email phishing attacks in their early stages allows organizations to initiate timely
incident response procedures. This enables prompt investigation, containment, and mitigation of the attack, limiting potential damage and
reducing recovery time.

8. Enhancing Overall Cybersecurity: Email phishing attacks are a common entry point for more sophisticated cyber threats, such as malware
infections, advanced persistent threats (APTS), or insider attacks. Effective detection of phishing attempts strengthens overall cybersecurity
posture, preventing further intrusions and ensuring a layered defence strategy.

Il. Types of Email Phishing Attacks

Email phishing attacks encompass a wide range of deceptive techniques used by cybercriminals to trick recipients into revealing sensitive
information or taking malicious actions. Here are some common types of email phishing attacks:

1. Generic Phishing: This is the most basic form of phishing attack where the attacker sends mass emails pretending to be a legitimate entity,
such as a bank or an online service provider. The emails typically request recipients to click on malicious links or provide personal
information.

2. Spear Phishing: Spear phishing attacks are targeted at specific individuals or organizations. Attackers gather information about their targets
to craft personalized and convincing emails. These emails often appear to be from trusted sources, such as colleagues, business partners, or
friends and aim to deceive recipients into disclosing sensitive information or performing certain actions.

3. Whaling: Whaling attacks specifically target high-profile individuals, such as executives or high-ranking officials, within an organization.
Attackers leverage their social status and exploit their authority to deceive them into divulging confidential information or initiating
fraudulent transactions.

4. Clone Phishing: Clone phishing involves creating near-identical replicas of legitimate emails, such as invoices, receipts, or security alerts,
with slight modifications. Attackers replace legitimate links or attachments with malicious ones, tricking recipients into clicking on them
and compromising their systems.
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5. CEO Fraud: In CEO fraud or business email compromise (BEC) attacks, attackers impersonate top-level executives within an organization.
They send emails to employees, typically from compromised or spoofed email accounts, requesting urgent wire transfers, confidential
information, or changes to account details.

6. Pharming: Pharming attacks manipulate the Domain Name System (DNS) or compromise routers to redirect users to fake websites that
resemble legitimate ones. The objective is to collect login credentials, and financial information, or install malware on victims' devices.

7. Vishing: Although not exclusively email-based, vishing (voice phishing) attacks often originate from phishing emails. Attackers use phone
calls or voice messages to deceive individuals into revealing sensitive information, such as banking credentials or personal identification
numbers (PINSs).

8. Smishing: Similar to vishing, smishing (SMS phishing) involves the use of text messages to trick individuals into disclosing personal
information or performing specific actions. Links within the text messages may lead to phishing websites or install malicious software.

9. Malware Phishing: Malware phishing attacks attempt to deliver malware-laden attachments or embedded links within emails. Opening
such attachments or clicking on the links can result in the installation of malicious software, such as keyloggers, ransomware, or remote
access tools.

10. Credential Harvesting: In credential harvesting attacks, attackers create deceptive emails that mimic legitimate login pages of popular
services, such as social media platforms or online banking websites. The goal is to trick recipients into entering their login credentials, which
the attackers capture and subsequently exploit.

A. Common attack techniques

Email phishing attacks employ a variety of techniques to deceive recipients and manipulate them into divulging sensitive information or
performing unintended actions. Here are some common attack techniques used in email phishing:

1. Spoofing: Attackers use email spoofing techniques to forge the sender's email address, making it appear as if the email is coming from a
trusted source or a legitimate organization. This technique aims to deceive recipients into believing that the email is genuine and increases
the chances of them falling for the phishing attempt.

2. Social Engineering: Phishing attacks heavily rely on social engineering tactics to exploit human emotions, curiosity, or urgency. Attackers
craft emails with compelling narratives, urgent requests, or emotional appeals to manipulate recipients into taking immediate action or
sharing sensitive information.

3. Urgency and Fear Tactics: Phishing emails often create a sense of urgency or fear to prompt recipients into hasty actions. For example,
emails may claim that an account will be closed or a service will be discontinued unless immediate action is taken, thus pressuring recipients
to provide sensitive information without due diligence.

4. Link Manipulation: Attackers include malicious links within phishing emails, disguising them as legitimate URLSs. These links often
redirect recipients to fake websites that closely resemble legitimate ones, tricking them into entering their credentials or other sensitive
information. Attackers may use URL shorteners or embedded hyperlinks to hide the actual destination of the link.

5. Attachment-based Attacks: Phishing emails may contain malicious attachments, such as infected documents, PDFs, or executable files.
When recipients open these attachments, malware may be installed on their systems, allowing attackers to gain unauthorized access, steal
information, or launch further attacks.

6. Credential Harvesting: Phishing attacks frequently aim to harvest login credentials for various online platforms, such as email accounts,
social media accounts, or online banking. Attackers often create fake login pages that resemble the legitimate ones, tricking recipients into
entering their credentials, which are then captured by the attackers.

7. CEO/Executive Impersonation: In targeted phishing attacks, attackers impersonate high-ranking executives or CEOs within an
organization. By using a forged email address or compromising legitimate email accounts, attackers attempt to deceive employees into
carrying out financial transactions or sharing sensitive information.

8. Brand Spoofing: Phishing emails may imitate well-known brands, organizations, or financial institutions to gain recipients' trust. By
mimicking the visual elements, logos, and email templates of reputable entities, attackers try to persuade recipients to provide confidential
information or perform actions that benefit the attackers.

9. Pretexting: Pretexting involves creating a fictional scenario or pretext to manipulate recipients into providing sensitive information.
Attackers may pose as a trusted entity, such as an IT department or a customer support representative, and request personal or account
information under the guise of resolving an issue or confirming details.
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10. Smishing and Vishing Integration: Phishing attacks can extend beyond email and incorporate other communication channels. Smishing
(SMS phishing) involves sending fraudulent text messages, while vishing (voice phishing) leverages voice calls to deceive individuals into
sharing sensitive information or performing actions.

I11. Traditional Rule-Based Detection Methods

Rule-based detection methods for phishing attacks rely on predefined rules or patterns to identify and classify potential phishing emails.
These methods involve the use of specific criteria or characteristics commonly associated with phishing emails. Here are some commonly
used rule-based detection techniques:
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[ |
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Figl.0 Phishing Attack Flow

1. Keyword Matching: Phishing emails often contain specific keywords or phrases that can help identify them. Rule-based systems can be
configured to check for the presence of these keywords in the email subject, body, or sender's information. Common keywords may include
"urgent," "account verification," "suspicious activity," or phrases that create a sense of urgency or fear.

2. Sender Reputation: Rule-based systems can maintain a list of known phishing senders or domains and compare the sender's information
in incoming emails against this list. If a match is found, the email can be flagged as potentially suspicious. Additionally, rule-based methods
can check for email senders using free email providers, such as Gmail or Yahoo, which are commonly associated with phishing attacks.

3. URL Analysis: Phishing emails often contain deceptive URLS that aim to redirect recipients to fraudulent websites. Rule-based techniques
can analyze the URLs in email content and compare them against a list of known phishing domains or patterns. I1f a match is found, the email
can be classified as suspicious. These rules may include checking for slight misspellings, subdomains, or unusual domain extensions.

4. HTML Analysis: Phishing emails often use HTML techniques to hide malicious content or deceive users. Rule-based detection methods
can analyze the HTML code in emails to identify suspicious elements, such as hidden form fields, embedded scripts, or misleading links.

5. Attachment Analysis: Phishing emails may include malicious attachments that can compromise the recipient's system. Rule-based systems
can scan email attachments for specific file types commonly associated with malware, such as executable files (.exe) or macro-enabled
documents (.docm). Additionally, rule-based techniques can check for suspicious attachment file names or file extensions.

6. Header Analysis: Phishing emails may manipulate email headers to deceive recipients. Rule-based methods can analyze email headers for
anomalies or inconsistencies, such as mismatched domain names, forged sender addresses, or unusual routing paths.

7. Social Engineering Indicators: Phishing emails often employ social engineering techniques to trick users into taking action. Rule-based
systems can identify social engineering indicators, such as requests for personal information, urgent requests for immediate action, or offers
that seem too good to be true.
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Rule-based detection methods are relatively simple and can be implemented with predefined rulesets. However, they may be prone to false
positives or false negatives if the rules are not comprehensive enough or fail to capture evolving phishing techniques. To enhance detection
accuracy, rule-based methods are often combined with other approaches, such as machine learning or anomaly detection, to create more
robust and adaptive phishing detection systems.

ML-based real-time detection methods have gained significant attention in the realm of phishing attack detection due to their ability to
continuously analyze incoming emails and identify potential phishing threats in real time. These methods leverage machine learning
algorithms to analyze various features and patterns within email messages to distinguish between legitimate emails and phishing attempts.
Here are some commonly employed ML-based techniques for real-time phishing attack detection.

ML-based phishing attack detection has emerged as a powerful approach in the ongoing battle against cyber threats. Phishing attacks continue
to pose a significant risk to individuals, businesses, and organizations, making it crucial to develop effective detection methods. Machine
learning (ML) techniques have shown promise in addressing this challenge by leveraging algorithms to analyze and classify emails, helping
to identify and mitigate phishing attempts. This essay explores the key aspects and benefits of ML-based phishing attack detection.

ML-based phishing attack detection involves training models on large datasets containing examples of both legitimate and phishing emails.
These models learn patterns, features, and characteristics of phishing attempts, enabling them to differentiate between genuine emails and
potential threats. Various ML algorithms, such as decision trees, support vector machines, and neural networks, are employed to perform
this classification.

One of the significant advantages of ML-based detection is its ability to adapt and evolve with the ever-changing landscape of phishing
attacks. As attackers continuously develop new techniques and variations, ML models can be trained on updated datasets to stay ahead of
emerging threats. This adaptability enables organizations to detect sophisticated phishing attempts that traditional rule-based or signature-
based methods might miss.

ML-based detection also benefits from its real-time capabilities. By continuously analyzing incoming emails in real-time, ML models can
quickly identify and flag suspicious messages, minimizing the window of opportunity for attackers. Real-time detection enhances the
proactive response to phishing attacks, allowing organizations to take immediate action to protect their users and systems.

Furthermore, ML-based detection methods can leverage various email features and attributes to improve accuracy. These features include
email content analysis, email headers, embedded images, URLs, and behavioural patterns. ML models can identify anomalies, patterns, or
indicators of phishing within these features, enhancing the precision of detection.

ML-based phishing attack detection, however, is not without challenges. It requires substantial labelled datasets for training, encompassing
a wide range of phishing scenarios and variations. Additionally, the models need regular updates and retraining to adapt to evolving attack
techniques.

In conclusion, ML-based phishing attack detection holds immense potential to mitigate the risks posed by phishing attacks. Its ability to
learn from data, adapt to new threats, and provide real-time analysis makes it a valuable tool in the fight against cybercrime. By combining
ML techniques with other security measures and user awareness, organizations can significantly enhance their defence against phishing
attacks, safeguarding sensitive information and maintaining a secure online environment.
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Figl.1 Attack detection methods

1. Content Analysis: ML models can analyze the content of email messages, including text, links, attachments, and HTML structure, to
identify suspicious patterns or indicators of phishing. Natural Language Processing (NLP) techniques can be used to extract relevant features
and analyze the semantic meaning of the email content.

2. Email Header Analysis: Phishing emails often have anomalies or inconsistencies in the email headers, such as forged sender addresses or
unusual routing paths. ML models can analyze email headers to detect such anomalies and flag suspicious emails.

3. Image Analysis: ML algorithms can be utilized to analyze embedded images within emails. Phishing emails may contain images that try
to deceive users or redirect them to malicious websites. ML models can extract features from images, such as visual similarity or malicious
patterns, to identify potential phishing attempts.

4. URL and Domain Analysis: ML-based techniques can analyze URLs and domain names within email messages to identify phishing links.
ML models can evaluate various characteristics of URLS, such as length, domain reputation, similarity to known legitimate websites, and
the presence of obfuscation techniques, to assess the likelihood of a URL being associated with a phishing attack.

5. Behavioral Analysis: ML models can learn normal email usage patterns of individuals or organizations and identify deviations from these
patterns. For example, if an email is sent from an unusual location or at an unexpected time, it could be flagged as potentially malicious.
Behavioural analysis can also consider recipient behaviour, such as the frequency of clicking on links or opening attachments, to assess the
likelihood of a phishing attempt.

6. Ensemble Approaches: ML-based phishing detection methods often employ ensemble approaches that combine multiple ML models or
algorithms to improve accuracy. Ensemble methods can aggregate the outputs of individual models and make a collective decision, leading
to more robust and reliable phishing detection.

It's worth noting that ML-based detection methods for phishing attacks require a training phase where the models are trained on a labelled
dataset containing examples of phishing and legitimate emails. The models learn from these examples to generalize and make predictions
on unseen email messages. Continuous updates and retraining of the ML models are necessary to adapt to new phishing techniques and
evolving attack patterns. ML-based real-time detection methods have shown promise in enhancing the effectiveness of phishing attack
detection systems. However, it's important to employ a multi-layered security approach that combines ML techniques with other security
measures, such as user education, regular system updates, and threat intelligence feeds, to ensure comprehensive protection against phishing
attacks.
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IV. Evaluation Metrics for Email Phishing Detection

Accuracy, precision, and recall are evaluation metrics commonly used in assessing the performance of classification models, including those
employed in email phishing attack detection. Here's an explanation of each metric:

1. Accuracy: Accuracy measures the overall correctness of the classification model by calculating the ratio of correctly classified instances
to the total number of instances. It indicates the model's ability to make correct predictions across all classes. The accuracy metric is computed
using the following formula:

Accuracy = (Number of Correct Predictions) / (Total Number of Predictions)

While accuracy is an important metric, it may not be sufficient on its own, especially in imbalanced datasets where the number of instances
in different classes varies significantly. In such cases, accuracy can be misleading, as the model may achieve high accuracy by simply
predicting the majority class while performing poorly on the minority class.

2. Precision: Precision is a metric that assesses the accuracy of positive predictions made by the model. It quantifies the proportion of true
positive predictions (correctly identified positive instances) out of all positive predictions made by the model. Precision helps determine the
model's ability to avoid false positives (instances wrongly classified as positive). The precision metric is calculated using the following
formula:

Precision = (True Positives) / (True Positives + False Positives)

Higher precision indicates a lower rate of false positives, which is crucial in phishing attack detection to minimize the risk of falsely
labelling legitimate emails as phishing attempts.

3. Recall: Recall, also known as sensitivity or true positive rate, measures the model's ability to identify positive instances correctly. It
calculates the proportion of true positive predictions out of all actual positive instances in the dataset. Recall helps assess the model's capacity
to avoid false negatives (instances wrongly classified as negative). The recall metric is computed using the following formula:

Recall = (True Positives) / (True Positives + False Negatives)

Higher recall indicates a lower rate of false negatives, which is crucial in phishing attack detection to avoid missing actual phishing emails.

In the context of email phishing attack detection, achieving a balance between precision and recall is crucial. A high precision ensures that
the model minimizes false positives, thereby reducing the chances of flagging legitimate emails as phishing attempts. On the other hand, a
high recall ensures that the model minimizes false negatives, ensuring that a significant portion of actual phishing emails is correctly
identified.

Different applications may prioritize precision or recall based on their specific requirements. For example, a conservative approach may
prioritize precision to minimize false positives, even if it results in a higher rate of false negatives. Conversely, a more inclusive approach
may prioritize recall to minimize false negatives, even at the expense of a slightly higher false positive rate.

To assess the overall performance of a classification model, it is advisable to consider multiple evaluation metrics, including accuracy,
precision, and recall, in conjunction with other relevant metrics such as F1 score, area under the ROC curve (AUC-ROC), or specificity,
depending on the specific needs and characteristics of the problem domain.

False positive and false negative rates

False positive rate and false negative rate are two important metrics used in evaluating the performance of classification models, including
those used in email phishing attack detection. Here's an explanation of each rate:

1. False Positive Rate (FPR): The false positive rate measures the proportion of negative instances that are incorrectly classified as positive
by the model. In the context of email phishing attack detection, a false positive occurs when a legitimate email is mistakenly flagged as a
phishing attempt. A high false positive rate indicates a higher frequency of false alarms, potentially causing inconvenience or disruption to
users. The false positive rate is calculated using the following formula:

FPR = (False Positives) / (False Positives + True Negatives)
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A lower false positive rate is desirable as it indicates that the model has a lower tendency to classify legitimate emails as phishing emails
mistakenly.

2. False Negative Rate (FNR): The false negative rate measures the proportion of positive instances that are incorrectly classified as negative
by the model. In the context of email phishing attack detection, a false negative occurs when a phishing email goes undetected and is classified
as a legitimate email. A high false negative rate indicates a higher risk of actual phishing attacks being missed by the detection system. The
false negative rate is calculated using the following formula:

FNR = (False Negatives) / (False Negatives + True Positives)

A lower false negative rate is desirable as it indicates that the model has a lower tendency to miss actual phishing emails.

Balancing false positive and false negative rates is crucial in email phishing attack detection. A model with a low false positive rate helps
minimize the risk of false alarms and reduces the inconvenience caused to users by mistakenly flagging legitimate emails. Simultaneously,
a model with a low false negative rate ensures that a significant portion of actual phishing emails is correctly identified, minimizing the risk
of users being exposed to malicious content.

The optimal trade-off between false positive and false negative rates depends on the specific application and the desired level of security.
Striking the right balance requires careful consideration of the consequences of false positives and false negatives in the context of the
problem domain.

In practice, adjusting the model's classification threshold can help trade off false positive and false negative rates. By adjusting the threshold,
one can prioritize either minimizing false positives or false negatives based on the specific requirements and tolerance for errors in the
application.

V. Challenges in Email Phishing Detection statistics of the fishing attacks in the last 4 years
Challenges in Email Phishing Detection:

1. Evolving Techniques: Phishing attacks constantly evolve, adopting sophisticated techniques and leveraging social engineering tactics.
Attackers often modify their strategies, making it challenging for detection systems to keep up with the evolving threat landscape.

2. Email Spoofing: Attackers frequently employ email spoofing techniques to mimic legitimate email addresses or domains, making it
difficult for recipients and automated systems to distinguish between genuine and malicious emails.

3. Targeted Attacks: Spear phishing and whaling attacks, which specifically target individuals or organizations, are challenging to detect due
to their personalized and highly tailored nature. These attacks often leverage publicly available information or social engineering to deceive
recipients effectively.

4. Polymorphic Attacks: Phishing attacks utilize polymorphic malware, where the malware code is modified or encrypted with each iteration.
This makes it difficult for traditional signature-based detection systems to effectively identify and block such attacks.

5. Zero-day Exploits: Phishing attacks may exploit previously unknown vulnerabilities or zero-day exploits, making them difficult to detect
using known patterns or signatures.

6. Malicious Attachments and URLS: Phishing emails often contain malicious attachments or links that lead to fraudulent websites. Attackers
employ various obfuscation techniques to evade detection systems, such as URL shorteners, encrypted payloads, or image-based malware.

Phishing Attack Statistics (2018-2021):

Phishing attacks are a prevalent and constantly evolving cybersecurity threat, and the number of attacks can vary significantly based on
various factors such as geographic location, industry, and the effectiveness of security measures in place.

To obtain accurate and up-to-date information on the number of phishing attacks that have occurred within a specific time frame, |
recommend referring to reliable sources such as cybersecurity reports, industry publications, or security organizations that regularly monitor
and report on phishing attack trends and statistics. These sources can provide comprehensive and current insights into the frequency and
impact of phishing attacks.

Additionally, it's important to note that many phishing attacks go unreported or undetected, making it challenging to provide an exact count
of the total number of attacks. Organizations often implement robust security measures and educate users to minimize the risk of falling
victim to phishing attacks. Nevertheless, phishing remains a persistent threat, and it is crucial to remain vigilant, adopt best practices, and
stay informed about emerging attack techniques to protect against such threats.
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The following graph just shows the reported Phishing attacks in the span of 6 years 2017 to 2022
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Graph 1 Trend from 2017 to 2022

Target companies

Phishing attacks can target a wide range of companies and organizations across various industries. While it is difficult to provide an
exhaustive list, here are some examples of companies and sectors that are often targeted:

1. Banking and Financial Institutions: Banks, credit unions, investment firms, and financial institutions are commonly targeted due to the
potential financial gain of attackers. Phishing attacks against these organizations aim to trick individuals into revealing their login credentials,
banking details, or personal information.

2. E-commerce Platforms: Online marketplaces, retail websites, and e-commerce platforms are targeted to gain access to customers' payment
information, login credentials, or personal data. Attackers may send phishing emails impersonating these platforms, attempting to lure
recipients into clicking malicious links or providing sensitive information.

3. Social Media and Communication Platforms: Social media networks, messaging apps, and email providers are often targeted due to the
large user bases and the potential for spreading malware or harvesting login credentials. Phishing attacks may involve impersonating popular
platforms to deceive users into disclosing their account information.

4. Technology Companies: Technology companies, including software developers, cloud service providers, and online service providers, are
attractive targets for phishing attacks. Attackers may attempt to gain access to valuable intellectual property, and user data, or exploit
vulnerabilities in their systems.
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5. Government and Public Sector: Government agencies, municipalities, and public institutions can be targeted to gain access to sensitive
information, and personal data, or to carry out politically motivated attacks. Phishing attacks on government entities can range from
traditional email-based campaigns to more sophisticated spear phishing techniques.

6. Healthcare Organizations: With the increasing digitization of healthcare records and the sensitive nature of patient data, healthcare
organizations have become prime targets for phishing attacks. Attackers may aim to access patient records, insurance information, or other
valuable data.

7. Educational Institutions: Universities, colleges, and schools may be targeted to obtain personal information, financial data, or intellectual
property. Phishing attacks in educational institutions can impact students, faculty, and administrative staff.

It's important to note that phishing attacks can target organizations of all sizes, ranging from multinational corporations to small businesses.
Attackers often exploit security practices, employee awareness, or infrastructure vulnerabilities to carry out successful phishing campaigns.
Therefore, organizations across industries need to implement robust security measures, conduct regular security awareness training, and stay
vigilant against phishing attempts.
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Graph 3 Phishing attack records from 2017 to 2021

Phishing attacks on HTTPS (Hypertext Transfer Protocol Secure) are a concerning trend that highlights the evolving tactics employed by
attackers. Historically, HTTPS has been considered a secure protocol for transmitting sensitive information over the internet. However,
phishing attacks can still occur within the context of HTTPS due to several factors:

1. Domain Spoofing: Attackers may use HTTPS to register deceptive domain names that closely resemble legitimate websites. These spoofed
domains can trick users into believing they are visiting a secure website, leading to the disclosure of sensitive information such as login
credentials or financial details.

2. Invalid or Fraudulent SSL Certificates: Phishing attackers can obtain SSL (Secure Sockets Layer) certificates for their malicious websites,
making them appear legitimate and secure. These certificates may be obtained through fraudulent means or by exploiting vulnerabilities in
the certificate issuance process. Users may be deceived by the presence of the SSL padlock icon in their browser, assuming the website is
trustworthy.

3. Social Engineering: Phishing attacks often rely on social engineering techniques to trick users into taking malicious actions. Attackers
may send phishing emails, masquerading as reputable organizations or trusted contacts, with links that lead to phishing websites hosted on
HTTPS domains. Users may unknowingly enter their credentials or personal information, thinking they are interacting with a legitimate
website due to the HTTPS encryption.

4. Malware Distribution: Phishing attacks can also utilize HTTPS to distribute malware. Attackers may host malicious files or payloads on
HTTPS-enabled websites, tricking users into downloading and executing them. The use of HTTPS can make it more challenging for network
security systems to detect and block these malicious files.

To combat phishing attacks on HTTPS, it is important to implement a multi-layered security approach that includes the following measures:

1. Robust Certificate Authorities: Certificate authorities (CAs) play a critical role in issuing valid SSL certificates. Strengthening the
validation and verification processes employed by CAs can help prevent the issuance of certificates to malicious actors.

2. User Education: Educating users about the risks and characteristics of phishing attacks can empower them to recognize and avoid
suspicious websites, regardless of the presence of HTTPS. Users should be cautious when clicking on links in emails, validate the authenticity
of websites, and be mindful of sharing sensitive information.

3. Anti-Phishing Technologies: Deploying advanced anti-phishing technologies can help identify and block phishing websites, even if they
are hosted on HTTPS domains. These technologies employ machine learning algorithms, reputation-based systems, and behaviour analysis
to detect and prevent phishing attacks.
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4. Website Monitoring: Regularly monitoring and scanning websites for signs of phishing or unauthorized activity can help identify and
address any potential security risks. Prompt detection and remediation can mitigate the impact of phishing attacks.

It is important to remember that while HTTPS provides encryption and authentication, it does not guarantee the legitimacy or trustworthiness
of a website. Users should remain vigilant, exercise caution when sharing sensitive information online, and adopt security best practices to
protect themselves from phishing attacks.

Conclusion

Rule-based email phishing detection and ML-based email phishing detection represent two different strategies for identifying and countering
phishing attacks. Each approach has distinct characteristics and methodologies for tackling the pervasive issue of phishing.

The rule-based approach to phishing detection relies on a set of predefined rules or patterns, which are typically established by security
experts or administrators. These rules are crafted based on the known features of phishing attacks, such as specific keywords, suspicious
URLSs, or anomalies in email headers. This method is somewhat rigid as it depends on these predetermined rules, which need constant manual
updates to remain effective against new phishing techniques or variations.

On the other hand, ML-based phishing detection employs machine learning algorithms that learn from labeled datasets containing examples
of phishing emails. These algorithms analyze various aspects of emails, including their content and metadata, to identify patterns that
distinguish legitimate emails from phishing attempts. This approach is highly adaptable, allowing the system to automatically update itself
and recognize new types of phishing attacks as they emerge, without the need for manual intervention.

One of the main differences between these two approaches lies in their adaptability. Rule-based systems are limited in their ability to adapt
to new phishing strategies, as updates to the rules must be made manually. In contrast, ML-based systems can continuously learn and adapt
to new techniques, making them more flexible and forward-looking.

Accuracy is another key point of differentiation. Rule-based detection can be very effective when its rules accurately reflect the characteristics
of phishing attacks. However, it may fail to identify more sophisticated or new types of phishing attempts that don't match existing rules.
ML-based detection, with its ability to analyze a broader array of email features and learn complex patterns, often achieves higher accuracy,
especially in identifying subtle phishing cues that rule-based systems might overlook.

When it comes to real-time analysis, rule-based detection operates on static rules and might not analyze emails in real-time, potentially
delaying the identification of phishing attempts. ML-based detection, conversely, excels at real-time analysis, offering prompt detection and
mitigation of phishing attempts by continuously analyzing and classifying emails as they arrive.

Training and maintenance are also areas where these approaches differ significantly. Rule-based systems require manual creation and upkeep
of detection rules, demanding regular attention from security experts to adjust for new phishing tactics. ML-based systems, while needing
an initial training phase with labeled data to learn email patterns, require periodic retraining to stay current with evolving phishing trends,
which can be a more automated process compared to the manual updates needed for rule-based systems.

In conclusion, while rule-based and ML-based email phishing detection methods serve the same purpose of identifying phishing attempts,
they do so through markedly different mechanisms. ML-based methods stand out for their adaptability, real-time analysis capabilities, and
potential for higher accuracy, but both approaches have their place in a comprehensive phishing detection strategy, often complementing
each other to bolster the overall defense against phishing attacks.
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