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Abstract 

In this paper, we propose a blockchain-based computing 

verification protocol, called EntrapNet, for distributed 

shared computing networks, an emerging underlying 

network for many internets of things (IoT) applications. 

EntrapNet borrows the idea from the practice of entrapment 

in criminal law to reduce the possibility of receiving 

incorrect computing results from trustless service providers 

who have offered the computing resources. Furthermore, 

we mathematically optimize EntrapNet to deal with the 

fundamental tradeoff of a network: security and efficiency. 

We present an asymptotic optimal solution to this 

optimization. It will be seen that EntrapNet can be 

performed as an independent and low-cost layer atop of any 

trustless network that requires outsourced computing, thus 

making secure computing affordable and practical. 

 

1. INTRODUCTION 

Like electricity, computing power is now an essential 

utility in human daily life, spanning from education and 

science to marketing and media. The analysis of big data 

is reshaping many real-world problems, driving an 

increased demand for computing power. However, access 

to powerful computing devices, such as cloud servers, has 

 

 

historically been unfair and undemocratic due to their high 

costs. Conversely, the waste of computing power from 

billions of idle devices in homes and data centers 

worldwide is substantial. Therefore, the challenge lies in 

effectively utilizing these idle computing devices to meet 

the growing demand for computing power.  

Blockchain technology holds promise in addressing this 

challenge by connecting idle, geo-distributed computing 

devices through a secure and server-less network. In this 

network, clients/users can rent computing power from 

providers located anywhere in the world to complete 

various tasks, such as machine learning training, 3D 

rendering, and scientific computations. Clients pay for 

these services using cryptocurrencies like Bitcoin, while 

providers are rewarded for offering their computing 

resources. Essentially, this creates a distributed shared 

computing platform or marketplace aimed at maximizing 

the utilization of computing resources globally. 

 

However, a longstanding issue with outsourcing 

computational tasks to other parties is how clients/users 

can efficiently verify the results without re-executing the 
tasks. Providers may lack strong incentives to ensure 

correctness, and for complex and large-scale providers like 

cloud servers, it is challenging to guarantee correct 

execution due to factors such as misconfigurations and 

hardware randomness. This problem, known as verifiable 
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computing, has been a subject of study for computer 

scientists for nearly a decade. 

 

               2. LITERATURE SURVEY 

A straightforward solution to this problem is to 

replicate computations on multiple computing devices. 

However, this solution implicitly assumes that failures 

from these computing devices are uncorrelated. This 

assumption can be invalid in many cases, for example, 

cloud servers always have homogeneous hardware and 

software platforms. Another solution is based on the 

method of taking a small group of samples and then 

auditing the responses in these samples. However, if the 

incorrect outputs do not occur frequently, this solution 

may not perform well. One can also find other solutions 

such as attestation and trusted hardware, but these 

solutions always require a chain of trust and guaranteed 

correct hardware computation. One groundbreaking 

approach that uses the traditional technique is to force 

the provider to provide a short proof which can prove the 

correctness of the computation. This short proof should 

be “short and easy-to-check” compared to re-executing 

the computing task. Many proof-based systems have 

been developed recently, including Pinocchio, 

TinyRAM, Pantry, and Buffet. However, due to the 

tremendous overhead of the cryptographic setup between 

the client and provider, and the computational cost for 

the provider to construct such a short proof, these 

systems are only near practical. Another novel approach 

leverages the blockchain technology to secure 

outsourced computation. One example is TrueBit, a 

smart contract that verifies the computational results 

through a trustless economic protocol. However, the 5-

to-50 times more cost of using Truebit and its restriction 

to Ethereum network could be the bottleneck for its 

massive adoption. In addition, a new approach that has a 

similar idea with our work is to add some precomputed 

subtasks in the original data set and verify them upon 

task completion. For example, [17] has presented a 

mechanism to verify the outsourced computation for 

biometric data, which inserts some precomputed fake 

items into the biometric data set to detect misbehavior of 

lazy servers, which the malicious node cannot 

distinguish. However, this method only focused on 

specific computation algorithms and data set structures. 

Furthermore, inserting fake items into every 

computation task for every server is lack of efficiency. 

 

 

 

   3. OVERVIEW OF THE SYSTEM 

3.1 Existing System 

A straightforward solution to the problem of verifying 

computational tasks is to replicate computations on 

multiple computing devices. However, this approach 

assumes that failures from these devices are uncorrelated, 

which may not always hold true. For instance, cloud 

servers typically have homogeneous hardware and 

software platforms, meaning failures could be correlated. 

Another approach involves auditing a small group of 

samples to verify responses, but this method has 

limitations. 

3.1.1 Disadvantages of Existing System  

Assumption of Uncorrelated Failures: Replicating 

computations on multiple devices assumes uncorrelated 

failures, which may not be the case in scenarios like cloud 

computing. 

 

Limited Effectiveness of Sampling: Auditing responses 

from a small group of samples may not effectively detect 

incorrect outputs, especially if such errors are rare. 

 

3.2 Proposed System 

 

In criminal law, entrapment is a tactic used by law 

enforcement to induce a person to commit a criminal 

offense they would otherwise be unlikely to commit. The 

EntrapNet protocol adopts this concept, with a client/user 

in the network playing the role of the "officer" aiming to 

catch a malicious provider. This is done by assigning the 

provider a task with a known outcome (a "fishing task"), 

allowing any misconduct to be easily detected. 

 

3.2.1 Advantages of Proposed System 

Detection of Malicious Providers: By assigning 

predictable tasks to providers, EntrapNet enables easy 

detection of misconduct in computing tasks. 

 

Enhanced Security: EntrapNet enhances the security of 

distributed shared computing networks by reducing the 

risk of incorrect computing results from malicious 

providers. 

 

Adaptation of Legal Concept: By borrowing from the legal 

concept of entrapment, EntrapNet introduces a novel 

approach to ensuring the integrity of computing tasks in 

distributed networks. 

 

Two-Phase Mechanism: The EntrapNet mechanism is 

discussed in two phases, providing a comprehensive 

overview of its operation and effectiveness. 

 

Prevention of Unfair Practices: EntrapNet prevents 

providers from engaging in unfair practices by ensuring 
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that their outputs can be easily verified by the client/user. 

 

 3.3 Proposed System Design 

In this project work, there are three modules and each 

module has specific functions, they are: 

1. Officer Module 

2. Provider Module 

3. Block chain Module 

3.3.1 Officer Module 

client/user in the network, being a role of “officer”, aims to 

catch a malicious provider in the network by assigning the 

provider with a fishing task. Since the outcome of the 

fishing task is predictable/known in advance by the officer, 

any mis conduct on computing can be easily detected by 
the officer. Using this module officer will register with 

application and generate few questions and send those 

questions to provider and answers to block chain server. 

Officer will verify results from block chain and know who 

is fake and genuine provider based on answers. 

3.3.2 Provider Module 

Providers do not necessarily have strong incentives to 

ensure correctness. On the other hand, for complex and 

large-scale providers (e.g., cloud servers). it is unlikely to 

guarantee that the execution is always correct due to mis-

configurations, randomness in hardware and more.  

Using this module provider will register with application 

and login with valid username and password and check 

questions from officer and answer to those questions some 

providers will give correct answers some will give wrong 

answers and send to block chain server and block chain 

server will send block chain key to provider if he is 

genuine. 

3.3.3 Blockchain Module 
The information of all the tasks in the task pool are written 

into the task pool smart contract on blockchain, the task 

scheduler will invoke the smart contract that randomly 

assigns a task to providers 

Using the fishing-task information submitted by the 

officer, the contract will first confirm if this fishing task is 

a network-verified task. In particular, the contract will 

generate the abstract from the fishing-task information and 
compare it with the one stored on the blockchain which 

was submitted by the officer in the phase of building his 

fishing-task repository. 

Using this module block server will login to application 

and view answers submitted by officer and provider and 

verify correctness of answers and if they are valid then 

block chain is generated to genuine user and details are 

sent to officer. 

 
 

                        Fig 1: System Architecture  

                       4. RESULT SCREEN SHOTS 
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5. CONCLUSION 

 
In this paper, we have proposed a blockchain-

based computing verification protocol, called EntrapNet, 

which borrows the idea from the practice of criminal 

entrapment. The EntrapNet can complete the verification 

on outsourced computational tasks with very low cost. We 

have further proposed a mathematical framework to 

analyze EntrapNet with the objective to optimize the 

tradeoff between the network security and efficiency. 

EntrapNet is agnostic to the underlying blockchain and can 

be directly applied to any distributed computing network 

that requires outsourced computation to trustless parties. In 

the end, we have presented a simulation example of 

EntrapNet that is built on the Ethereum blockchain, and 

provided insights in how to optimize the network.  

We have further proposed a mathematical 

framework to analyze EntrapNet with the objective to 

optimize the tradeoff between the network security and 

efficiency. In the end, we have presented a simulation 

example of EntrapNet that is built on the Ethereum 

blockchain, and provided insights in how to optimize the 

network. In the future, more sophisticated blockchain-

based schemes can be designed based on EntrapNet. For 

example, how the current approach can be applied to tasks 
that really need to be split amongst several providers and 

how would security and efficiency be calculated in that 

case. 
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