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ABSTRACT 

 

To achieve higher levels of performance, safetycritical systems are becoming larger and more complex. There

fore, modeling and evaluating these systems can be difficult and errorprone. Among existing security models, 

fault tree analysis (FTA) is a wellknown method and its graphical structure is easy to understand. This researc

h presents a new approach that uses machine learning (ML) and realtime data to understand natural behavior. 

Then, if there is a problem with the reference to the behavior model, the method tries to find the description of

 the error in the error tree and then shares the information with the person. answers the phone. If the fault tree 

cannot explain the situation, there are many different suggestions, including correcting the fault tree, dependin

g on the nature of the situation. Decision trees are used for this purpose. The effectiveness of the proposed met

hod is demonstrated with a hypothetical example of a Mining Industry. 

Key words Fault tree, reliability, safety modelling, model repair, machine learning, artificial intelligence. 

INTRODUCTION : Modern industrial safety encompasses a wide range of practices, technologies, and 

regulations aimed at protecting workers, the environment, and communities from potential hazards and risks 

associated with industrial operations. Here are some key aspects of modern industrial safety: 

1. Risk Assessment and Management: Industries conduct thorough risk assessments to identify potential 

hazards in the workplace. This involves evaluating the likelihood and severity of accidents or incidents 

and implementing measures to mitigate or eliminate these risks. 

2. Safety Regulations and Compliance: Governments and regulatory bodies enact and enforce safety 

regulations to ensure that industrial operations comply with minimum safety standards. These 

regulations cover areas such as equipment maintenance, workplace design, chemical handling, and 

emergency preparedness. 

3. Employee Training and Education: Training programs are essential for educating employees about 

potential hazards in the workplace and how to safely operate machinery, handle chemicals, use personal 

protective equipment (PPE), and respond to emergencies. 

4. Use of Technology: Advancements in technology play a significant role in modern industrial safety. 

This includes the use of sensors, monitoring systems, and automation to detect hazards, improve process 

safety, and reduce the likelihood of accidents. 

5. Personal Protective Equipment (PPE): PPE such as helmets, gloves, goggles, respirators, and 

protective clothing are essential for protecting workers from various hazards, including chemical 

exposure, falling objects, heat, noise, and airborne particles. 

6. Emergency Response Planning: Industries develop comprehensive emergency response plans to 

effectively manage and mitigate the consequences of accidents, spills, fires, or other emergencies. This 

involves training personnel, conducting drills, and maintaining emergency equipment. 

7. Health and Wellness Programs: In addition to physical safety, modern industrial safety also 

encompasses initiatives to promote employee health and wellness. This may include ergonomic 

assessments, wellness programs, and access to healthcare services. 
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8. Environmental Protection: Industrial operations can have significant environmental impacts, so 

modern safety practices often include measures to minimize pollution, reduce waste, and protect natural 

resources. 

9. Continuous Improvement and Evaluation: Safety is an ongoing process, and industries regularly 

evaluate their safety performance, identify areas for improvement, and implement corrective actions to 

enhance safety culture and prevent accidents. 

10. Collaboration and Communication: Effective communication and collaboration among all 

stakeholders, including management, employees, regulators, and the community, are crucial for 

maintaining a safe work environment and addressing safety concerns effectively. 

Overall, modern industrial safety is a multifaceted approach that requires commitment, investment, and 

collaboration to ensure the well-being of workers, the environment, and the surrounding communities. 

 

I. Motivation and contributions in industrial safety using AI are significant due to the potential to enhance 

workplace safety, reduce accidents, and mitigate risks. Here are some key motivations and contributions: 

In summary, AI offers various opportunities to enhance industrial safety by leveraging data-driven insights, 

autonomous capabilities, and advanced analytics to prevent accidents, improve decision-making, and foster a 

culture of safety within organizations. By harnessing the power of AI, industries can make significant strides 

towards creating safer work environments for employees and communities. 

 

 

II. BACKGROUND AND RELATED WORKS The field of industrial safety encompasses various research 

areas aimed at ensuring workplace health and safety. These include studying OSHA regulations, risk assessment 

and management, human factors, safety culture, accident analysis, technological innovations, safety training, 

EHS management systems, psychological interventions, and international standards. Researchers strive to 

understand safety challenges, develop innovative solutions, and foster a culture of continuous improvement to 

protect workers and promote sustainable industrial operations. 

The field of industrial safety has seen significant advancements in recent years, with researchers and 

practitioners exploring various approaches to enhance workplace safety. Here is an overview of some 

background and related works in the field: 

 

Figure: Background of the work 
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Overall, the field of industrial safety is multidisciplinary, encompassing aspects of engineering, psychology, 

management, and regulatory compliance. Research efforts aim to advance our understanding of safety 

challenges, develop innovative solutions, and promote a culture of continuous improvement to protect workers 

and promote sustainable industrial operations. 

 

 

 

 

Figure : A Regular safety Analysis Process 

III .Process mining Process mining in industrial safety refers to the application of process mining techniques 

to analyze safety-related processes within industrial environments. Process mining is a data-driven approach 

that involves extracting insights from event logs recorded by information systems. In the context of industrial 

safety, process mining can provide valuable insights into safety procedures, identify bottlenecks, uncover root 

causes of safety incidents, and support decision-making to improve safety performance. Here's how process 

mining can be applied in industrial safety: 

Overall, process mining offers valuable opportunities for enhancing industrial safety by providing organizations 

with actionable insights into safety processes, identifying risks and opportunities for improvement, and 

supporting evidence-based decision-making to mitigate safety hazards and protect workers' well-being. 

 

IV.  IOT based Safety 

IoT (Internet of Things) technology can be integrated with cameras to enhance industrial safety in various ways. 

Here are some applications of IoT-enabled cameras in industrial safety: 

1. Remote Monitoring and Surveillance: IoT-enabled cameras can be deployed throughout industrial 

facilities to provide real-time remote monitoring and surveillance of work areas, equipment, and 
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processes. This allows safety personnel to monitor operations from a central control room or remotely 

via mobile devices, enabling rapid response to safety incidents or emergencies. 

2. Safety Compliance Monitoring: IoT cameras can be used to monitor compliance with safety protocols 

and regulations, such as wearing personal protective equipment (PPE) or following proper safety 

procedures. By analyzing video footage in real-time or retrospectively, organizations can identify 

instances of non-compliance and take corrective actions, such as issuing warnings or providing 

additional training. 

3. Behavioral Analysis and Hazard Detection: IoT cameras equipped with advanced analytics 

capabilities, such as computer vision and machine learning algorithms, can analyze worker behavior and 

detect potential safety hazards in real-time. For example, cameras can identify unsafe behaviors such as 

walking into restricted areas, operating machinery without proper training, or working in proximity to 

hazardous materials. 

4. Emergency Response and Incident Management: In the event of a safety incident or emergency, IoT 

cameras can play a crucial role in incident management and response. Cameras can provide live video 

feeds to emergency responders, allowing them to assess the situation remotely and coordinate rescue 

efforts more effectively. Additionally, IoT cameras can be integrated with alarm systems to 

automatically trigger alerts in the event of an emergency. 

5. Predictive Maintenance and Asset Management: IoT-enabled cameras can be used for predictive 

maintenance of industrial equipment and infrastructure, helping to prevent safety incidents caused by 

equipment failures or malfunctions. Cameras equipped with sensors can monitor equipment health 

parameters, such as temperature, vibration, or fluid levels, and detect early signs of potential failures, 

allowing for timely maintenance interventions. 

6. Environmental Monitoring: IoT cameras can be deployed to monitor environmental conditions in 

industrial environments, such as air quality, temperature, humidity, and noise levels. Monitoring these 

factors in real-time can help identify potential safety risks, such as exposure to harmful chemicals or 

extreme temperatures, and take preventive measures to protect workers' health and safety. 

7. Integration with Safety Management Systems: IoT-enabled cameras can be integrated with existing 

safety management systems and workflows to streamline safety processes and improve overall safety 

performance. For example, camera data can be integrated with incident reporting systems to provide 

visual evidence of safety incidents or used to generate safety performance metrics for continuous 

improvement initiatives. 

By leveraging IoT technology in conjunction with cameras, industrial organizations can enhance safety 

practices, mitigate risks, and create safer work environments for their employees. However, it's important to 

consider privacy and data security implications when deploying IoT-enabled cameras in industrial settings, 

ensuring compliance with relevant regulations and industry standards. 

 

V. MACHINE LEARNING ASSOCIATED WITH SAFETY MODELS 

Machine learning (ML) techniques are increasingly being applied in industrial safety to develop predictive 

models, identify safety risks, and improve safety practices. Here are some common types of ML models 

associated with safety in industrial settings: 

Machine learning (ML) models are revolutionizing industrial safety practices by enabling proactive risk 

management and accident prevention. These models include predictive maintenance, anomaly detection, safety 

event prediction, occupational risk assessment, behavioral safety analysis, safety compliance monitoring, 

emergency response optimization, and safety culture assessment. By leveraging data from equipment sensors, 

workplace conditions, and worker behavior, ML models empower organizations to identify potential hazards, 

predict safety events, assess risks, monitor compliance, optimize emergency responses, and cultivate a positive 

safety culture. This transformative approach enhances workplace safety, minimizes accidents, and promotes a 

proactive safety mindset across industries. 
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The correctness of the safety artefacts is very important for providing the right level of safety assurance. An 

error in these models may lead to a false safety assurance provision. It is important to note that every step of 

safety artifact construction process heavily relies on the expertise of the analysts. The IET has developed a 

brand-new set of standards [11] by defining three levels of competency of an analyst such as supervised 

practitioner, practitioner, and an expert. There also exists a possibility of no established confidence. Under this 

condition, when the analyst has no or very limited evidence in hand, the developed FT could be inferior, and 

any safety guarantee provided based on this FT is highly likely to be of very low quality. 

 

a typical safety analysis where a group of safety analysts use the system design and safety requirements to 

identify the possible causes of system failure. However, because of the limited knowledge of the experts, 

unpredicted causes of failure can exist that are unforeseen, thus not considered in the safety model(s). Generally, 

the mentioned issue can occur and cause catastrophes when an unpredicted failure event with low probability 

and high impact happens. The Fukushima Daiichi nuclear disaster [17] initiated by the tsunami following an 

earthquake on 11 March 2011 is an example of a case where the designer of the nuclear facility failed to foresee 

the environmental circumstances that may cause the system failure. The statement ‘‘We can only work on 

precedent, and there was no precedent. When I headed the plant, the thought of a tsunami never crossed my 

mind’’ [18] given by Tsuneo Futami, a former director of Fukushima Daiichi plant, makes it clear that sometimes 

it is not possible to foresee all possible failure modes, especially if the failure modes represent infrequent events. 

However, such events are often discovered during the operation of the system 

 

VI THE PROPOSED APPROACH 

import cv2 

 

# Load the pre-trained face detection model 

face_cascade = cv2.CascadeClassifier(cv2.data.haarcascades + 'haarcascade_frontalface_default.xml') 

 

# Load an image or initialize a video capture device 

# Replace 'your_image.jpg' with the path to your image or '0' for webcam 

image = cv2.imread('your_image.jpg') 

Predictive Maintenance Models

Anomaly Detection Models

Safety Event Prediction Models

Occupational Risk Assessment Models

Behavioral Safety Models

Safety Compliance Monitoring Models

Emergency Response Optimization Models

Safety Culture Assessment Models
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# Convert the image to grayscale for faster processing 

gray = cv2.cvtColor(image, cv2.COLOR_BGR2GRAY) 

 

# Detect faces in the grayscale image 

faces = face_cascade.detectMultiScale(gray, scaleFactor=1.1, minNeighbors=5, minSize=(30, 30)) 

 

# Draw rectangles around the detected faces 

for (x, y, w, h) in faces: 

    cv2.rectangle(image, (x, y), (x + w, y + h), (0, 255, 0), 2) 

 

# Display the result 

cv2.imshow('Face Detection', image) 

cv2.waitKey(0) 

cv2.destroyAllWindows() 

continuously monitored for some parameters, i.e., operational data is available. The basic idea of the approach 

is to use the real time operational data of the system to learn the normal behaviour of the system. Afterwards, 

when a new set of operational data is available, the knowledge about the normal behaviour of the system is used 

to see if there exists any anomaly in the new record. If any anomaly is detected in the behaviour, then the existing 

system fault tree is consulted to see if it can explain the reason for abnormal behaviour, i.e., if the FT contains 

a node that is associated with this current event. If no explanation is found in the fault tree, different recomb 

emendations are provided based on the perceived severity of a scenario. The framework of the proposed 

approach is shown in Fig. 4. It can be seen that the approach is divided into two parts: the anomaly detection 

(AD) part and the decision making (DM) part. The AD part is responsible for formulating the normal behaviour 

model of the system and for checking for anomaly in the newly arrived record. We used One Class Support 

Vector Machine (OC-SVM) to accomplish this task. If an abnormal behaviour is detected, the DM part processes 

the information made available by the machine learning part to suggest appropriate actions. A detailed 

description of the AD and DM parts of the approach is provided in the next two sections. 
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Figure: Data Analysis using Machine learning Algorithms and design model 

 

VI Methods for Anomaly Detection: 

 

1. Supervised Anomaly Detection: 

o Requires a labelled dataset containing both normal and anomalous samples. 

o Constructs a predictive model to classify future data points. 

o Common algorithms include supervised Neural Networks, Support Vector Machine learning, 

and K-Nearest Neighbors Classifier1. 

2. Unsupervised Anomaly Detection: 

o Does not require any training data. 

o Assumes: 

 Only a small percentage of data is anomalous. 

 Any anomaly is statistically different from the normal samples. 

o Clusters data using a similarity measure. 

Step 1: Import Libraries: 

import numpy as np 

from scipy import stats 

import matplotlib.pyplot as plt 

from pyod.models.knn import KNN 

from pyod.utils.data import generate_data, get_outliers_inliers 

Step 2: Create Synthetic Data 

X_train, y_train = generate_data(n_train=300, train_only=True, n_features=2) 

outlier_fraction = 0.1 

X_outliers, X_inliers = get_outliers_inliers(X_train, y_train) 
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Step 3: Visualize the Data 

f1 = X_train[:, [0]].reshape(-1, 1) 

f2 = X_train[:, [1]].reshape(-1, 1) 

plt.scatter(f1, f2) 

plt.xlabel('Feature 1') 

plt.ylabel('Feature 2') 

Step 4: Train and Evaluate the Model: 

clf = KNN(contamination=outlier_fraction) 

clf.fit(X_train, y_train) 

scores_pred = clf.decision_function(X_train) * -1 

y_pred = clf.predict(X_train) 

n_errors = (y_pred != y_train).sum() 

print(f'The number of prediction errors: {n_errors}') 

Step 5: Visualize the Predictions: 

threshold = stats.scoreatpercentile(scores_pred, 100 * outlier_fraction) 

Z = clf.decision_function(np.c_[xx.ravel(), yy.ravel()]) * -1 

VII :DECISION-MAKING PROCESS 

 

 

 

Figure: Data collection from different source 
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o Apply anomaly detection algorithms (such as K-Nearest Neighbors, Isolation Forest, or 

Autoencoders) to identify unusual patterns. 

o Detect anomalies in real-time or batch processing. 

3. Visualize Anomalies: 

o Create a chart or graph to visualize the anomalies. 

o Use scatter plots, line charts, or bar charts to represent data points. 

o Highlight anomalies (outliers) in a different color or shape. 

4. Decision Points: 

o Based on the anomaly detection results, decision points are reached: 

1. Normal Behavior: Data points within the expected range. 

2. Anomalies: Data points significantly deviating from the norm. 

5. Impact on Decision-Making: 

o Risk Assessment: Identify high-risk areas based on anomalies. 

o Resource Allocation: Allocate resources (e.g., personnel, budget) to address anomalies. 

o Process Optimization: Improve processes by addressing anomalies. 

o Alerts and Actions: Trigger alerts or automated actions when anomalies occur. 

6. Feedback Loop: 

o Continuously monitor data and update the anomaly detection model. 

o Refine decision-making based on new insights. 

 

 

 

 

 

 

 

 

 

 

 

 

ToT Based Obstacle Detection in  Mining industry  
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VII Case Study 

A)Myanmar’s Wai Khar Jade Mine Disaster: 

On July 2, 2020, a major earthquake struck the Wai Khar jade mine in the Hpakant district of Myanmar's 

Kachin State, killing 175 to 200 miners in the country's worst mining accident. At 06.30 local time (MMT), 

heavy rain caused the pile of mine waste to break and fall into the lake. This created a 6.1 meter (20 feet) 

high wave and water that buried workers at the Wai Khar mine. The miners who died or were injured under

ground were independent "jade miners" who collected the giant's waste and lived in hotels under the giant

 stones. 

 

Myanmar's jade industry provides 70% to 90% of the world's jade supply. The industry is known for fatal a

ccidents in the last few years; In the worst incident in 2015, 116 people died. Although the government pr

omised to reform the jade mining industry, activists have demanded little action since then 

. 

 (B) Dugald River Zinc Mine Accident (Queensland, Australia): 

On July 2, 2020, a major earthquake struck the Wai Khar jade mine in the Hpakant district of Myanmar's 

Kachin State, killing 175 to 200 miners in the country's worst mining accident. At 06.30 local time (MMT), 

heavy rain caused the pile of mine waste to break and fall into the lake. This created a 6.1 meter (20 feet) 

high wave and water that buried workers at the Wai Khar mine. The miners who died or were injured under

ground were independent "jade miners" who collected the giant's waste and lived in hotels under the giant

 stones. 

 

Myanmar's jade industry provides 70% to 90% of the world's jade supply. The industry is known for fatal a

ccidents in the last few years; In the worst incident in 2015, 116 people died. Although the government pro

mised to reform the jade mining industry, activists have demanded little action since then. 

VIII CONCLUSION 

The fusion of safety and AI represents a paradigm shift. By embracing dynamic models, predictive insights, 

and collaborative approaches, industries can create safer environments. Safety professionals, engineers, and 

data scientists must work together to harness AI’s potential responsibly. As we navigate this novel approach, 

let safety remain our guiding star. 

In summary, AI isn’t just a tool; it’s a safety ally—a digital guardian that empowers us to prevent accidents, 

protect lives, and build a safer future.  
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