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Abstract-Nowadays there are many software are 

running in the background of our system in that 

some of them are vulnerable which are stealing our 

data so main aim of this virtual personal assistant is 

to provide an effortless human interaction to control 

and maintain the system’s security from vulnerable 

software. According to this approach, this  a will 

interact with user by voice input and voice output 

for denoting any information about the activity, 

there many type of vulnerable attacks or data 

stealing methods in that we are mainly focused on 

software based attacks , wireless networks attacks, 

tunnel stealing, vulnerable software injunctions . 

This AI will able to control the system by users input 

and it will detect the these attacks, we will train a 

model with data which consist of CPU, GPU, 

memory , RAM , background data usage , auto boot 

startups , software size by these data our model will 

know about the basic usage of every software which 

are currently running on the system, Apart from this 

model the we will detecting what type of programs 

are running in the background, generally it will 

starts its work from the booting of the system , it will 

check any programing are acting vulnerably in the 

background it will detect by trained model also it 

will detect whether any program is created a tunnel 

for transferring details these tunnel communication 

detections are done by continuous analysis of secure 

shell activity and also by detecting that any signals 

are data transfers are occurred by any program 

continuously and apart from wireless attacks it will 

detect the unknown user activities make a required 

action to secure the data for making these secure 

action this AI will send a notification to owners 

mobile which is having APK which will help to make 

required action through that APK the user can do 

some necessary action like taking a picture of the 

attacker, also control their laptop through mobile. 

Keyword: Virtual Personal Assistant, Vulnerable 

detection, tunnel stealing, wireless network data 

steal connection 

 

 

I. INRODUCTION  

1.1Objective 

   In current world, most of the peoples are maintaining their 

data in their devices like laptops and computers because they 

having too many software and program they can’t find 

vulnerable program among these. The purpose of this study is 

to make a virtual assistant which will help the user to make 

effortless interaction with the system to control and maintain 

the system security through this assistant they can easily 

detect the vulnerable activity of any program that are exist in 

the system . It will detect it by a calculating it usage, 

performance and check with a trained model also it will 

interact with the use through voice input and output. 
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1.2Motivation 

  Nowadays, peoples use many software and programs, in that 

many of them are running in the background of the system. 

Some of these background services are stealing the user’s 

data and sent that data through a wireless network 

communication or through tunnels. Most these programs are 

injected by social hacking or social engineering so most of 

the users doesn’t know about these programs are running in 

their system. 

1.3Relevance of the project 

Network Traffic Analysis (NTA) tools use machine learning 

to analyze network traffic and identify suspicious activity that 

may indicate a cyber attack. It only detect the tunnels  

Some virtual assistants, such as Amazon's Alexa for Business 

and Microsoft's Cortana, can integrate with security tools to 

monitor network activity and detect potential security threats. 

For example, Alexa for Business can integrate with AWS 

security services to provide security alerts and enable security 

automation. 

Other virtual assistants, such as Cisco's Spark Assistant, are 

designed specifically for security purposes. Spark Assistant 

uses machine learning algorithms to monitor network traffic 

and detect suspicious activity, such as unauthorized access 

attempts and data exfiltration. 

1.4 Design Methodology 

For detecting the vulnerable activity we are using neural 

network to train a model , in this neural network model it will 

calculated the output by matrix calculation with weight sum 

of the inputs those inputs are usage and performance of the 

program in the background and it will apply to a activation 

function includes sigmoid which help to find value of 

multiple layers in the network and it will apply Gaussian 

distribution for find a probable value of the input, this model 

will also involves in the back propagation. With this model 

we will find the vulnerable software or program through the 

following flow 

A. Booting: In the booting of the system  it will starts and at 

first it will detect all the current running programs and 

analyze the usage and performance of the program in the 

background by the trained model and stop the some of the 

unwanted process in the booting process  

B. User interaction: This assistant will have full user 

interaction through voice input and output, this interaction 

will help the user to know about which program is suspected 

for vulnerable activity and what can be do with that to solve. 

User can access system through their voice 

C. Limit detection: In this, the assistant is doesn’t always 

check the system performance. It will have a queue and in 

that queue it will add instance of a program when it running 

on the background , it will have a limit for a system 

utilization if any of the program in that queue have exceed 

the limit means it will check the vulnerability and if it doesn’t 

vulnerable means it will remove from the background and 

added to the waiting and the waiting queue is dynamically 

typed in that waiting queue every instance will be limited 

with a different or same parent process and then it will check 

whether this waiting queue is cross their parent limit if it 

cross means it will indicate to the user that it is vulnerable 

suppose in the waiting queue any of the instance have 

reached the normal limit of their parent means it will remove 

from the waiting queue and add to the background queue also 

if any of the process is closed means its instance form the 

background queue will be removed  

D. New entrance: If any software is installed or starts 

working in background means it will be verified fully for the 

first time and then it will attend to the background queue by 

their instance, these regular performance are stored in the 

local storage for further weight calculations, by storing these 

details won’t take too much space because these are text 

content and it will only data of past 3 months  

E.Tunnel detection: Tunnel ways data stealing is one of 

silent way of data stealing because it doesn’t affect any 

performance or usage of the system because in this method 

they will create a network tunnel from their system to the 

user’s system through this tunnel they can easily steal data. 

But our assistant will monitor the network layer of the system 

to detect any unwanted response is passing through the use 

the tunnels, by analyzing the network activity we can find the 

unwanted tunnels. Also it will find the tunnels by which port 

is consuming resource like TCP and which port is often 

bypass the firewall. 

F. Remote Notification: This assistant will send notification 

to the users mobile through a mobile application connected 

with this assistant, it will send notification only if it detects 

any anonymous user background queue is not empty when it 

is sign off also the user can set option that he can remotely 

access the system when someone try to unlock his system. 

From that mobile application the user can make their laptop 

shutdown, end all process, sign off, restart and also the can 

take the report of the system performance, take screen short, 

take a picture of who using the system. 

G. Brutal out: Some of the programs are cause some 

performance damage in the system, assistant will also detect 

it by the instance of the program in the background process 

queue if this instance exceeds the limit and return from more 

value from the model out means the assistant will not this 

program is a dangerous programs and brutally stop this 

program and add to a warning array and when a new program 

enter in the background queue means assistant will check 

whether it’s instance exist in the warning array, this array is 

not general for all users it separate for every different user 

and this array is stored in their storage 
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This assistant will also use a local storage and global storage 

in the local storage all the queue, array are stored using sqlite 

database for better analyzing of the output value of the 

network model. And the global storage is use for further 

improvement in the network model so that the appropriate 

value will accurate these global storage are consist of the 

value that use in calculation of the weights in the network. It 

doesn’t take more space in the local device because the 

assistant will have the data of past 3months only also most of 

them are text data, also this assistant will always run in the 

background of the system and it doesn’t take too much CPU 

and RAM because it will use model when the limit exceed 

for an instance of program also other than that it will work 

with some detection process for that it won’t take too much 

of CPU and RAM 

 These are the process which will help to handle the software 

vulnerability, apart from this, our assistant can detect the 

unknown user activity by storing, this method is not always 

call it will call only when any file transferring occurs. 

1.5 Abridgement: 

 An effortless interaction with system to control and 

secure the system. Based on the background process queue 

which consist of a instance these process and it will analyze 

the limit of these instance and when a process exceed its limit 

will calculate the vulnerability level by the neural network 

model by adding the weights sum input of the different layers 

of the network and then it will return the value based on the 

Gaussian distribution. By this value we can identify that this 

instance of a program is vulnerable are not also this system is 

not always running the model to verify the instance safe or 

not it will add this instance to a queue and then it will 

dynamically allocate the limit and also it will do some brutal 

out for some danger programs which are running the 

background in the system. It will monitor the network layer 

of the system to detect any unwanted response is passing 

through the use the tunnels, by analyzing the network activity 

we can find the unwanted tunnels. Also it will find the 

tunnels by which port is consuming resource like TCP and 

which port is often bypass the firewall. This assistant will 

send notification to the users mobile through a mobile 

application connected with this assistant, it will send 

notification only if it detects any anonymous user background 

queue is not empty when it is sign off also the user can set 

option that he can remotely access the system when someone 

try to unlock his system. 

II.Related Works 

User and Entity Behavior Analytics (UEBA):              

UEBA tools use machine learning algorithms to analyze user 

behavior and identify anomalies that may indicate a security 

threat. Network Traffic Analysis (NTA): NTA tools use 

machine learning to analyze network traffic and identify 

suspicious activity that may indicate a cyber attack.Security 

Information and Event Management (SIEM): SIEM tools 

collect and analyze data from various sources to identify 

potential security threats. Endpoint Detection and Response 

(EDR): EDR tools use machine learning to monitor endpoints 

such as laptops, desktops, and servers for suspicious activity 

that may indicate a security threat. Threat Intelligence 

Platforms: These platforms use machine learning algorithms 

to analyze data from various sources and provide insights 

into potential security threats. 

These are the mainly focused on the vulnerability detection 

and some of the systems are provide an AI assistant and also 

the vulnerability detection such as Amazon's Alexa for 

Business and Microsoft's Cortana, can integrate with security 

tools to monitor network activity and detect potential security 

threats. For example, Alexa for Business can integrate with 

AWS security services to provide security alerts and enable 

security automation. Other virtual assistants, such as Cisco's 

Spark Assistant, are designed specifically for security 

purposes. Spark Assistant uses machine learning algorithms 

to monitor network traffic and detect suspicious activity, such 

as unauthorized access attempts and data exfiltration. Virtual 

assistants can also be used to educate and train employees on 

cyber security best practices. For example, a virtual assistant 

can provide automated security awareness training to 

employees, such as tips on how to identify and avoid 

phishing emails or how to use strong passwords. But these 

are not focused on the social engineer tool data stealing and 

secure tunnel transferring. 

III. Existing and Proposed System 

3.1. Existing System  

In the ranking of virtual assistant , Google assistant , alexa 

are top for both of them are very well in  finding vulnerable 

activities but it they find the vulnerable activity by the 

harmful data transferring and it will most like prevent the 

user from installing those software or program in their 

system, also they will analyzer the a program or software 

before installing it but these detection are very good only in 

the case harmful injection, in recent days most of attack are 

not happening in the harmful way they were using social 

engineering and enter into our system friendly and get the 

data through wireless network communication and through 

tunnels, for particular case tunnel way data transfer detection 

there are some existing system are available and they are 

User and Entity Behavior Analytics (UEBA),Network Traffic 

Analysis (NTA),Security Information and Event 

Management (SIEM),Endpoint Detection and Response 

(EDR),Threat Intelligence Platforms. These software are not 

handling the wireless network communication data stealing 

and some the security system are not providing the user 

interaction where user doesn’t know about how these 

software are entered into their systems. 
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 It doesn’t detect the wireless data sharing 

programs 

 It only if the program have make an any 

harmful action 

3.2. Proposed System 

 A virtual assistant which will detect the data stealing 

and detect the vulnerable and provide effortless human 

interaction through voice input and output. For detecting the 

vulnerable activity we are using neural network to train a 

model , in this neural network model it will calculated the 

output by matrix calculation with weight sum of the inputs 

those inputs are usage and performance of the program in the 

background and it will apply to a activation function includes 

sigmoid which help to find value of multiple layers in the 

network and it will apply Gaussian distribution for find a 

probable value of the input, this model will also involves in 

the back propagation. This is an optimization algorithm used 

to adjust the weights of the network based on the error 

between the predicted output and the actual output by the 

performance input. We calculate the gradient of the cost 

function with respect to the weights, and adjust the weights in 

the direction of the steepest descent. the assistant is doesn’t 

always check the system performance. It will have a queue 

and in that queue it will add instance of a program when it 

running on the background , it will have a limit for a system 

utilization if any of the program in that queue have exceed 

the limit means it will check the vulnerability and if it doesn’t 

vulnerable means it will remove from the background and 

added to the waiting and the waiting queue is dynamically 

typed in that waiting queue every instance will be limited 

with a different or same parent process and then it will check 

whether this waiting queue is cross their parent limit if it 

cross means it will indicate to the user that it is vulnerable 

suppose in the waiting queue any of the instance have 

reached the normal limit of their parent means it will remove 

from the waiting queue and add to the background queue also 

if any of the process is closed means its instance form the 

background queue will be removed 

a. Sockets: 

By using these sockets this assistant find which port are busy 

and which port are connected with a tunnel, sockets help to 

handle the port so the tunnels are connected with a port to 

transfer the data from the user’s system to their server  

b. Neural Network: 

 To detect the vulnerable activity , we are using the 

background program’s instance performance and usage 

details with this value as the input of the network layer we 

will find the weight matrix for the value. This model is not 

always called and it will call only the limit exceed by 

particular instance in the queue. 

c. TTx3: 

 This will help to handle the voice output and user 

interaction to handle this assistant also it uses the voice 

recognition to take the user’s voice input and understand and 

convert it into a command 

 

 

IV. Result 

In the booting of the system it will starts and first it will 

detect all the current running programs and analyze the usage 

and performance of the program in the background by the 

trained model and stop the some of the unwanted process in 

the booting process  

Tunnel ways data stealing is one of silent way of data 

stealing because it doesn’t affect any performance or usage of 

the system because in this method they will create a network 

tunnel from their system to the user’s system through this 

tunnel they can easily steal data. But our assistant will 

monitor the network layer of the system to detect any 

unwanted response is passing through the use the tunnels, by 

analyzing the network activity we can find the unwanted 

tunnels. Also it will find the tunnels by which port is 

consuming resource like TCP and which port is often bypass 

the firewall. 

User can remotely access the system when someone try to 

unlock his system. From that mobile application the user can 

make their laptop shutdown, end all process, sign off, restart 

and also the can take the report of the system performance, 

take screen short, take a picture of who using the system. 

This assistant will also use a local storage and global storage 

in the local storage all the queue, array are stored using sqlite 

database for better analyzing of the output value of the 

network model. And the global storage is use for further 

improvement in the network model so that the appropriate 

value will accurate these global storage are consist of the 

value that use in calculation of the weights in the network. It 

doesn’t take more space in the local device because the 

assistant will have the data of past 3months only also most of 

them are text data, also this assistant will always run in the 

background of the system and it doesn’t take too much CPU 

and RAM because it will use model when the limit exceed 

for an instance of program also other than that it will work 

with some detection process for that it won’t take too much 

of CPU and RAM 

 These are the process which will help to handle the software 

vulnerability, apart from this, our assistant can detect the 

unknown user activity by storing, this method is not always 

call it will call only when any file transferring occurs. 

 

 

This assistant will send notification to the users mobile 

through a mobile application connected with this assistant, it 

http://www.jetir.org/


© 2024 JETIR March 2024, Volume 11, Issue 3                                                          www.jetir.org(ISSN-2349-5162)                 

JETIR2403A97 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org k741 

 

will send notification only if it detects any anonymous user 

background queue is not empty when it is sign off also the 

user can set option that he can remotely access the system 

when someone try to unlock his system. From that mobile 

application the user can make their laptop shutdown, end all 

process, sign off, restart and also the can take the report of 

the system performance, take screen short, take a picture of 

who using the system. 

 

V. Future Enhancement 

This algorithm will done by taking the current usage value 

and detect the whether it is vulnerable or not by neural 

network model but in the future enhancement we will make 

an virtual assistant which will fully monitor the system 

analysis whether anything is goes wrong and correct it like a 

system doctor. 
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