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Chapter 1 
 

1.1 Introduction 

To intercept network packets within the same network, we created a specialised packet sniffer 

program. The purpose of this program, which makes use of the Python scapy module, is to 

assist network engineers and users interested in keeping an eye on their network traffic. An 

advanced port scanning technology that identifies open ports connected to a particular IP 

address is a distinguishing feature. Our main objective is to create a unique packet sniffer using 

the Python 3 scapy library, which will enable us to monitor and control the flow of packets 

across a network.1.2 

1.2 Purpose of the Project 

The internet connects everything in the modern world through a variety of networks, 
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some of which are open to the public (like the WiFi at Starbucks restaurants and cafes) 

and other of which are private (like the WiFi at home). 

This suggests that there is a chance that everyone else on the same network could see 

what you do online. 

 

We decided to create a tool to monitor the network that is sniffing out the packets because 

of this. Although we are aware that this tool may seem disagreeable, we believe that 

network specialists and anyone else who wishes to monitor their own network traffic will 

find it to be of great use. 

Because it is relatively simple and lightweight, this program is perfect for beginners to 

learn networking concepts much more rapidly. 

1.3 Need for Project 

Finding simple, beginner-friendly tools for studying networking fundamentals like packet 

sniffing, port scanning, MITM, etc. can be challenging. 

Therefore, we decide to use Python to develop a unique tool that can meet the aforementioned 

requirements. 

We made sure that this tool was easy to set up and that the UI was simple to understand so 

that people could learn about the ideas rather than struggle with the application. 

1.4   Objectives  

The objectives of our project include sniffing the packets that enter and depart the device it is 

running on and monitoring or modifying them. 

 

Additionally, we want to make sure that this project is very user-friendly, so we'll upload it to 

GitHub so that anyone may inspect the code and utilise it on their computers. 

 

Additionally, we made an effort to make it as light as possible so that using this packet sniffer 

application doesn't actually depend on the hardware configuration of on computer. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.jetir.org/


© 2024 JETIR April 2024, Volume 11, Issue 4                                                             www.jetir.org(ISSN-2349-5162) 

JETIR2404290 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org c824 

 

Chapter 2 
 

 

Review Of Literature 

[1] The author of the paper "Port scanning detection based on anomalies" discusses the 

features of network traffic and how their values affect the network's performance. An 

anomaly or a breach in network performance is indicated by a large change in their 

values. The types of network anomalies created by port scans are discussed in this article. 

 

[2] The author of the paper "Slow port scanning detection" discusses intrusion detection, 

a tool used to identify various network attacks on wired or wireless networks. One of the 

risky attacks that intrusion detection looks for is port scanning. Stanford University 

researchers have created a novel method for detecting port scanning attacks that is based 

on fuzzy logic.  

 

[3] The article "Penetration Testing Active Reconnaissance Phase - Optimised Port 

Scanning With Nmap Tool" discusses how to manage traffic accountability and the 

amount of time needed to finish a given task during the reconnaissance phase of active 

scanning with the Nmap tool. The black hat uses methods for passively obtaining 

information. The attacker begins scanning the perimeter and internal network devices 

after they have amassed enough statistics. 

 

[4] The author of the paper "On Detecting Port Scanning using Fuzzy Based Intrusion 

Detection System" discusses intrusion detection, a tool for identifying various network 

attacks on wired or wireless networks. One of the risky attacks that intrusion detection 

looks for is port scanning. Stanford University researchers have created a novel method 

for detecting port scanning attacks that is based on fuzzy logic. 

 

[5] The author discusses port knocking, a potentially useful tool that has a number of 

weaknesses including TCP replay, port scanning, and others, in this work titled "Simple 

Port Knocking Method: Against TCP Replay Attack and Port Scanning". By utilising the 

Source Port sequences, this research suggests an alternative strategy to the current Port 

Knocking. The operating system automatically creates the Source port, which is pre-

assigned to create a sequence. 

 

[6] The author of the essay "Network forensic system for port scanning attack" discusses 

network forensics, which is watching network traffic and figuring out whether an 

anomaly in the traffic points to an attack. Investigators can identify and bring charges 

against the attackers thanks to network forensic technology. In order to handle enormous 

amounts of network data, this study suggests a straightforward design for network 

forensics. It gathers and stores the data using open source network security tools. 
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[7] The author discusses port scanning in this study, "Probe Delay Based Adaptive Port 

Scanning for IoT Devices with Private IP Address Behind NAT," which produced a large 

number of probe and answer packets and could lead to frequent congestion and heavy 

traffic loads. In order to balance network performance and security requirements for the 

IoT, the study proposes a probe delay based adaptive scanning algorithm called 

ProDASA. ProDASA adaptively modifies port scanning frequency and scanning 

methodologies. 

 

[8] The author discusses the Man-In-The-Middle (MITM) assault, one of the main 

methods used in computer-based hacking, in this essay titled "Different flavours of Man-

In-The-Middle attacks, consequences, and practicable solutions." assaults like Denial of 

Service (DoS), DNS spoofing, and Port theft can be successfully triggered by MITM 

assaults. This study focuses on several MITM attack types, their effects, and workable 

responses. 

 

[9] An article titled "Man-in-the-middle attack on BB84 protocol and its defence" 

discusses a man-in-the-middle attack on the BB84 protocol. The man in the middle has 

the ability to send his own message to the recipient after intercepting the communication 

from the sender. On various quantum key distribution techniques, the attack can be 

applied analogously. Some strategies for defence against the attack are offered. 

 

[10] The Internet of Medical Things is vulnerable to Man-in-the-Middle (MitM) attacks, 

as discussed in the paper "Man-in-the-Middle Attack Mitigation in the Internet of 

Medical Things" by the author. It can recognise medical emergencies in patients who are 

being watched and repeat regular physiological data to stop the device from sounding an 

alarm. With a message authentication code, their framework sends a smaller-sized 

signature that is derived from obtained data. 

 

[11] The author discusses the traditional optical channel's Poissonian statistical 

behaviour in this study, "Physical Layer Security Protocol for Poisson Channels for 

Passive Man-in-the-Middle Attack," and proposes a novel secrecy coding-based physical 

layer protocol. Their system uses the Poisson channel's randomness to secure 

conventional digital information bits at the photonic level. They introduce a two-way 

protocol that, regardless of the circumstances of legitimate and eavesdropper channels, 

always ensures private communication. 

 

[12] The author discusses a man-in-the-middle assault on 3G-WLAN interworking, one 

of the extensively deployed technologies, in an essay titled "A Man-in-the-Middle Attack 

on 3G-WLAN Interworking". A gateway is required for protocol shifting since WLAN 

uses PS (Packet Switch) whereas 3G uses Circuit Switch. During the protocol 

transformation and codec transcoding, the attacker can listen in on all 3G or WLAN 

traffic. 

[13] The author discusses security, which has turned into a significant barrier for web 

applications, in this work titled "A Study of Man-in-the-Middle Attack Based on SSL 
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Certificate Interaction". The user's attention shifts to how to ensure the transfer of 

sensitive information effectively. Secure Sockets Layer (SSL) evolves in this situation 

as the circumstances demand. Based on an analysis of the protocol implementation 

mechanism, we investigate the SSL Handshake Protocol implementation process. 

 

[14] The article "Modelling of Man-in-the-Middle Attack in the Wireless Networks" This 

essay taught us that Middle assaults are a serious threat to the security of wireless 

networks. A unified mathematical model is developed in this research to analyse these 

threats in various wireless networks. A system's susceptibility to this kind of assault can 

be determined using the model and the logical reasoning employed in it. 

 

[15] The author of the paper "Malicious sniffing systems detection platform" discusses 

sniffers, which are applications that enable a host to collect any Ethernet network 

packets. Many fundamental services, including SMTP and FTP, transmit data and 

passwords in clear text within packets. Hackers can employ sniffers to collect passwords 

and private information. 

 

[16] The author of the paper "Improving the Analysis of Lawfully Intercepted Network 

Packet Data Captured for Forensic Analysis" discusses packet sniffers, which are tools 

used to record all network packets going to and from a suspect's computer. The utility of 

current packet sniffer and protocol analysis programmes for conducting criminal 

investigations is constrained. The Highly Extensible Network Packet Analysis (HENPA) 

framework, which analyses the data to retrieve potentially forensic information, is 

described in this study. 

 

[17] The experiments were done using the Wireshark packet sniffer to write captured 

packets straight to disc, as described in the publication "Bottleneck Analysis of Traffic 

Monitoring Using Wireshark" by authors A. Dabir and A. Matrawy. The findings 

demonstrated that boosting buffering at the kernel or application levels can greatly 

enhance capture performance. Combining more kernel socket buffering with a 

multithreaded capture programme will produce the greatest results. 

[18] The author of the paper "ARP spoofing detection algorithm using ICMP protocol" 

discusses the ARP spoofing attack, which is one of the simplest but most destructive 

techniques in local area networks. In order to identify malicious hosts, this study suggests 

an effective method based on the ICMP protocol. It can detect the true address mappings 

during an attack and won't interfere with host activity on the network. 

 

[19] The author of the paper "Visual Learning Tools for Teaching/Learning Computer 

Networks: Cisco Networking Academy and Packet Tracer" discusses how a method 

known as visual learning can help teach and learn more abstract subjects like computer 

networks. When students can see something in action, they may more readily 

comprehend and apply the information from the subject. This article describes Packet 

Tracer, a visual learning tool and network simulator, and its features. 
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[20] Malicious users deploy a variety of assaults at various levels to steal various levels 

of data in this document, "A survey on sniffing attacks on computer networks." DHCP 

Attacks, DHCP Starvation Attacks, and Address Resolution Protocol (ARP) Spoofing 

are a few sniffing techniques that can be applied at various networking/transmission 

levels. 
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Chapter 3 

 
COMPARATIVE ANALYSIS 

 

 
Sr. 

No. 

Terms MiTM Packet Sniffer Other Tools 

1. Weight of Script Light weight Program 

for Packet Sniffing 

Heavy Weight Programs 

2. Tools Used Scapy Library Tcpdump, Wireshark, etc. 

3. User Interface No User interface  Graphical User Interface is 

present 

4. Complexity Easy to use and Sniff 

Packets 

Complex Interface for 

Sniffing 

5. Task Not much Task to 

Perform 

Different actions available 

for Manipulation of Packets 

6. Protocols Filtered HTTP, TCP, IP, ARP, 

UDP 

HTTP, TCP, IP, etc. 

7. No. of Tasks that 

can be Performed 

1) Packet Sniffing 

2) Port Scanning 

3) Filtering Protocol 

Filters 

4) Viewing Packet 

Data 

1) Packet Sniffing 

2) Different Protocol 

Filters 

3) Packet Printing 

4) Viewing Data 

8. Use Cases Can be used for Sniffing 

Packets, Viewing 

Packet Data, 

Scanning numbers of 

Ports 

Can be used for Packet 

Sniffing, Analyzing Data 

Packets, Manage Protocols, 

Knowing Network Traffics 

9. Limitations Cannot Scan Packets 

with HTTPS Protocol 

Cannot Scan Packets with 

HTTPS Protocols 
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              Chapter 4 
   Implementation 

4.1  Applications Used 

1. Pycharm: An IDE for Python that was used for extensive programming 

2. VS Code: It was used for customization and debugging support 

3. Notepad for making minor and quick changes 

4. Cmder shell in VS Code was used to test and run the code 

 

 

 

1) Library 

This script was written in Python using the SCAPY package, a powerful interactive 

Python-based packet manipulation tool. It may do a wide range of tasks, including 

sending packets across the wire, capturing them, saving or reading them using PCap files, 

matching requests with answers, forging or decoding packets of various protocols, and 

more. It aims to facilitate speedy packet prototyping by using functional default settings. 

 

2) Setup 

Python is now almost always pre-installed on devices, but if it isn't, you may get it from 

www.python.org. The software cannot be executed without Python. The next step is to 

install the scapy library, which may be done by going to 

www.pypi.org/project/scapy/.Although your environment is now ready for code 

execution, the code itself is still missing. The code is available at 

https://github.com/pAiNop23/Packet-Sniffer-Port-Scanner.git on the website.The most 

effective way to distribute code is through this active github repository. Clone the 

repository, use the python3 command to launch the "main.py" file from your terminal, 

and you're done. 

 

Fig1:Files Uploaded on Github 
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4.2 Functioning/Working 

The program does 5 things: grabbing packet, printing the content of packets with or 

without filters, view packet data, port scanning & load the sniffed packets 

 

Fig 2:Menu of the Program 

to grab packets we use Sniff method from scapy library which takes the following 

argument  

• count: Number of packets to capture. 0 means infinity. 

• Iface: sniff for packets only on the provided interface 

• prn: Function to apply to each packet. If something is returned, it is displayed. For 

instance, you can use prn = lambda x: x.summary(). 

• store: Whether to store sniffed packets or discard them. When you only want to 

monitor your network forever, set store to 0. 

• timeout: Stop sniffing after a given time (default: None). 
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Fig 3:Output when option 1 is selected  
 

For this project we have only used the ‘count’ argument 

 

The packets are printed out using ‘show()’ method which prints out the complete 

information of the packet and every detail about each layer in the packet. This can be 

swapped with ‘summary()’ method to show relevant information only 
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Fig 4: Example output for displaying sniffed packets 

All the packets are stored in a list and then we are given the option of either displaying  

the all the packets or use a filter to display the contents of http packets only. 

 
Fig 5: Options to print all packets or apply filter 

 

Now to demonstrate MiTM ,we will use a dummy http login page ,which just sends out 

http packets of the login credentials we put in. 
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Fig 6:Dummy HTTP login Page 

Now we run the packet sniffer and enter the login button. A HTTP packet will be sent 

out and our program will grab that along with many other packets, we then use the filter 

to  

only see the http packets and check the contents of every filtered packet to find the 

username and password. 

Fig 7:Output when HTTP filter is applied on the credential containing packet 

 

 

the 15th packet that we sniffed out had the credentials, in plain unencrypted text. This 

was the MiTM attack 

 

http://www.jetir.org/


© 2024 JETIR April 2024, Volume 11, Issue 4                                                             www.jetir.org(ISSN-2349-5162) 

JETIR2404290 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org c834 

 

Now on to Port scanning. This program checks on port number 20, 21, 22, 143, 443, 

5060 

1. 20-22 (TCP): A communication standard for delivering data and messages 

through networks 

2. 20-22 (UDP) : A core communication protocol that sends messages to other hosts 

on an IP 

3. 20-21 (FTP): A client server protocol that allows a client to request a file and the 

server to supply it  

4. 22 (SSH): A network protocol that provides a secure way to access a computer 

over an unsecured network 

5. 143 (IMAP): A protocol that allows the user to view and edit messages without 

downloading them 

6. 5060 (SIP): A signaling protocol that controls multimedia communication 

sessions over the internet 

7. 443-Hypertext transfer Protocol Secured (HTTPS) 

 

More port numbers can be added in the program by editing the port number list 

 

The program first makes a custom packet using Scapy, and then sends it to the destination 

via ‘SR1()’ method, which sends a packet to the source and waits for the reply. Then an 

If else block is added which checks the reply, If the reply is none then the port is filtered. 
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Fig 8: Output when option 3 is selected 
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       Fig 9: Output when option filter is applied 

                          

   

If a packet is received then we check its ‘Flag’ attribute in the TCP layer, if it is ‘0x12’ 

then the port is open otherwise its closed and if the packet has an ICMP layer then we 

check if its ‘type’ attribute is 3 and ‘code’ attribute is 1,2,3,9,10 or 13; if these conditions 

are true then the port is filtered. 

 

 

 

                         
                         Fig 10: Output when option to View Packet Data is applied 
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A loop iterates through each packet, displaying the packet number and using k.show() 

to show the packet details. 

Each packet's payload is printed using k.payload after the packet data are displayed. 

The user is asked to provide the packet number if they want to access specific packet 

data. 

Next, selected_packet.payload is used to display the payload of the selected packet. 

And lastly the exit option allows you to quit the program 

 

      

 

  

                   

 

                                        Fig 11: Output when exited 
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                           Chapter 5 

Conclusion     

5.1   Conclusion 

In conclusion, all the group members have learnt Java and Python, along with some basic 

concepts of Networks. 

Our Literature Team Devina Panchal, Yogeshchand Rai, Swaraj Sakpal & Vansh 

Visariya led by our Group Leader Devina Panchal are responsible for the picking, 

developing and completion of this Project & Documentation. From Gathering 

Information to working on the same, we hereby believe to have acquired some extent of 

Knowledge of Scapy Library & its Applications. 

5.2   Future Extent 

Simplified User Interface: 

1) Refine the user interface for a more intuitive experience. 

2) Enhance menu options and overall navigation. 

Advanced Packet Analysis: 

1) Implement deeper packet inspection for more detailed insights. 

2) Add functionality for analyzing specific protocols or patterns. ast but not least, to 

increase functionality in response to client feedback. 
 

Community Collaboration: 

1) Open-source the project on GitHub for community contributions. 

2) Encourage feedback and collaboration for continuous improvement. 

5.3   Limitations 

1) The current Program cannot be executed on your device without remote scapy and 

Python installation. 

2) Only two essential functionalities are supported in the absence of a comprehensive 

GUI. 
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