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Abstract

Social media network is one of the important parts of
human life based on the recent technologies and
developments in terms of computer science area. This
environment has become a famous platform for sharing
information and news on any topics and daily reports,
which is the main era for collecting data and data
transmission. There are various advantages of this
environment, but in another point of view there are lots
of fake news and information that mislead the reader and
user for the information needed. Lack of trust-able
information and real news of social media information is
one of the huge problems of this system. To overcome
this problem, we have proposed an integrated system for
various aspects of blockchain and natural language
processing (NLP) to apply machine learning techniques
to detect fake news and better predict fake user accounts
and posts. The Reinforcement Learning technique is
applied for this process. To improve this platform in
terms of security, the decentralized blockchain
framework applied, which provides the outline of digital
contents authority proof. More specifically, the concept
of this system is developing a secure platform to predict
and identify fake news in social media networks.

1. INTRODUCTION

Based on the concept of blockchain in social
media, our system will exploit the advantages of
blockchain's security, immutability, and transparency to
create trust among shared news. We will provide a
hypothesis, which could be implemented in a
decentralized social media to provide authenticity of
news among users. Social media is the source of all

kinds of global and local news for most people in this
generation. But it backfires when an individual or
organization uses it to spread fake news. Because, in
social media, clickbait stories take a brief time to spread
exponentially. The news becomes viral worldwide just
within days. These opportunist organizations or
individuals are taking advantage of people’s tendency to
share appealing news without knowing its authenticity
or consequences. Social media has been influenced by
the 1840s introduction of the telegraph in the US, which
connected the country. Since then, the use of social
media is increasing day by day. Table 1 contains the
number of active users of the leading social media
platforms according to July 2018. So, as we can see that
Facebook is at the epicenter of media attention, recently,
Facebook has implemented a feature to flag fake news
on the site. Although they have cleared it with public
announcements that using an automated way, they are
investigating the ability to detect fake articles. The fake
news published on social media almost looks like to be
real. The reason for posting false news stories is to fetch
people’s attraction. Thus, they may earn more money
with more page views. Almost every country uses social
media as a source of news. In this paper, we will discuss
a way to detect these fake news stories. We will use the
concept of decentralization, Ethereum smart contract,
and use BFS algorithm for calculating proximity of a
user.

1.2 Scope of the Project:

The project aims to develop a decentralized social media
platform leveraging blockchain technology to ensure
security, immutability, and transparency of shared news.
It involves integrating algorithms like the Breadth-First
Search (BFS) algorithm to calculate user proximity and
detect fake news, alongside Ethereum smart contracts for
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transaction execution and trust maintenance. Through
mechanisms to authenticate news articles and flag fake
news, the platform will offer a reliable means of
verifying the authenticity of shared content. Thorough
testing, user-friendly interfaces, and comprehensive
documentation will ensure the effectiveness and
accessibility of the system, while potential future
enhancements may be considered based on user feedback
and technological advancements.

2. LITERATURE SURVEY

In recent years, the proliferation of technology
and the widespread use of applications in daily life
have led to the posting and sharing of content without
meaningful context on various social media platforms.
This trend has caused confusion and difficulty in
finding relevant and reliable information. Twitter,
among other platforms, faces this challenge due to its
large user base, who collectively generate millions of
tweets daily [17], [18]. To address the issue of fake
news sharing, machine learning (ML) algorithms and
blockchain systems have emerged as crucial tools.

ML algorithms, particularly those leveraging
Natural Language Processing (NLP), play a vital role
in identifying linguistic patterns indicative of fake or
real news [19]. Classifier models are commonly
employed in ML processes to distinguish between fake
and real information. Antony et al. [20] utilized
Random Forest and NLP to detect fake news by
analyzing word frequencies. They also employed the
RID matrix approach to identify similarities and
copied sources between documents. Aditya et al.
conducted a survey on fake news detection using deep
learning and NLP, exploring various deep learning
methods and text classification techniques. Wang et al.
proposed a framework for fake news detection that
combines a fake news detector, reinforcement
learning, and annotator components to extract high-
quality samples and identify fake news.

In addition to ML techniques, blockchain
platforms have been introduced for fake news
detection. Sestrem et al. presented a centralized
blockchain platform designed to identify fake news
through data mining and consensus algorithms. This
platform aims to alert readers to fake news, punish
those who spread misinformation, and reward truth-
tellers. Other studies, such as those by Zonyin et al.,
Shovon et al, Qayyum et al, Arian et al., Islam et al.,
and Arguam et al, have explored various blockchain-
based approaches to fake news detection, including
news authentication, news tracking, news

broadcasting, and credit allocation to users based on
trustworthiness.

NLP plays a crucial role in understanding and
analyzing human language, enabling the detection of
linguistic patterns indicative of fake news. Rafael et al.
proposed an automatic detection system for fake news
in the Portuguese language, leveraging NLP
techniqgues and machine learning algorithms to
uncover linguistic characteristics indicative of fake
news.

Overall, the integration of ML techniques,
blockchain frameworks, and NLP methods presents a
promising approach to combating the spread of fake
news on social media platforms.  These
interdisciplinary efforts aim to enhance the reliability
and trustworthiness of information shared online,
ultimately contributing to a more informed and
discerning digital society.

In recent studies, researchers have explored
various approaches to detect fake news on social
networking platforms using computational techniques.
Oliveira, Medeiros, and Mattos proposed a sensitive
stylistic approach based on natural language
processing (NLP) for identifying fake news. However,
their model's accuracy remains below 80 percent.

Similarly, Liu, Wang, and Orgun introduced a
novel concept of Quality of Trust (QoT) and presented
a complex social network structure for optimal social
trust path selection. While their approach detects
trusted users, it does not specifically address the
identification of fake news.

Nikiforos, Vergis, and Stylidou focused on
detecting fake news related to the Hong Kong events
using linguistic and network features from tweets.
However, their study only utilized two algorithms for
training, which may limit the effectiveness of their
approach.

Dong, Victor, and Chowdhury proposed a
deep two-path semi supervised learning approach for
fake news detection, optimizing two paths
implemented with convolutional neural networks
(CNNs). One challenge they encountered was the
scarcity of labeled data by professionals in near real-
time.

Kumar, Asthana, and Upadhyay explored fake
news detection using deep learning models, including
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convolutional neural networks (CNNs) and long short-
term memories (LSTMs). Despite their efforts, the
accuracy of their models remained below 80 percent.

Lastly, Bahad and Saxena investigated fake
news detection using bidirectional LSTM-recurrent
neural networks, alongside convolutional neural
networks (CNNs) and recurrent neural networks
(RNNSs). Their approach, while effective, required
more time for training.

These studies demonstrate the ongoing efforts
to combat fake news using computational methods,
highlighting both advancements and challenges in
achieving accurate and efficient detection strategies.

3. OVERVIEW OF THE SYSTEM
3.1 Existing System

The existing system relies on Natural Language
Processing (NLP) and machine learning techniques to
detect fake news in Portuguese language content. It
involves analyzing linguistic characteristics  and
applying automatic detection algorithms to identify
fraudulent information. However, this approach has
several disadvantages. Users can modify information
once it's detected as fake news and repost it, allowing
fake wusers to continue spreading misinformation.
Additionally, there's no method to verify if a user has
altered their data, nor is there a mechanism to block users
from posting fake news.

3.1.1 Disadvantages of Existing System

Vulnerability to User Manipulation: Users can
manipulate information once it's identified as fake news,
reposting it without consequences. This loophole enables
fake news spreaders to continue disseminating
misinformation unchecked.

Lack of Data Integrity Verification: There's no
mechanism in place to verify if users have altered their
data after it has been flagged as fake news. This lack of
verification undermines the reliability of the detection
process and allows for potential abuse.

Inability to Block Fake News Propagators: The existing
system lacks the capability to block users who
persistently post fake news. Without effective measures
to penalize or restrict such users, they can continue to
exploit the platform to spread misinformation.

Limited Language Scope: The focus on Portuguese
language content restricts the applicability of the existing
system to a specific linguistic context, potentially
overlooking fake news in other languages commonly
used on social media platforms. environments.

3.2 Proposed System

In the proposed system, a machine learning-based
passive aggressive algorithm is utilized to predict fake
news, complemented by blockchain technology for
verifying user-generated content. By generating a
blockchain for data, any modifications made by users
will result in a change in the blockchain hash, preventing
tampering with existing content. A website is developed
where users can post messages, and blockchain is
generated for each piece of data to ensure its security and
immutability. If news is detected as fake, administrators
can delete the user's post and prevent other users from
accessing the fake data.

3.2.1 Advantages of Proposed System

Enhanced Detection Accuracy: By integrating a machine
learning-based passive aggressive algorithm, the system
can improve the accuracy of fake news detection. This
algorithm can effectively analyze linguistic patterns and
identify suspicious content with greater precision.

Data Integrity and Immutability: Leveraging blockchain
technology, the system ensures the integrity and
immutability of user-generated content. Each piece of data
is recorded on the blockchain, preventing unauthorized
modifications or tampering. This feature enhances trust in
the authenticity of shared information.

Prevention of Data Manipulation: The use of blockchain
technology enables the system to detect and prevent data
manipulation by users. Any attempts to modify content
will result in a change in the blockchain hash, alerting
administrators to potential tampering and preserving the
integrity of the original data.

Efficient Content Management: The system provides
administrators with the ability to delete fake news posts
and prevent their dissemination to other users. This
proactive approach helps maintain the credibility of the
platform and protects users from exposure to
misinformation.

User Accountability: By implementing measures to block
users who consistently post fake news, the system
promotes accountability among users. This discourages
malicious actors from spreading misinformation and
fosters a more responsible online community.

3.3 Proposed System Design

In this project work, there are four modules and
each module has specific functions, they are:

1. Owner Module
2. USER Module
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3. Block chain
4. Training Module
3.3.1 Owner Module:

Owners can upload news files to the platform, encrypt
them for secure storage, and manage access to these files
by providing encryption keys to authorized users. By
encrypting the news files, owners can protect the
confidentiality and integrity of the content, preventing
unauthorized access or tampering.

3.3.2 User Module:

Users can view the news files uploaded by the owner,
request encryption keys to decrypt specific files, and
access the decrypted content for reading or download.
This ensures that users can securely access and verify the
authenticity of the news content shared within the
platform, thereby promoting trust and credibility in the
information exchanged.

3.3.3 Block chain

In the blockchain module, the system can also check the
authenticity of news files to prevent the dissemination of
fake news or misinformation. By leveraging blockchain
technology, the system can verify the integrity of news
content, trace its origins, and establish a transparent and
immutable record of its dissemination.

3.3.4 Training Module

The training system module, machine learning models
could be trained to analyze news content for various
purposes, such as sentiment analysis, topic modeling, or
fake news detection. These models can help users and
owners assess the credibility and trustworthiness of news
articles, thereby assisting in the identification and
mitigation of misinformation.

3.4 Architecture
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Fig 1: System Architecture
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5. CONCLUSION

the proposed system offers a comprehensive
solution to the pervasive issue of fake news on social
media platforms by integrating machine learning
algorithms, blockchain technology, and content
verification mechanisms. Through advanced
algorithms, the system enhances the accuracy of
fake news detection, while blockchain ensures the
integrity and immutability of user-generated
content, preventing unauthorized modifications.
Proactive content management tools empower
administrators to swiftly address fake news posts,
fostering a more responsible online community. By
holding users accountable and promoting data
integrity, the system aims to create a secure and
trustworthy environment for information sharing,
mitigating the harmful effects of misinformation on
society.

Fake news sharing is one of the popular
research problems in recent technology based on
lack of security and trust in terms of the truth of
shared news in social media. In this article, we have

presented the combination of blockchain and
machine learning techniques to provide solutions
and design a trust-based architecture toward shared
news online. We have applied the reinforcement
learning technique, a learning-based algorithm, to
make a strong decision-making architecture and
combine it with blockchain framework, smart
contract, and customized consensus algorithm,
which is well fit for the Proof-of-Authority protocol.
Social media plays a key role in this process. The
shared information platform contains fake news,
and its a beneficial challenge to enhance and
investigate the Proof-of-Authority protocol and user
validation
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