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Abstract : 10T data shielding is a thorough strategy to protect loT-related data that is stored in the systems. Warehouses are being
rapidly transformed by the Internet of Things (IoT), which is opening up new possibilities for productivity and efficiency. 10T
networks, however, are also susceptible to a range of security risks, including denial-of-service attacks, illegal access, and data
theft. This research leverages cloud computing to provide a data shielding architecture for 10T networks in warehouses. The
framework shields data against unwanted access and use by combining a number of security measures, such as access control, and
encryption. The creation of a data shielding framework that can assist in defending 10T networks in warehouses against security
risks is the main objective of this project. It will be possible for businesses to gain from this.

IndexTerms - 10T, cloud computing, data shielding, security methods, and warehouse introduction

I.INTRODUCTION

The explosive growth of the Internet of Things (10T) has ushered in a new era of data-driven decision-making. Sensor nodes
embedded in our environment generate a constant stream of valuable information, fuelling applications across diverse domains.
Centralizing this data in data warehouses unlocks immense potential for analysis and knowledge extraction. However, with this
power comes a critical responsibility: safeguarding the privacy and security of this sensitive data. Personal information from smart
homes, critical infrastructure data, and sensitive financial transactions collected by IoT sensors demand robust protection against
unauthorized access and malicious exploitation.

Traditionally, data privacy in 10T networks has relied on techniques like anonymization and pseudonymization. However, these
methods often come at the expense of data utility, hindering the ability to extract meaningful insights. Homomorphic encryption
(HE) emerges as a powerful alternative, enabling computations on encrypted data without decryption, preserving data privacy while
unlocking analytical power.

This research builds upon the promise of HE to develop a novel data shielding technique for 10T networks, ensuring data privacy
and security throughout the data lifecycle, from sensor data collection to analysis within the data warehouse.

I1. OBJECTIVES

The objective is to develop a data shielding solution for the data of 10T devices in a 0T network of a Warehouse. This solution
will protect sensitive data from malicious attacks and ensure the privacy and security of the data.The system is designed to be
scalable and flexible, so that it can be used in a variety of warehouses. It will also be designed to be easy to use and maintain.To
Implement Transparent Transactions

I1l. LITERATURE REVIEW

In conducting the literature review for our project, we delved into several IEEE papers to acquire a comprehensive understanding
of the current state-of-the-art in the relevant field. These IEEE publications served as invaluable resources, offering insights into
key methodologies, technological advancements, and theoretical frameworks that informed and guided the development of our
project. By synthesizing information from these rigorously peer-reviewed sources, we aimed to ensure the robustness and validity
of our approach, aligning our work with established research and fostering a foundation of knowledge that enhances the credibility
and innovation of our project. The wealth of knowledge gleaned from these IEEE papers not only facilitated a nuanced
comprehension of the existing literature but also inspired creative solutions and methodologies, positioning our project within the
broader context of cutting-edge research in the field.
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IV. LIMITATIONS OF EXISTING SYSTEM

Existing data shielding systems for 10T networks in warehouses often have limitations in terms of scalability, performance,
security, and ease of use.

A. Scalability:
Many existing systems are not designed to scale to large networks of 10T devices, which can make them difficult to deploy and
manage in a large warehouse environment.

B. Performance:

Some existing systems impose a significant performance overhead on loT devices, which can reduce their efficiency and impact
the overall performance of the warehouse

network.

C. Security:
Some existing systems have security vulnerabilities that can be exploited by
attackers, putting the data in the warehouse network at risk.

D. Ease of use:
Many existing systems are complex to configure and manage, which can
make it difficult for businesses to implement and maintain them effectively.

V.PROBLEM STATEMENT

"To mitigate the security risks and performance limitations of traditional data transfer methods in 10T networks, Cloud
Computing Technology can be used to provide a more secure, reliable, and scalable data transfer solution as it offers a variety of
security features for protecting the data from unauthorized access, manipulation or destruction.”

. RESEARCH METHODOLOGY

The methodology section outline the plan and method that how the study is conducted. This includes Data and Sources of Data,
study’s variables and analytical framework. The detailsare as follows;

3.1Framework:

To Protect or Disguise the Information Obtained from 10T Devices in the 10T Network of Using lightweight warehousing

system techniques, we will concentrate on resource-constrained environment security optimization. The first step is to build an 10T
network infrastructure that is a duplicate of the network found in current systems.
To extract the data from the surroundings and environment, many sensors are used. Temperature and proximity sensors are the
sensors that are utilized to extract the surrounding data. With the aid of the ESP module, the collected data is subsequently moved
to the Raspberry Pi, where it is thereafter stored until it is needed on the Cloud server. Here, we're using Next Cloud, an installed
cloud server on a Raspberry Pi. Additionally, the disparate Cloud-based methods are used to secure the 10T data extraction.
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3.2 HARDWARE Used
A. Raspberry Pi

A Raspberry Pi is a small, low-cost computer that can be used for a variety of purposes. We are using it as a central unit for an l1oT
network. In an 10T network, the Raspberry Pi can be used to collect data from multiple sensors and send that data to the cloud To
act as the central unit for an 10T network, the Raspberry Pi would need to be connected to the sensors and to the internet. The
Raspberry Pi would then use software to collect the data from the sensors and send it to the cloud.

Data Sharing

‘ipberry pi

2 iz
FCC ID: 2ABCB-RP132
1C: 20053-RPI32

B. Temperature Sensor:
Devices that measure an object's or environment's temperature are called temperature sensors. They are essential parts of
applications where precise temperature control is necessary. The NTC Thermistor Temperature Sensor Module 3 Pin uses a
thermistor sensor to detect temperature and is a low-cost, compact module. It is sensitive to the temperature of the surrounding
environment. It reacts strongly to changes in temperature. Generally speaking, it is employed to measure the ambient temperature.
It is possible to alter the temperature detecting threshold by adjusting the potentiometer.

C. Motion Sensors:
A warehouse network can improve security, automate lighting management, and increase energy efficiency by integrating a PIR
(Passive Infrared) motion sensor. PIR motion sensors track variations in infrared light resulting from moving objects, including
humans.

3.3 SOFTWARE Used

A. NextCloud
Itis an application for a cloud server that lets you store and distribute Internet of Things data online. Since it is a self-hosted solution,
you are in total control of your data. Because it is scalable, secure, and has many characteristics that are beneficial for 0T networks,
Nextcloud is a solid option for 10T networks. We store and exchange data from IoT devices and their sensors using Nextcloud.
Additionally, we might use Nextcloud to work together with other users on projects like making dashboards to display your loT
data or creating new loT apps.
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B. Maria DB
MariaDB is a fork of the relational database management system (RDBMS) MySQL that is developed by the community and
sponsored by businesses. Under the terms of the GNU General Public License, it is meant to stay free and open-source software
(GPL). MariaDB, the daughter of MySQL's original developer Michael Widenius, is the inspiration behind the name MariaDB.

C. Dietpi OS
DietPi is a lightweight Linux operating system (OS) distribution designed for the Raspberry Pi and other single-board computers
(SBCs). It is based on Debian and is known for its ease of use, performance, and security.

D. RpiOS
Raspberry Pi OS is a Linux operating system (OS) distribution based on Debian specifically designed for the Raspberry Pi and
other single-board computers (SBCs). It is a general-purpose OS that can be used for a variety of tasks

IV. RESULTS AND DISCUSSION

Here are the results of our first implementation for our project "Data Shielding in 10T Network of a Warehouse " For the
first phase of our project we successfully installed and configured Nextcloud as our Personal self-hosted cloud as a Server on a
Raspberry Pi.

Fig.10.2 Result
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Fig. 10.3 Result

V1. CONCLUSION AND FUTURE SCOPE

In this project we demonstrated the feasibility of using lightweight algorithms to secure data acquired from 10T devices in a
warehousing system. The project began by creating an 1oT network infrastructure that replicated the network used in a present-
day warehousing system. Different sensors were used to extract data from the environment, including temperature sensors and
proximity sensors. The acquired data was then transferred to a Raspberry Pi using an ESP module. The data was then stored from
the Raspberry Pi to a NextCloud cloud server. Different techniques were used to secure the extracted 10T data on the cloud server.
These techniques included encryption and anonymization. Data is jumbled up by encryption, making it unreadable without the
encryption key
Future Work The project can be extended in a number of ways. For example, the project could be extended to include more loT
devices and sensors. The project could also be extended to include more sophisticated security techniques. Additionally, the
project could be extended to test the security of the system in a real-world environment.
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