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ABSTRACT:

This project aims to develop a fraud app detection system
using sentiment analysis. The system leverages Java 1.8
Spring Boot, MySQL, React, HTML, CSS, JavaScript, and
Bootstrap to create a robust web application. The
methodology involves collecting user reviews and
comments, preprocessing the data, and applying sentiment
analysis models to determine sentiment scores. The system
then uses predefined fraud criteria to flag potentially
fraudulent reviews. Integrating the system into a Java
Spring Boot backend and visualizing results using React
provides real-time monitoring and investigation.
Continuous improvement, user feedback handling, and
effective model selection ensure enhanced accuracy and
adaptability to evolving fraudulent patterns.
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I.INTRODUCTION

Sentiment is an emotion or attitude that is brought on
by the client's emotions. As consumer opinions are
gathered and mined to determine an app's rating,
sentiment analysis is also known as opinion mining. .

Information is gathered, analysed, and then classified
as either positive or negative depending on how it is
felt. People always research the app's reputation among
users before making a purchase.

Sentiment analysis is a procedure that gathers and
analyses a sentence's opinion or sentiment using
natural language processing (NLP). It is well-liked
since many people choose to heed user
recommendations. It is beyond the control of manual
procedures to analyse enormous amounts of reviews &
to aggregate them into an effective choice because the
number of opinions in the form of reviews, blogs, etc.
are expanding continuously.

Sentiment analysis converts these actions into

automated  procedures with  minimal human
assistance.Because different phrase forms express
thoughts and opinions in different ways, it is not
always possible to have a single strategy that works for
all situations. Sentence terms that are also referred to
as opinion words, such as wonderful, beautiful, bad,
etc., cannot tell an opinion sentence from a non-
opinion sentence. Even if a conditional statement lacks
an opinion, it may contain numerous sentimental
phrases or sentences. It can be challenging to discern
the orientation of attitudes on themes or qualities in
conditional phrases because they have certain
distinctive traits of their own. Positive, negative, or
neutral sentiment orientation are the different types of
opinions. Sentences that explain implications or
potential outcomes are known as conditional
sentences. Many different types of conditional
connectives can be used to form these sentences. A
conditional sentence contains two clauses: the
condition clause and the consequent clause, that are
dependent on each other. Their relationship has
significant implications on whether the sentence
describes an opinion.

II.LITERATURE SURVEY:

This paper hopes to see customers making spam diagrams or
audit spammers. They see a couple trademark practices of
survey spammers and model these practices with a particular
ultimate objective to perceive the spammers. Creators
endeavor to display the running with phones. Regardless,
spammers may target particular things or things that
accumulate keeping in mind the end goal to develop their
effect. Second, they tend to leave trade specialists in their
evaluations of things. In paper, creators have examined the
issue of finding half and half shilling assaults on rating data.
The philosophy relies upon can be used for dependable thing
proposals and semi-managed learning. This paper shows a
Hybrid Shilling Attack Detector or Hy SAD for short, to deal
with this issue. In particular.

Nowadays, the majority of us use mobile devices with iOS
or Android operating systems, and we frequently use the
functionality of the play store or app store. A wide variety
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of software is available on both markets, however
unfortunately some of those programmes are fake. Both data
theft and device damage are possible with these apps. Thus,
they must be labelled in order for store patrons to recognise
such programmes. To manage the data, feedback, and
application evaluation, we suggest a web application. As a
result, it will be simpler to determine whether or not an
application is fraudulent. The online application allows for
the simultaneous processing of many applications. Another
userMost of us use mobile devices these days that run
Android or i0OS, and we routinely can not always find
reliable or honest product reviews online. As a result, the
admin will assess the reviews and comments, making it easy
for the admin to decide whether the application is honest or
dishonest.

IH1.METHODOLOGY
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Fig 1:-flow chart

Data Collection: Gather user reviews, comments, or
feedback related to the app from various sources, such as app
stores, social media platforms, or your own database.

Data Preprocessing:

Text Cleaning: Remove any special characters, URLSs, and
unnecessary symbols from the text.

Tokenization: Split the text into individual words or tokens.

Lowercasing: Convert all text to lowercase for consistency.

Stopword Removal: Eliminate common words (e.g., "and,
"the") that don't contribute much to sentiment analysis.

Stemming/Lemmatization: Reduce words to their base or
root form to reduce dimensionality.

Sentiment Analysis: perform an appropriate sentiment
analysis model for the task we are using NLP to achieve the
goal..

Evaluation:

Define Fraud Criteria: Established criteria to identify
fraudulent or suspicious reviews based on the sentiment
scores obtained from the sentiment analysis model. For
example, reviews with very negative sentiment or specific
keywords related to fraud may be flagged.

Fraud Detection Algorithm:

Sentiment Scoring: Apply the sentiment analysis model on
the preprocessed data to get sentiment scores for each review
or comment.

Flagging: Implement an algorithm to flag reviews that meet
the fraud criteria.

User Feedback Handling: Develop a mechanism for users to
provide feedback on flagged reviews. This feedback will be
used to improve the accuracy of the fraud detection system
over time.

Integration: Integrate the fraud detection system into your
Java Spring Boot backend to automatically process user
reviews and comments.

Visualization and Reporting: Create a user interface using
React, HTML, CSS, and JavaScript to display the analyzed
sentiment and flagged reviews for further investigation.

Testing and Deployment: Thoroughly test the system to
ensure it functions correctly. Deploy the fraud app detection
system to your production environment.
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IV.EXPERIMENTAL RESULTS

Want to analyse your comment??
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Figure 4

V.CONCLUSION

Through the use of online social networking research, this
Figure 1 study successfully developed an improved feeling
characterisation technique for peculiarity location.

Utilising tweet data as a contextual investigation, the
- — feasibility of the suggested technique is demonstrated.
B S Using the suggested technique, the strangeness estimate
— designs were efficiently identified and translated. The
m ? Contextual analysis demonstrated the usefulness and
: ' dominance of the method. When it comes to handling

=3 conclusion design characterizations, Given the acceptance
Create App of our method in light of an unnatural state of anger that

' has become stronger with similar grouping assignments

carried out by annotators. This investigation gives fresh
ideas for describing a robust opinion examination method
using information from web-based networking media to

distinguish instances or examples of inconsistency. The
tactic will apply in situations like design changes after a
Figure 2 while. This should be really profitable. for businesses to

secure their administrative hub, for government innovators
and political aspirants to understand the rationale behind
their ongoing research arises, and for other intimate
associations to become more refined their clients' brand
assurances and incentives.

implementing fraud app detection using sentiment analysis
involves collecting user feedback, preprocessing the data,
applying sentiment analysis models, and developing a
fraud detection algorithm based on predefined criteria.
Integrating this system into a Java Spring Boot backend
and visualizing the results using React, HTML, CSS, and
JavaScript allows for real-time monitoring and
investigation of potentially fraudulent activities.
Continuous improvement, user feedback handling, and

Figure 3 effective model selection are critical for enhancing the
system's accuracy and adapting to evolving fraudulent
patterns.
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