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Abstract : In educational institutions, ensuring campus safety is paramount. To address security concerns related to unauthorized
access, this study proposes a novel approach: a wall jumping detection system. This system employs strategically placed sensors
along perimeter walls and fences to avoid the approved access points. This study suggests a simple, low-cost method for identifying
wall-jumping at universities and colleges. For real-time monitoring and alerting at the security center, the system makes use of an
Arduino microcontroller, LED light, buzzer, wireless communication module (transmitter and receiver), and passive infrared (PIR)
sensor. Upon detecting anomalous activity, the system triggers alerts for immediate response by security personnel, thus bolstering
campus security measures. Through continuous improvement and adherence to privacy regulations, this system aims to create a
safer environment conducive to learning and productivity within educational institutions.

IndexTerms - Wall-jumping detection, PIR sensor, Arduino, security system, educational institutions.

l. INTRODUCTION

For the safety and wellbeing of students, educational institutions must maintain a secure atmosphere. Although they are a frequent
security feature, students occasionally try to climb over perimeter walls in order to get around them. This conduct not only creates
a chance for bodily harm but also permits unwanted entry. Installing traditional security systems with wall detection may be costly
and difficult. This study presents a unique wall-jumping detection system for educational contexts that is especially intended to be

easy to implement and affordably priced.

I1. SYSTEM DESIGN
The components of the suggested system are easily accessible and reasonably priced.

The PIR sensor, also known as the passive infrared sensor, measures variations in infrared radiation when a person approaches wall
and generates heat Arduino Uno: A microcontroller that acts as the brains of the system, interpreting data from sensors, directing
the LED and buzzer, and wirelessly sending out alarms.

Buzzer: An audible alarm that sounds when a PIR sensor is detected, warning security staff and maybe discouraging people from
wall-jumping.

LED Light: A visual cue that turns on in tandem with the buzzer to provide a targeted warning at the location of attempted
breach.Wireless Communication Module (Transmitter and Receiver): This module sends a signal to a receiver situated at the
security center from an Arduino at the sensor position. The receiver can show a notice on a standalone monitor or be linked to an

alarm system.
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2.1 System Block Diagram
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2.2 System operations
1. The PIR sensor faces the possible approach direction and is positioned strategically close to the wall.
2. The output of the PIR sensor is continually monitored by the Arduino.
3. The sensor output signal changes state when an object approaches the wall, which results in a change in infrared radiation.
4. As soon as the Arduino notices a change, it simultaneously activates the LED and buzzer to provide an instant deterrence.
5. The transmitter module on the Arduino is used to send out a wireless signal.
6. The signal is received by the security center's receiver module.
7. The security center can sound an alarm, show a warning on a monitor, or start a pre-programmed action when it receives the
signal.
3. System Implementation:

3.1 Hardware Components
1. Arduino Uno microcontroller

2. PIR sensor module

3. Buzzer

4. LED light

5. Wireless communication module (transmitter and receiver) (e.g., nRF24L01, ESP8266)
6

Connecting wires7.Breadboard (optional) for prototyping
3.2 Software Development:

The Arduino IDE (Integrated Development Environment) is used to program the Arduino microcontroller. The program should
include the following functionalities:

e Library inclusion for PIR sensor and wireless communication module.

e  Setting up the PIR sensor pin as input and buzzer/LED pins as outputs.

e Defining a function to read the PIR sensor data.

o Implementing a loop that continuously reads the sensor data.
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o If the sensor detects motion (change in state), activate the buzzer and LED.

e Transmit a wireless signal using the communication module library.

3.3 System Assembly and Testing
1. Assemble the hardware parts using wire connections or on a breadboard (for prototyping).

2. Transfer the Arduino's programmed code to it.
3. Inorder to test the system's operation, replicate an attempt to leap a wall close to the PIR sensor. There should be a signal
received at the security center, and the buzzer and LED should turn on.

4. Adjust the PIR sensor's sensitivity and location to get the best detection range and the fewest false alerts possible.

m-;ggm

LA
L

S

]

il

Figl: Students Escaping By Jumping Gate From Institution

4. Advantages
e Economical: The system makes use of reasonably priced off-the-shelf parts.

Simple installation and little infrastructure adjustments are required for this easy-to-deploy architecture.
e Real-time detection: Enables prompt security action by providing notifications for wall-jumping attempts.
e Deterrent effect: Unauthorized access is discouraged by auditory and visual notifications.
e Scalability: By placing many sensor units at weak points in the perimeter, the system may be readily expanded.

e Flexibility: Without the need for specialized wiring, wireless connection enables remote monitoring at the security center.

5. Limitations and Future Work
5.1 Limitations

e PIR Sensor Sensitivity: To reduce false alerts brought on by alterations in the surrounding environment or animals, the
PIR sensor's sensitivity must be adjusted for optimal system performance.

e Line-of-Sight Requirement: A direct line of sight between the transmitter and receiver is necessary for the wireless
communication module to function. When there are obstacles, other options such as cellular communication might be
investigated.

e System Tampering: Although wall jumping is discouraged by the system, further security measures may be required to stop
tampering with the sensor unit itself.

5.2 Future work could involve

e The system may be integrated with current security infrastructure to provide a more resilient response. The Arduino's data

logging functions can be used to monitor past information on wall-jumping attempts in certain areas.
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o Investigating the application of machine learning techniques to examine sensor data in order to enhance detection precision

and distinguish between false alarms and human presence.

6. Conclusion:
A low-cost, readily deployable method for identifying wall-jumping attempts in educational settings is presented in this work. The

solution gives security staff real-time notifications and makes use of easily accessible components. This strategy provides a practical
and affordable way to improve student safety and perimeter security. For a more complete security system, more study can examine

cutting-edge features and interaction with current infrastructure.
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