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ABSTRACT: Electronic systems used for storing and 

sharing health records are vulnerable to security threats. 

To mitigate these risks, numerous countries have 

implemented regulations requiring healthcare 

information systems to adhere to certain security 

measures (such as confidentiality, access control, 

integrity, revocation, and anonymity) and additional 

features (like emergency access and interoperability). 

However, many existing solutions either have security 

shortcomings or only address certain aspects of these 

requirements. In response to this, we introduce Health-

Guard, a blockchain-based protocol designed to secure 

health records while meeting all the primary and 

additional requirements stipulated in current 

regulations. We demonstrate the effectiveness of 

Health-Guard through various attack scenarios and 

show how it surpasses existing solutions. Additionally, 

we present a Health-Guard which can decrease access 

time of health records by 26% to 90% and reduce 

client-side memory overhead by up to 50%, compared 

to previous work.  
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1 INTRODUCTION 

 

Information technologies introduce several resources and 

benefits to the healthcare field. Electronic Health Records 

(EHRs), such as a patient’s medical history, are one of the most 

widely employed resources [1], providing a wide view of a 

patient’s medical status. EHRs are commonly originated and 

shared with collaborators (e.g., physicians, nurses) through cloud 

computing systems, which results in a more convenient approach 

to managing such records. Cloud-based systems, however, 

introduce security challenges in healthcare [2]. A recent report 

shows that healthcare data breaches are highly common [3], 

wherein several of them are classed as unauthorized access, 

which may lead to inappropriate use of health records (e.g., 

unwanted advertisements or lower chances of conquering a job 

opportunity). Due to security vulnerabilities, various countries 

(e.g., USA, Brazil, and those from European Union) have 

established regulations defining health records as sensitive data 

that should be shared only under patient consent [4]. These rules 

establish a set of criteria, referred to as properties of health 

records. For example, health records should only be accessible to 

those with the appropriate authorization, ensuring confidentiality 

and control over access. Records must also be protected from 

unauthorized modifications (integrity property). Furthermore, the 

aspects of revoking access and ensuring compatibility with other 

systems (access revocation and interoperability properties) must 

also be considered. These attributes inspire the creation of 

strategies to safeguard healthcare information systems. 

Numerous scholarly suggestions offer frameworks that rely on 

centralized servers for the storage and distribution of health 

records. (e.g., [5], [6]). The security of such solutions relies on 

the fact that the server is trusted not to disclose sensitive data, 

such as information related to user credentials and patient 

records. This results in a single point that, when compromised, 

can make the entire system fail. Moreover, these solutions 

address only a subset of health record properties, Despite not 

meeting some basic requirements, numerous studies suggest the 

application of decentralized methods for safeguarding health 

records (for example, see references [7], [8]). Blockchain [9], for 

instance, is a technology that enhances data security. It permits 

online data transactions in a decentralized manner, thereby 

improving the security of the data. Although these schemes do 

not have drawbacks, they still lack an integrated approach that 

covers all of the aforementioned health records properties, then 

presenting security limitations. Therefore, lack of proposals in 

the literature that address all of the properties and afford 

satisfactory security to health records. Driven by the attributes 

outlined in the regulations, and the literature limitations, we 

propose Health-Guard, a protocol which secures health records 

by addressing all of their properties. In essence, Health-Guard is 

composed of a set of schemes, based on decentralized 

approaches (e.g., block chain and Interplanetary File System 

[10]) and cryptographic primitives (e.g., Cipher text-Policy 

Attribute-based Encryption [11] and public key encryption), 

which allow records to be stored and shared secur
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2 SUMMARY OF THE METHODS FOUND IN 

THE LITERATURE  

3 PROPOSED FRAMEWORK 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig 3.1. Proposed framework for Health-Guard 

 

 

4 METHODOLOGIES 

 

1. Public Key Encryption: This is the first step in the 

process. The sender encrypts a message using the 

receiver's public key. Only the receiver, who has the 

corresponding private key, can decrypt this message. 

This ensures that message remains confidential and the 

intended recipient can only read it  

2. AES-based Encryption: In this step, the data to be 

hidden is encrypted using the AES algorithm with a 

secret key. This key is shared between sender and the 

receiver. The receiver can then decrypt the hidden data 

using the same secret key 

3. One-Way Hash Functions: A hash function is 

applied to the message. This function takes the message 

as input and outputs a fixed-size hash value. The same 

message will always output the same hash value. This 

step ensures the integrity of the message, as any 

changes to the message would result in a different hash 

value 

4. CP-ABE (Ciphertext-Policy Attribute-based 

Encryption): In this final step, the data is encrypted 

with an access policy using CP-ABE. The access policy 
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is a tree-based structure with attributes interrelated 

through logical operators. The data can only be 

decrypted with a secret key that has attributes satisfying 

the access policy. This step provides fine-grained 

access control over the encrypted data. 

This methodology provides a comprehensive approach 

to securing sensitive data, such as health records. It 

ensures confidentiality, integrity, and access control, 

making it suitable for use in healthcare information 

systems.  

5 PROPOSED ALGORITHM 

Step 1: Public Key Encryption 

def encrypt_public_key (message, public key): 

    cipher_text = E (message, public_key) 

     return cipher_text 

def decrypt_public_key (cipher_text, private_key) 

    message = D(cipher_text, private_key) 

     return message 

 

Step 2: AES-based Encryption 

def encrypt_AES (data, secret_key): 

    encrypted data = AES_encrypt (data, secret_key) 

     return encrypted_data 

def decrypt_AES (encrypted_data, secret_key): 

 Decrypt the encrypted data with the secret key 

    data = AES_decrypt (encrypted_data, secret_key) 

     return data 

 

Step 3: One-Way Hash Functions 

def hash_SHA256(message): 

hash_value = SHA256_hash(message) 

     return hash_value 

 

Step 4: CP-ABE 

def encrypt_CPABE (data, access_policy): 

encrypted_data = CPABE_encrypt (data, 

access_policy) 

     return encrypted_data 

def decrypt_CPABE (encrypted_data, secret_key): 

    data =CPABE_decrypt (encrypted_data, secret_key) 

return data 

 

 

6 EXPEIMENTAL RESULTS: 

 

 
Figure 6.1. Hospital login page for doctors 

 
Figure 6.2. List of doctors registered to a hospital 

 
Figure 6.3. Doctor request patient for accessing EHRs 

 
Figure 6.4. Patients data stored in data base with 

proposed encryption scheme  

Comparing The Experimental Results With Related 

Works 
Execution Time: Health-Guard outperforms related 

work in execution time, especially with 10 CP-ABE 

attributes, achieving 0.36s for storage and 0.17s for 

sharing phases. It remains efficient even with 100 

attributes. 

Memory Usage: While Health-Guard introduces more 

memory overhead in storage, it uses less memory than 

related work for sharing, particularly with smaller 

health records. 

Comparative Efficiency: Compared to da Costa et al.'s 

protocol, Health-Guard is more efficient in sharing 

phase, reducing execution time by at least 26% and 

memory usage by up to 50%. 

Overall Performance: Despite being less efficient in 

memory usage during storage, Health-Guard’s sharing 

phase is generally faster and more memory-efficient 

than similar protocols. 
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Table 1. Experimental values obtained for various 

research works.   

 
Figure 2. Graph showing experimental results of 

research works based on their execution time  

7 CONCLUSION 

 

In this work, we proposed Health-Guard, a blockchain-

based protocol that secures health records while 

addressing all of their main properties, namely 

confidentiality, access control, integrity, access 

revocation, emergency access, Health-Guard shows 

security advantages compared to related proposals that 

present highly security mechanisms. While those 

proposals are generally based on a server, Health-

Guard affords several features, preventing one single 

entity from compromising the healthcare system. 

Furthermore, compared to solutions, our protocol 

addresses the challenging problem of fulfilling all the 

main properties of health records, whereas other 

solutions focus on offering mechanisms for specific 

only. Experimental evaluations of a Health-Guard 

demonstrated the practical feasibility of our protocol.  
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