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Abstract: 

The rapid adoption of the technology in the banking sector and the rapid growth of digital payment has also 

resulted in growing incidence of cybercrimes which affect the working of the banks including financial losses 

to the economy. It also lead to erosion of trust, reputation damage and legal implications. 

The present research aims at finding out the financial frauds taking place in the banking sector including public 

sector banks, private sector banks, foreign banks, and others. The research is a descriptive research based on 

the available secondary data on the subject of research. RBI provides valuable data on the working of the 

banks. 

The findings of the research revealed that there is growing incidence of banking fraud resulting from e-banking, 

online banking and digital transactions. These frauds have been taking place in the public sector banks as well 

as private sector banks and the trend is increasing.  

However, it is revealed that public sector banks have higher share of financial fraud in terms of amount of 

money while private sector banks have higher share in the number of financial frauds. The major areas of fraud 

take place in advances, credit card, debit card, and internet banking. 

It appears that private sector banks are more vigilant in minimizing the frauds in money terms. Hence, even 

public sector banks should adopt such preventive measures to minimize the cyber crimes. A multifaceted 

approach is necessary to overcome the problem of cybercrimes and frauds.  
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Introduction: 

The banking system in India has introduced various changes in the last one decade and the most important is 

the use of technology and digital transactions. With the increase in digitization the banking sector has been 

exposed to growing incidence of cyber crimes. Cyber crime is an act of illegal transactions undertaken with 

the help of computer and other resources. The number of cybercrimes in online banking has increased from 

1343 in the year 2016 to 6491 in the year 2022. 

Types of Cybercrimes: These cybercrimes can take the form of Hacking, Phishing, Ransomware, Data 

breaches, Advance Persistent threat,point of sale, ATM Skimming and so on. Cybercrime results in losses to 

the customers, banks as well as to the entire society. 
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Hacking is the unauthorized access or the manipulation of computer system network, Phishing is obtaining 

confidential data of the people such as password, username etc. Ransomware is a malicious software that 

encrypts the personal data and the payment. Data breach is the viewing of the sensitive information by some 

unauthorized persons. Advance persistent threats are the attack aimed at getting access to banking data. Point 

of sale is some fraud taking place at retail transactions. ATM skimming is a fraud when credit card and debit 

card data is stolen by criminals with the help of small device placed on ATM. 

Cyber Security: These are the measures taken by banks to protect the system and network from cyber-attacks. 

Some of the tools and strategies for ensuring cyber security in the banking sector are: 

1. Implementation of robust security framework. 

2. Regular Risk assessment exercise 

3. Adopting Multi factor Authentication 

4. Encrypting Banks data 

5. Regular monitoring and testing security system 

6. Training of Employees 

7. Maintaining Incident response plan 

8. Managing third party vendors  

9. Credit Risk Analytic 

10. Customer Education 

Banking institutions and the government has well developed cyber security plans and tools. Despite this 

cybercrimes continue to take place in one form or the other. Such crimes are common in advanced economies 

as well as developing countries.  However, efforts should be made to minimize the incidents of such crimes. 

Research Objectives: The objectives of the present research are: 

1. To find out the trends in banking sector cybercrimes/ frauds 

2. To compare frauds in public sector and private sector banks. 

3. To assess the major banking operations contributing to bank’s frauds 

4. To suggest suitable preventive measures to reduce the incidence of cybercrimes. 

Review of Literature: 

1. Dr. Tejashwani K C and Ashwini Kumar Chougule (2024) examined the trends in cybercrimes in the 

banking sector especially scheduled commercial banks. There is continuous rise in the number of financial 

frauds from 2213 in the year 2011 to 50035 in the year 2020. These include all types of frauds such as 

credit card, debit card frauds, ATM fraud, Online Banking fraud, OTP fraud and so on.  

These financial frauds have taken place in all the types of banking (Public sector, Private sector and foreign 

banks). The amount involved in these frauds increased from Rs. 42.29 crore to Rs. 228.65 crore during the 

period from 2017 –18 to 2020 – 21. The amount recovered was Rs. 8.99 crores in 2017 – 2018 and Rs. 

13.51 crore in 2020 – 2021. Thus the increase in the use of technology and online banking transactions 

have also created adverse impact on the banking sector and the customers. 

2. Surbhi Gloria Singh (2024) highlighted the financial loss due to cybercrimes taking place in the country. 

The number of cyber related grievances are about 7000 per day on the National Cybercrime Reporting 

Portal (NCRP). These cybercrime attacks are taking place from various other countries including 

Cambodia, Laos, Myanmar, China etc. Such Cyber- attacks also take place in China on a regular basis.  

The number of complaints about cybercrime increased rapidly from 257000 in 2929 to 740000 in the year 

2024. The amount lost in such cybercrime is Rs. 7061 crore in just few months. It is also found that most 

of the cyber-attack in the Asia countries are the result of increase application of social media platforms. 
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These social media platform one used for fake job offers, cyber scams, investment frauds, SIM card scams 

and so on. 

3. Nitasha Natu (2023) found that there has been a 243 percent jump in the cybercrimes in the city of Mumbai 

during the last five years. The overall cybercrime which were 1375 in the year 2018 rose to 4723 in the 

year 2022. However, the detection of these crime is only 8 percent. Majority of these frauds related to credit 

card transactions. In the year 2022 credit card fraud were 3490 out of the total 4723 accounting for 76 

percent of the total. Hence there is a greater need to create capacity building to detect these crimes in time. 

4. Suman Archarya (2020) Assess the impact of cybercrimes and cyber security measures being adopted in 

the Indian Banking sector. The research was based on the secondary data or published data. The research 

found that that cybercrimes are taking place in the public sector banks more than in the private sector bank. 

This is in terms of number of frauds as well as the amount of fraud. For example, in the year 2018 -19 the 

number of frauds in the public sector banks were 3766 while in the private sector it were 2090. The amount 

involved in the public sector banks was Rs. 645094 million while in private sector it was Rs. 55151 million. 

Hence, banks should strengthen their security mechanism to prevent and minimize such cyber-attacks in 

future.  

5. Ms. Neeta (2019) reviewed the e banking the cybercrime taking place in the sector. Today banking 

facilities are available 24 x 7 through ATM, Mobile banking, internet banking, NEFT, RTGS etc. As a 

result people are using e-banking facilities more than the traditional cheque payment facility. This increase 

in e-banking is also resulted in increase in cybercrimes. For example, in the year 2013, there was arrest of 

3301 persons for cybercrime while in the year 2014, the number of person arrested were 5752, an increase 

of 74 percent. Among the States UP ranked first in the number of arrested persons at 1223. Hence, there is 

an urgent need to take suitable measures to control these crime. 

6. Dr. Ashvine Kumar Sharma (2016) evaluated the impact of cybercrimes on the banking sector in the 

country. Cybercrimes are being conducted using interest, email, credit cards, debit cards, fund transfer etc. 

At the global level  cybercrime has resulted in loss of 114 billion USD. Further about 4 billion USD is 

being incurred to recover from these loses and 3.6 billion USD to prevent further losses. 

Some of the security measures taken by the banks include digital certificates, one time pass word taken, 

cards, browser protection, virtual keyboards device registering, transaction monitoring and so on. There is 

a need to create greater awareness among the customers and users of online banking. 

 

 Research Methodology: The research methodology of the present research can be seen as below: 

1. Research Design: Research design is the heart of the entire research process. The research design 

adopted for the present research is descriptive research design as it best serves the purpose of the 

research. It describes the current status of the cybercrime  situation in the banking sector.  

2. Sources of Data: The present research has been exclusively based on the available secondary data on 

the subject of research. The most important source of data is the Reserve Bank of India annual report 

which provides exhaustive data on the cybercrime in the banking sector. The other sources include the 

review of the literature and  the research papers on the subject of research. 

3. Sample Size and Methods: There is no sample used in the research. The secondary data has been 

obtained from banks annual reports. 

4. Data Analysis and Tools Used: The secondary data has been analysed in terms of percentage trends 

or the growth rate in cybercrimes and percentage share of the public sector banks and private sector 

banks in the country. The data covers number of crimes, amount involved and the process of banking 

operations. 

5. Limitations: Some of the limitations of the present research are: 

a. It is based on the secondary sources of data only and no primary data has been used. 
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b. The research has covered the problem of cybercrime at the macro level and not at the micro level 

or individual bank level. 

c. The research has not taken into consideration the motives of the cybercrimes and the financial 

impact of it on the individual banks. 

 

 Data Analysis: The details can be seen as below: 

1. Bank Group wise Fraud Cases: The bank group wise number of fraud cases and the amount involved 

in it can be seen from the table given below. 

Table No. 1 

Bank Group wise Fraud Cases 

Sr. 

No. 
Bank Group 2021 – 2022 2023 - 2024 

  Numbers Amount 

(Rs / Crore) 

Number Amount 

(Rs / Crore) 

1 Public Sector Bank  3044 

(33.70) 

322.88 

(71.10) 

7472 

(20.70) 

10507 

(75.30) 

2 Private Sector Banks 5312 

(58.70) 

10653 

(23.50) 

24210 

(67.10) 

3170 

(22.80) 

3 Foreign Banks 494 

(5.50) 

1206 

(2.70) 

2899 

(8.10) 

154 

(1.10) 

4 Other (Small Finance 

Banks, Payment Banks, 

Financial Institutions) 

196 

(2.10) 

1211 

(2.70) 

1494 

(4.10) 

99 

(0.80) 

 Total 9046 

(100.00) 

45358 

(100.00) 

36075 

(100.00) 

13930  

(100.00) 

Source: RBI Annual Report 2024 

Note: Figures in the bracket represent percentage to the total 

 

Major Inferences: On the basis of the above table the following inferences have been drawn 

1. There is rapid increase in the number of fraud cases which jumped from 9046 in 2021 -22 to 36075 in 

2023 – 2024. It increased by 401 percent in the two years. However, in terms of the amount of the fraud 

there was decline from Rs. 45358 crore in 2021 – 2022 to Rs. 13930 crores in 2023 – 24. It declined 

by 69.28 percent in the two years. 

2. It can be observed that in case of the number of frauds the private sector banks indicate higher number 

than public sector banks in both the years. The share of private sector banks was 58.70% and 67.10 %. 

while that of public sector it was 33.70% and 20.70% respectively. However, in terms of the amount 

of fraud public sector banks show much higher share  than private sector banks (71.10% v/s 23.50% 

and 75.30% v/s 22.80% respectively).  

3. The average values of fraud for public sector banks was Rs. 1.40 crore per fraud in 2023 – 24. While it 

was Rs. 0.130 crore for the private sector banks. 

4. Foreign Banks also witnessed an increases in the number of frauds but a decline in the amount of the 

fraud. The average per fraud was Rs. 0.05 crore. 

5. Others category include small finance banks, payment banks, financial institutions and local banks. The 

data shows an increase in the number of fraud and a decline in the amount of fraud in 2022 – 2023. The 

average amount per fraud was Rs. 0.06 crore.  
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2. Fraud Cases by Area of  Operations: The details regarding the fraud cases by the banking areas of 

operations can be seen from the following table. 

Table 1.2 

Fraud Cases by Area of Operations 

Sr. 

No. 
Area of Operation 2021 – 2022 2023 - 2024 

  Numbers Amount  

(Rs / Crore) 

Number Amount  

(Rs / Crore) 

1 Advances 3782 

(41.80) 

43272 

(95.40) 

4133 

(11.50) 

11772 

(84.50) 

2 Credit Card / Debit 

Card / Internet Based 

3596 

(39.80) 

155 

(0.30) 

29082 

(80.0) 

1457 

(10.40) 

3 Deposits 471 

(5.20) 

493 

(1.10) 

2002 

(5.50) 

240 

(1.70) 

4 Others 1197 

(13.20) 

1438 

(3.20) 

858 

(3.00) 

461 

(3.40) 

 Total 9046 

(100.00) 

45358 

(100.00) 

36075 

(100.00) 

13930  

(100.00) 

Source: RBI Annual Report 2024 

Notes: Figures in the bracket represent percentage of total. 

 

Major Inferences: On the basis of the above table the following inferences have been drawn 

1. It can be seen from the above table that the number of frauds taking place in bank advances increased 

from 3782 in 2021 – 2022 to 4133 in 2023 – 24. However, in terms of amount involved there is a 

decline in the value from Rs. 43272 crore in 2020 – 21 to Rs. 11172 crore in the year 2023 – 24. 

However, in terms of percentage shows the advances in the year 2020 – 2021 was 41.80% while it 

declined to 11.50% in 2023 – 24 in  value terms. In value terms the percentage has declined marginally 

from 95.40% to 84.50% during the same period. Hence, bank advances are one of the most area of 

banking fraud especially in terms of amount of fraud. However, the average value of fraud per case 

declined from Rs. 11.44 crore in 2021 – 2022 to Rs. 2.84 crore in 2023 -2024. It indicates some 

improvement in the fraud control in the advances despite the increase in the number of advances. 

2. In the year 2023 – 24, there was a significant jump in the credit card, debit card, internet amount fraud 

from 3596 to 29082. It increased by 8.08 times in one year. As a result the percent of share of fraud for 

this operations which was 39.8% in the earlier year rose to 80% in the year 2023-24. However, in value 

terms or the amount of fraud increased from Rs.155 crore to Rs. 1457 crore in the year 2023 – 24. Its 

percentage share increased rapidly from 0.30% to 10.40% in the subsequent year. 

3. Banking frauds related to deposit increased from 471 in 2021 – 22 to 2002 in 2023 – 24 in quantitative 

terms. However, in value terms it declined from Rs. 493 crore to Rs. 240 crore. In percentage term the 

share of deposits has increased from 5.20% to 5.50% but in term of value it rose from 1.10% to 1.70%. 

4. Banking fraud related to other functions or operations indicates decline in numbers as well as in value 

terms in the year 2023 – 2024. 

 

Summary and Conclusion: From the above research the following conclusions can be drawn. 

1. The banking sector in India has expanded rapidly especially after the liberalisation of the economy. 

There has been rapid increase in the banking operations as well as e-banking in the country. The various 
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payment modes include AEPS / Bhim Aadhar, Bhim UPI, Credit Card, Debit Card, IMPS, Internet 

banking, NACH, NEFT, RTGS, and so on. 

2. The rapid rise in the banking operations and the use of the technology has resulted in increase in the 

number of banking frauds in the country. These frauds are found in public sector banks, private sector 

banks, foreign banks and in all financial institutions. 

3. While public sector banks accounts for maximum share in the amount of banking fraud, the private 

sector banks show maximum share in the number of banking fraud. Both are exactly opposite in 

direction related to fraud. 

4. Banks advances are the major area of banks frauds followed by credit card, debit card, internet payment 

and so on. In quantitative terms the share of credit card, debit card has gone up while that of advance 

related fraud has decline. 

5. It appears that public sector banks are more prone to banking fraud than the private sector banks in the 

country. Hence to overcome banking frauds both in public sector and private sector banks a 

multifaceted approach is necessary. It should include regular audit enhanced monitoring, fraud 

detection system, cyber security measures, system update, employee training, whistle blower policies, 

customer education, secure communication channels, risk assessment, fraud response plan, behavioral 

analytics, zero tolerance policy and so on. There is a need for collaboration and interaction with all the 

stakeholders of the banking industry to over this issue. 
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