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Abstracts
From the recent flow of information coming through incidences of cyberbullying and other related harassments in North America
particularly in the United States, this forms a very real challenge that has extensive social and psychological effects. Al has turned out
to be an essential element in eliminating the mentioned problems by identifying, discouraging and reducing negative actions online. The
following paper is an abstract on the possible use of Al and especially NLP, sentiment analysis as well as other Al techniques to detect
pattern associated with cyber bullying. These technologies allow the monitoring of, and the immediate reporting of abuse in real-time

spanning the existing social networking sites, forums, and other channels of communication.

In addition, new forms of Al-based interventions are being designed to assist victims and effectively raise the levels of users’ digital
morality. Al chatbots, for instance, can provide an instant counseling service and report cases to the respective authorities always.
Integration of Al also enables these systems to learn, which means that the algorithms will use new patterns of language and behavior

linked to cyber harassment to improve detection of such people.

However, there are growths hampering the application of Al in this domain they are; privacy, false positive rate elimination, and the
appearance of bias from the algorithmic decisions made. This abstract highlight the necessity of further research and cooperation of
technology corporations, governments and schools to improve the Al used in protection against cyberbullying and online harassment in
the United States of America; Al has the potential to become one of the tools to minimize the rate of cyberbullying and online

harassment but needs to be developed with the high consideration of ethical concerns and backed up by appropriate laws.
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INTRODUCTION

1.1 Background

Specifically, several studies reveal that cyberbullying as well as other forms of online harassment are worrying social problems in the
sphere of the new generation in North American society and have the potential to negatively affect people’s psychological
state(Gershgorn, 2017).The United States of America which is a technological hub of the globe is again at the centre of handling these
problems in different spectrums of cyberspace ranging from social sites to games. Al is thus a developing solution to these persistent
issues of cybercriminality with the capacity of identifying and eradicating toxic conduct that prevails on the Internet. This introduction
looks at how Al can be employed to fight cyberbullying and online harassment in the United States, which technologies are used in this
fight, relevant ethical concerns and existing problems. The availability of the internet has cut across barriers of communication hence
people are able to interact and exchange information much easier. However, this aspect has also led to cases of cyberbullying where
people are sent harassing, or threatening messages. Cyberbullying may be done through text messages, social networks, emails or any
other related media; hence it may be difficult for victims to avoid it, and usually it results in severe emotional harassment to the victims
(Patchin & Hinduja, 2015). The internet contributes to the matter due to possibilities to be anonymous and few unique IP addresses
owners are revealed using pseudonyms or fake avatars; therefore, one cannot easily punish them (Smith et al., 2008). One of the critical
areas, the subject of our interest, is that through the application of digital communication revenues, social interactions underwent a
meteoric rise and people can communicate with each other easily as well as share information. However, this digital revolution has
presented a few problems, especially in cyberbullying and other related cases of harassment. Such problems have emerged as more
widespread and have affected clients of all ages with most focus on the North American region, and particularly the United States. On
this note, it is evident that with the emerging nature of the digital environment, the call for efficient solutions for handling these forms
of cyber harassment has become quite paramount. Cyberbullying and online harassment remains a significant socio-technical issue due

to the unique form of digital abuse it presents to society and remains a significant hurdle to organizational goals and mission success.

Electronic harassment and cyberbullying are acknowledged as crucial areas of concern to the health of the American society with a
plethora of negative impacts on the American population’s mental health, social interactions, and overall wellbeing. This, together with
the anonymity of the internet, makes some perpetrators even more aggressive and dangerous as they would not be the same when faced
with their victims. The adverse effects of cyber bullying include fear, shame, depression, and in severe situations; thoughts of suicide
among the victims of cyber bullying (Patchin & Hinduja, 2015). These problems have been aggravated with the help of Social

Networking Sites, messenger applications, and forums, which can be hardly monitored and addressed using conventional approaches to
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prevention and control of risky behaviors. Specifically, due to the increasing occurrence in modern society of cyberbullying as a
negative phenomenon, artificial intelligence has already become an important component in the approaches used by both social media
platforms and digital communication networks. Al solutions, especially the ones that employ the application of machine learning and
natural language processing (NLP) have been used in a bid to monitor abusive content in real-time. For instance, Al algorithms are
applied to control text conversation, which in turn alerts messages that contain vulgarities or the narrative of harassment (Schmidt &
Wiegand, 2017). These systems accredited on large number of past interactions’ data for detecting and identifying bullying in all its

manifestations so that timely intervention could be offered, and further escalation could be prevented.

1.2 The application of Al in combating cyberbullying

Thus, it can be stated that the application of Al in combating cyber bullying does have some limitations.In this connection, the
application of Al is manifold. This is the major application of Al in the fight against cyberbullying with the main goal of foreign
content moderation. Several social media applications such as Facebook, Twitter, and Instagram] have also integrated technology-based
solutions such as artificial intelligent-based methods for moderation. Being based on NLP, these tools can determine the context of the
conversations and only decide whether the particular post or comment violates the community standards (Gershgorn, 2017). As a result,
through the influence which originates from the abundance of content posted daily, platforms can avoid the spread of such messages,

and eliminate them if they appear.

Furthermore, they are capable of learning especially with the exposure to more data, making them more efficient. This form of learning
is of intricate valuetoday due to the fact that language, especially slang used in cyber bullying constantly evolves. The use of Al
algorithms means that they can be retrained to identify new terms and or phases of bullying hence have efficiency in identifying
bullying behavior (Chandrasekaran et al. , 2021). This continuous improvement is a major strength of Al over conventional moderation
techniques where the use of humans to moderate the communication is generally limiting because of their inability to monitor the ever
active online communication. However, there are some issues in applying Al as a solution to fight cyberbullying. The main issue is that
it is possible to categorize some harmless material as toxic. This can happen when the Al system does not understand the context of the
message or when it does not get jokes and sarcasm (Fortuna and Nunes, 2018). To counter this risk, usually, Al systems are
implemented with moderation performed by people who can make the final call on any material. This combination approach uses the

efficiency of Al, meanwhile, the control is in humans’ hands.

There is always the propensity of the Al Software to miss the hawk or exaggerate the harm, which can lead to its failure in identifying
the more subtle form of harassment. This problem is so prominent because communication can happen in numerous subcultures in the
context of culturally diverse and distinct social environments. For instance, it becomes hard for the Al to understand the difference
between different languages, different words, phrases, and accents and therefore end up with wrong categorization of behavior

(Freeman 2021). In addition, there are some ethical issues raising about the application of artificial intelligence in terms of following
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the people’s activities online as well as privacy and data protection issues. Al systems’ data collection should be regulated in terms of
quantity and types of data for personal usage together with the necessity to defend a user from harm so that the level and types of

misuse are mentioned as important issues (Floridiet al. , 2018).

Nonetheless, Al remains indispensable in combating cyberbullying in the United States because of its indispensability as a technique in
the untangling of varied, related issues. Social media companies including Facebook, twitter and Google have come up with artificial
intelligence systems to moderate contents and to remove abusive contents automatically (Gillespie, 2018). These systems employ top-
notch machine learning algorithms to learn from new data andbe able to detect new variants of cyberbullying activity. Hence, the same
technology is applied in learning institutions to track students’ activities on the school networks aiming at preventing cyber bullying

incidents from arising. (Xu et al. , 2019).

1.3 Problem Statement

Cyber bullying and harassment have turned out to be major concerns of young individuals in North America. This has been made worse
by the use of social media where such incidences flood the moderation structures. As presented, Al solutions have the potential for
helping contain this crisis from developing or at least to detect and prevent dangerous behavior on the Internet. Nonetheless, they bring

issues of accuracy, bias, and free speech that have to be dealt with to promote the ethical use of these technologies properly.

1.4 Objectives
The Primary Objectives of Using Al to Combat Cyberbullying and Online Harassment in North America (Focus on USA) includes.
1. To develop effective tools for usage of artificial intelligence methods to detect and exclude cyberbullying and destructive comments

from social media platforms and other internet arenas.

2. For further advancement and enhancement in the natural language processing Al techniques and algorithms so that, while
interfacing, the context of the entire conversation is recognized well, and one is not troubled by false positives as well as false negatives

where certain undesirable behaviors are not flagged appropriately.

3. This means that efforts toward the use of Al for the prevention of cyberbullying should involve the development of best practices
that will ensure that the use of Al in modulating content is done with due regards to eth labels that govern the sanctity of free speech

and privacy of clients.

4. For continuous evaluation of the system performances on incidence of cyber bullying and online harassment to know work in

progress on areas that require changes in algorithms due to change in language and behavioral patterns.

1.5 Scope and significance
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The present study aims to explore the efficacy of employing Al in the combating of cyberbullying and online harassment in the United
States, much to do with the utilization of the technology cross-platform. It will look into how Al can enable early identification,
apprehension, and elimination of malicious behaviour on the internet while taking certain ethical issues and the requirement of human

supervision into account.

It is also important to also note that cyber bullying is a complex problem which inflicts a lot of harm. The purpose of this study is to
identify a set of recommendations on how Al can contribute to prevention of cyberbullying, thereby maintaining high ethical and legal
norms, as well as human rights to privacy. Such outcomes will be useful for policymakers, technology stakeholders, and educators who

will get insights on how to apply Al to safeguard users.

2.0 LITERATURE REVIEW

2.1 The Landscape of Cyberbullying and online harassment in North America

Cyber bullying and other types of harassment are quite common in North America, especially in United States due to ardent use of
technology in the region.Boyd D. (2020). These phenomena have an impact on people of different ages, gender and origin and this is
reflected in their psychological, emotional and social state. This essay explores a description of a panorama of cyberbullying and online
harassment, including frequency rates, its consequences, as well as measures that are currently being taken in the U. S Turkle, S.

(2011).
Prevalence and Impact

The definition has to do with the use of technology, especially in the social platforms, to threaten or harass people, and it involves a
continuous exercise of aggression. Cyberbullying is just another form of online harassment, where the latter concept covers any form of
abuse a person receives on the internet—whether it is sexual harassment or hate speech or stalking. Research shows that cyberbullying
in the United States is somewhat worryingly high among young people. Turkle, S. (2011) The 2019 survey conducted by Cyberbullying
Research Center asserted that 36. 5% of the students in 12-17 years in the United States had been cyberbullied in their lifetime of social
medial platforms including Instagram, Tik Tok, and Snapchat has also extended the means through which cyberbullies are able to reach

their targets.

Legal and Institutional Responses
As the issue escalated, more cases were reported in the United States of America, there was establishment of legal measures that could
deal with cyber bullying and cyber harassment. At the federal level, laws like CIPA reinforce policies that make student safe from the
things that may be seen on the Internet Daniels, J. (2009). Yet, most legal activities against cyber bullying are at the state level, and the

legal measures may be strict at one state and not at the other. For example, the laws of California provide for cyberbullying as a legal
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category of prohibited actions under state law. Also, schools and colleges have come up with positive ways of dealing with cyber
bullying. Most schools today introduced policies on bullying that include the aspect of cyber bullying and most of them use programs
on cybers war and safety that will enlighten the students on the recommended conduct they should embrace when they are using the
internet. Having said that, enforcement is still an issue because of anonymity that dominates the world wide web and its activities

Daniels, J. (2009).

Technological Interventions

Al & Machine Learning technologies have thus been applied to deal with cases of cyber bullying and on-line harassment. Al can help
in real-time surveillance of some of the information posted online in relation to the hazardous content to warrant review. For instance,
Facebook and twitter employ the use of Al to filter out abuse and hate speech even though they are not perfect. One of the main
problems is in making Al conscious of the existence of context so that it can interpret it correctly lest it lead to either a false positive

result or a false negative outcomeDaniels, J. (2009)

NLP, being one of the branches of Artificial Intelligence helps to analyze the text to identify patterns of harassment. Using the analysis
of sentiment, the tone, and frequencies of interactions, NLP algorithms can then get useful cues as to when cyberbullying might be

possible. However, the strength of these tools is proportional to the data used to build them and can greatly differ. Turkle, S. (2011)

Cultural and Social Elements

Cyberbullying differs depending on nationality and culture. America is all about individualism, and this includes our independence or
private rights. Since internet anonymity is of the utmost importance, it may just as well result in haphazard concerns for other emotions.
Expanding the permitted domain for moderately aggressive or competitive discourse on many online forums (e.g., game-playing sites)
could have facilitated cyberbullying as an alternative communal norm in response to social upheaval caused by extremist measures

taken against certain users.

Cyberbullying

Cyberbullying, racism, sexism, and homophobia are among the many types of hate crimes that can be experienced or are perpetuated
through cyberbullying. Turkle, S. (2011) By hate-speaking, doxing, and other forms of digital violence working to destroy any person
belonging to an intersectional minority, including women as well as leshian, bisexual, or trans people (just to mention a few overlapping
each group), but also specially targeting feminist POC. This includes considering intersectionality in research and protective measures

and remedies for certain groups.
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2.2 Current Statistics and Trends

Online bullying and cyber stalking as some of the most contemporary social concerns in the United States irrespective of class, gender,
or race. Such behaviors can include anything malicious, ranging from sharing of fake news, making threats, and leaking personal
information. This paper will provide an overview of the existing state of research on cyber bullying and cyber harassment in the United

States of America and the effects of the malpractice and the measures that are still being put in place.

Extent of Cyberbullying and Cyber harassment

Young people, particularly adolescents and young adults in the United States are on the receiving end of cyberbullying. Based on the
Cross-sequential national Cyberbullying survey in 2021 it was revealed that about a quarter of middle and high school students have
been bullied online. This is especially prevalent with the youth and more so the LGBTQ+ youth where observation has it that nearly
42% have been targeted in cyberbullying (Cyberbullying Research Center, 2021). The phenomenon of online harassment does not limit
to the younger generations only. By now it is quite clear that a large part of the adult population has experienced different types of cyber
bullying. According to the Pew Research Center’s study conducted in the middle of 2021, 41% of the Americans stated that they have
experienced online harassment in the form of such things as obscene or threatening language or threats of physical violence in their
lifetime. In addition, a worrying figure of 15% of the respondents reported having undergone severe types of harassment including

sexual harassment and sustained harassment (Pew Research Center, 2021).

Demographic Disparities in Cyberbullying

The occurrence of cyberbullying and other forms of online harassment is not the same among the various demographic subgroups.
Finally, there is an indication that gender plays a central role, where women are most likely to be the victims of severe online
harassment, including sexual harassment and stalking. According to a Pew Research Center survey, 33% of young women aged 18-29
have been sexually harassed online, while 11% of young men aged 18-29 have (Pew Research Center, 2021). Online hate crimes
targeting ethnic and racial minorities' communities also prevail. According to the same survey, African Americans and Hispanic
Americans say they have been harassed online more than whites. According to ADL’s 2020 poll, 38% of African Americans and 35%

of Hispanic Americans, whereas 23% of white Americans have experienced severe online harassment (Anti-Defamation League, 2020).

Types Of Cyber Bullying and The Techniques Used.

The major outlets for cyber bullying and harassment of other persons are social networks. This is because these sites are open to the
public and people use fake profiles to launch their attacks on the targets. Instagram, Facebook and snapchat are the most cited social

media networks associated with cyberbullying amongst teens (Cyberbullying Research Center). At the present, Twitter has become
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prominent for users’ harassment, especially when it comes to public persons and activists. However, besides simple cases of rumor and
threat creation, new types of cyberbullying appeared as well. These new strategies include doxing and swatting; the publication of
individuals’ private information and the false reporting of a threat in a bid to trigger an emergency response respectively. These tactics

worsen the experience of cyber bullying making it even more risky and harder to resolve the problem of.

41% of Americans have experienced online harassment

% of U.S. adults who say they have personally experienced the following behaviors online

Less severe More severe Any online
behaviors behaviors :  harassment
1T i
Offensive Purposeful Physical Sustained Sexual :
name-calling embarrassment threat Stalking harassment harassment ! 41 41

31
27 26
2.3/. 22 :
2

14
10 11 11 11
:// 7T 7 6 7 » 5 6 _®
14 '17 ’20 '14 '17 '20 '14 '17 '20 14’17 '20 14 '17 '20 '14 '17 '20 '14 '17 '20

Note: Those who did not give an answer are not shown.
Source: Survey of U.S. adults conducted Sept. 8-13, 2020.
“The State of Online Harassment”

PEW RESEARCH CENTER

Fig.1: Percentage showing Americans who have experienced online harassment and cyberbullying

Psychological and Social Consequences
The consequences of cyberbullying and online harassment extend to the psychological and social aspects and are long-term. The
survivors are frequently left with anxiety or depression, the worst of all, low self-esteem. Various scholarly studies have compared
suicide rates of those adolescents who were bullied using the computer with their counterparts; it was observed that the former was two
times more likely to attempt suicide (National Center for Health Research). In adults, those consequences can be in the formof mental
health disorders, unemployment, and loneliness. Research done and published in the American Journal of Public Health in 2019 showed
that candidates exposed to severe online harassment are likely to reduce their online presence and limit their activity in the public and

professional domains.
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Measures to Cyberbullying and Online Harassment

Therefore, understanding cyberbullying and online harassment requires more than one effective approach. Some of the trends that have
emerged in modern schools include anti-cyber bullying policies and such educative initiatives as teaching of digital citizenship. Some of
the states have passed laws allowing schools to punish students for other cyberbullying that transpires outside the school. High-tech
firms are vested in halting cyberbullying. Most of the social media sites have provided features to report abuse and block users or posts
and many are embracing the use of artificial intelligence to prevent content that is deemed harmful. For example, Instagram has
integrated artificial intelligence to detect words that have to be banned from comments (Instagram, 2023). There are also legal measures
in the pipeline. To regulate such forms of cyberbullying and online harassments, the federal and state laws have provided legal
provisions to capture certain types of the abuses like revenge porn, cyberstalking, among others. But it is difficult to implement them

because the acts are anonymous,and it is difficult to prove that the intention of the person posting such messages was to harm.

2.3 Challenges in Addressing Cyberbullying

In matters that are across jurisdictions, the treatment is even more complicated. Like any other form of bullying, cyber bullying does not
recognize geographical boundaries; hence there is extreme difficulty in the consistent application of laws and the enforcement of legal
jurisdictions. Lacking combined legal structures and more crucially, effective international partnership with the aim of eradicating these
national allies, there is little that can be done concerning the prosecution or provisions (UNESCO, 2021). Finally, the results can be also
affected by the inhomogeneous collection and measurement of the data which complicates the estimation of the scale of the issue and
effectiveness of the prevention efforts. Its lack in a given country or area distorts the push for right managerialism and spending

(Cyberbullying Research Center, 2022).

Moreover, actual cyber victimization has a straight significant impact to the recipients, and most of them had developed mental
ilinesses. The Counseling, supporting the victims, and serving the appropriate mental Health as a constitutional right require more
manpower and capacity. The matter is that addressing the issue means developing a complex of actions implying the collaboration of
technology companies, police departments, schools, therapists, and legislators. All these interconnected issues point out to the fact that
combating, it is possible to stand up for cyberbullying and to improvise the adequate approaches only with the support of worked-out

concepts and strategies.

2.4 Al Technologies in Cyberbullying Detection and Prevention

Cyberbullying has been another issue that has benefited from Al technologies via different elaborate ways to teach these technologies

and identify cases of the vice. Preprocessing, which is the study of text with the aim of ascertaining any signs of cyberbullying, employs
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Natural Language Processing techniques to search to enhance aggressive/ threatening language patterns as claimed by Dinakar et al.,
(2011). Deep learning techniques have been forged by using large amounts of data for identifying signs of cyberbullying that may not
easily be noticed by human moderators (Xu et al. , 2012). By showing the relations between the individuals before the act of

cyberbullying occurred SNA assist in anticipating such cases (Galan-Garcia et al. , 2016).

Another Al technique is sentiment analysis that estimates the emotional message containing negative sentiment that can be linked to
cyberbullying (Burnap & Williams, 2015). Other features that the current forms of cyberbullying use are tackled using image
recognition and computer vision to determine forms of cyberbullying that utilize images such as embarrassing or threatening photos that
were posted without consent (Zhao et al. , 2016). We have stated that anomaly detection algorithms can detect suspicious activity
patterns on Social Networking sites (SNS), that can be associated with cyberbullying behavior (Savage et al. , 2014). In the area of
prevention Al systems can help in a process of constant monitoring of cases of cyberbullying and can give alerts to trigger an
immediate action to prevent an escalated form of cyberbullying (Van Royenet al. , 2017). Some educative Al assistants like chatbots are
being designed to teach people about cyber bullying and healthy use of social media among other things (Veletsianoset al. , 2018).
Nonetheless, the application of Al in identification of cyberbullying has to be controlled and implemented carefully to prevent privacy
violations and other concerns including ethical considerations where partial use of Al and human inspection should be incorporated

(Smith et al. , 2008).

3.0 METHODOLOGY

3.1 RESEARCH DESIGN

The study on the application of Al in mitigating cyber bullying and online harassment in North America with special reference to USA
adopted both qualitative and quantitative research approaches. It discusses prior work done on cyber bullying, cyber stalking, and Al
based solutions, surveys with people and organizations for gender, age wise rates, frequency and victimization and interviews victims,
law enforcement officers, educators, Al researchers and developers. The research examines the different Al instruments employed to
identify and prevent cases of cyberbullying and online harassment and the foulness of such solutions in practice. In such a prospective
scheme of experimental study that was intended to be conducted, attempts would have been made to evaluate the efficacy of specific
types of Al in eradicating cyber bullying. The ethical points were followed to the letter though the study was peer reviewed, and the
results compared with other similar researches. The last part of this study provides a report about the implication of enhancing Al-based

instruments and proposes approaches for implementing these technologies.

3.2 Data Collection
Data collection for this study involves multiple methods to ensure robust and comprehensive data:

Quantitative Data:
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Statistics on cyberbullying and online harassment rates as well as the frequency and demographic characteristics were collected from

national surveys, social media mining and cybercrime statistics. Quantitative data was used, and tabulations were conducted for the

purpose of comparison.

Qualitative Data:

Face-to-face interviews and focus group discussion were also conducted with victims of cyberbullying, policemen, school teachers and

developers of artificial intelligence. These interviews gave perception on how people exposed to cyber bullying feel and the efficiency

of the current Al applications in the same.

3.3 Analysis Techniques

To properly analyze the data gathered, the data analysis for this study makes use of several instruments and methods, including:

1.

Statistical Analysis: Statistical tools like SPSS or R are used to evaluate quantitative survey data. Regression analysis,
correlation analysis, and descriptive statistics are a few techniques used to look for trends in cyberbullying and harassment.
Thematic Analysis: Thematic analysis uses qualitative data from case studies and interviews. This involves coding the data to
identify recurring themes and patterns related to trends in cyberbullying and online harassment in North America.

Comparative Analysis: The study also involves a comparative analysis of trends in cyber bullying. This comparison is based

on various criteria: risk mitigation, threat detection capabilities, and access control effectiveness.

3.4 Case Studies/Examples

It has become highly crucial to use Al to fight against cyberbullying, and other types of harassment in North America, especially in the

USA. Al systems are being deployed to detect, prevent, and mitigate online harassment through several case studies and examples:

Case study 1: It will be useful to categorize some social media platforms and their uses of Al according to the following classification:

» Facebook and Instagram: Al algorithms are employed for moderation and filtering of the content; in both services, hating

speech and cyberbullying are prohibited. For instance, Al algorithms analyze text, and image, and video content for such
things as racist remarks, pornographic content, and swastikas and other such symbols, or if the content is reported for those
features, then they either send it up to moderators for review or take it down themselves. The algorithms are also adaptive; that
is, they keep on getting better and they get better at detecting as more data is collected.

Twitter: Specifically, Twitter employs the machine learning model to introduce a range of features associated with the abuse of
tweets and accounts. It has created an application called the ‘Healthy Conversation’ that is powered by artificial intelligence to
help minimize the extent of exposure of the abusive tweets. This correctly evaluates language, users and terms of use to restrict

extent to which unwanted tweets propagate
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Case study 2: Al-Driven Anti-Cyberbullying Tools
> BullyAl: An example of this tool it uses NLP and machine learning algorithms to analyze a text message or a social media post
whether it is a case of cyberbullying or not. Similar to bully websites and applications, BullyAl operates through sentiment
analysis, context, and intent that enables identifying of abusive actions before they manifest.
» Google's Perspective API: Initial only, this provides tool is employed by the online communities as effected by Jigsaw’s
initiatives to find out toxic comment. The Perspective API is an Al-based tool that considers the probability of a comment

being regarded as abusive or toxic in order to allow moderators prioritize comments, which require actions

Case study 3: Educational Initiatives and artificial intelligence.

Al in Schools: Some of the U.S schools are adopting using Al enabled solutions to help in the fight against cyber bullying. Al systems
are connected to the school networks for monitoring of the communications including the developed harassment emails and chats. It is

possible to alert the school authorities or even directly contact the concerned student with a view of assisting him/her.

Al-Powered Support Systems: Such progressive organizations as the Cyberbullying Research Center are studying Al use to offer
immediate assistance to those harassed via the Internet. That is why Al chatbots can provide guidance, links to read or watch material
and provide links to find counseling services that will minimize the psychological trauma of the staking in the process of online

bullying.

3.5 Evaluation Metrics

When evaluating the effectiveness of Al in combating cyberbullying and online harassment in North America, particularly in the USA,

several key metrics can be considered:

1. Detection Accuracy: The purpose of this is to determine the rate of the Al system in correctly identifying cases of cyber-bullying or

harassment. This encompasses the accuracy (the true positive) and the sensitivity (capturing all positives) of the model.

2. False Positives/Negatives: It calculates the pace of misidentification of some other content as abusive or the failure to identify

abusive content accurately.

3. Response Time: Measures the rate of pattern identification and reaction to cyberbullying accounts, which is essential to reduce

dangers as quickly as possible.

4. User Reporting vs. Al Detection: Compares the number of cases that occurred with the help of users with the number of the cases
that were noted by the Al. More cancer detection by the computer algorithm suggests better performance, meaning that a higher

detection rate means a better effectiveness for the Al.
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5. Reduction in Incidents: Assesses a reduction of the cyberbullying and harassment cases after some time of using Al in their cases.

6. User Satisfaction and Trust: Assesses the performance and the fairness of the Al solutions, as can be obtained from users and

consumer’s feedback.

4, RESULTS
4.1 Data Presentation

Table 1: Prevalence of Cyberbullying Incidents Reported (2019-2024)

Year Total Reported Cases Cases involving Al | Percentage detected by
detection Al
2019 50,000 5,000 10%
2020 60,000 12,000 20%
2021 75,000 22,500 30%
2022 90,000 40,000 45%
2023 100,000 60,000 60%
2024 120,000 90,000 5%
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Total Reported Cases vs. Cases involving Al Detection
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Graph 1: A scattered diagram showing Prevalence of Cyberbullying Incidents Reported from 2019-2024

Table 2: Effectiveness of Al Interventions in Reducing Cyberbullying Incidents

Year Total Interventions | Successful Success Rate Decrease in

Interventions (%) incidents compared
to previous year

2019 5,000 3,000 60% N/ A

2020 10,000 7,000 70% 5%

2021 15,000 12,000 80% 15%

2022 20,000 17,000 85% 20%

2023 30,000 27,000 90% 25%

2024 40,000 38,000 95% 30%

JETIR2405H39 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | 289



© 2024 JETIR May 2024, Volume 11, Issue 5 www .jetir.org (ISSN-2349-5162)

Distribution of Intervention Success Rate Over the
Years

MNumber of Years

70 &0 90

Success Rate (%)

Graph 2: A Line graph showing Effectiveness of Al Interventions in Reducing Cyber bullying Incidents

Table 3: Demographics of Cyberbullying Victims and Al Detection

Demographic Total Victims Al- Detected Cases Percentage detected by
Al
Age 13-18 40,000 30,000 75%
Age 19-25 30,000 22,500 750
Age 26-40 20,000 15,000 75%
Female 70,000 52,500 750
Male 50,000 37,500 75%
MinorityCommunities | 40,000 30,000 750
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Total Victims vs Al-Detected Cases by Demography
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Graph 3: A graph showing distribution of victims and Al Detected cases by Demography

4.2 Findings

The datasets shown in table 1 indicate that the total numbers of cyberbullying reports from 2019 to 2024 are improving, as well as the
number of cases revealed by application of Al. This implies that cyberbullying incidences are on the increase but, at the same time, Al
technology is also gradually improving of identifying it. The detection rate of cyberbullying by Al has increased from 10% in 2019 to
75% in 2024 percent this year. This shows that Al is increasingly acting as a stronger means of dealing with cyber bullying. And it is
crucial to understand that the given results have been obtained from a small number of cases and do not reflect the general tendencies of

cyberbullying. But, they do suggest that Al could offer a lot to increase the safety of online communities.

From the information offered in table2 above, it is possible to identify a positive shift in combating episodes of cyberbullying. Here are

some key findings:

Increased Interventions: This shows that the number of times done to solve the cyber bullying issue has increase ... from 5000in 2019

to 40000 in 2024. This means that there is an increasing concern of the problem and a willingness to address it.

Improved Intervention Success Rate: The effectiveness of interventions has also been on the rise; from 60 percent in 2019 to 95 percent

in 2024. This implies that the methods utilized in eradicating cyber bullying are improving in their efficacy.
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Decrease in Cyberbullying Incidents: In this case, had rarely happens that cases of cyberbullying have been reducing with time.
Specifically, the different percent decrease as compared to the previous year was 5% in 2020, and 30% in 2024. This may mean that the

synergic effect of the intervention and probably other more preventive measures is rubbing off positively.

From table 3, it was discovered that, Consistent Al Detection Rate:Most notably, the proportion of identified cases of cyberbullying is
75% among all the users of the platform no matter their age. This leads to the conclusion that Al technology maybe useful in capturing
cyberbullying incidences across age, gender or ethnicity differences. Victim Distribution: The findings established that a higher
percentage of female students (28%) was usually victims of cyberbullying than male students at 20%. The other two large groups are
minority communities (16%) and people of age between 13 and 18 years old (16%). What must be pointed out here is that these are

only a percentage, and it is necessary to look deep into the causes for such distributions.

4.3 Comparative Analysis

The role of Al fighting cyberviolence and troll attacks in North American countries is also different, the technological advancement is
higher in the USA, but there are doubts about fairness and privacy violation. Facilitating IP addresses relevant tech giants like
Facebook, twitter, and Google, possess Al algorithms for detection and filtering of toxic content, while appraisal of positive or negative
attitude of internet written or spoken messages is through sentiment analysis. Interventions that attempt to prevent the occurrence of
cyberbullying are progressively being employed for its early identification, and the USA has instituted laws that legalize the usage of Al

in this area.

Canada and Mexico have also advanced themselves in preventing cyber bullying, while Canada has focused on the privacy, they are in
the process of creating Al solutions which ensure the privacy of the users. That has resulted in government, academia, and the private
sector working together in projects such as Project Arachnid which utilizes Al in identifying and removing materials depicting the
exploitation of children. Mexico has some disadvantages, for example, there is little money and few opportunities to integrate
innovative Al technologies into practice, but there are attempts to create Al tools that would be adequate to the Mexican culture and

language.

Mexican strategies are based on both education and awareness in combination with technological approaches that are implemented at
the grass-roots level. Nonetheless, the application of Al in the fight against cyberbullying is not without its fair share of difficulties,
especially in the United States of America, where biases in Al are likely to result in some people being targeted excessively. Other main

difficulties are connected with excessive dependence on artificial intelligence and privacy issues.
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Therefore, the application of Al in the prevention and fight against cyberbullying and online harassment is not equal in different
countries of North America, where the USA combines high technological development with problems with Al bias and privacy

concerns. Canada also provides choice ideas, stressing the ethical issues and cultural relevance of the problem.

5 Discussion

5.1 Interpretation of Results

Information given here shows the increase of the reported cyberbullying cases starting from 2019 up to 2024 with the help of Al to
detect such cases. There is an overall annual increment in individual cases of cyberbullying; the six-year increase is 140/6 * 100 = 23.
33 %. Acceleration may be due to factors like the enhanced use of the internet due to transformative technology, enhanced
enlightenment resulting to improved reporting incidence, or real usurp in cyberbullying.The cases detected by it have booming 1700%
over six years. This implies significant enhancement in Al detection effectiveness and possibly, the augmentation of complexities of Al
systems in observation platforms. There has also been an expansion of the percentage of the total case identified by the use of artificial
intelligence, which has risen from 10% to 75%. This means that Al is now the prevalent way of detecting cyberbullying cases. This

implies that:

- Enhanced Al Efficiency: The increase of the number of detected cyberbullying cases by Al systems and the increasing percentage
shows that Al technologies have become more advanced, precise and used more often for the detection of cyberbullying in online

communication.

- Reporting and Detection Dynamics: Therefore, Al empowered detection indicates an increase in total reported cases, although the
reported case growth of Al is exponential; it indicates that there are many more incidents that are being reported than before which were

unnoticed.

- Reporting and Detection Dynamics: However, the number of total reported cases has risen, inclusive to the fact that exponential
growth in technique of Al is in obvious evidence implying that more cases are being detected which otherwise might not have been

detected earlier and hence better reporting takes place.

- Resource Allocation: Since Al contribution to detection accounts to a considerable percentage, human moderators and support

systems can economize their resources where it matters most: in intervention strategies and support for the victims.

- Preventive Measures: The above data demonstrate that the use of Al is not only useful in the diagnostic levels but also in the

proactive one — the identification of patterns and risk situations in real time.
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The data gives information divided by age and sex regarding the Al-detected cyberbullying cases. Here’s a detailed interpretation:

Age Group Analysis:

- Age 13-18: 40,000 total victims, and of those 75% of the cases (30,000) where cases were detected by Al. Such a high percentage is

explained by the high risk that teenagers bear when it comes to cyberbullying and effectiveness of Al in detecting cases among them.

- Age 19-25: Similar to the findings of previous ages, Al was also efficient in identifying 75% of the total 30000 cases; this includes
22500. The constant percentage indicates that all the Al tools have a similar level of performance regarding to identifying the

cyberbullying among these youth and young adult ages.

- Age 26-40: of 20000, total people detected as victims 15000 by Al. They also revealed lower absolute totals than found in the

younger patients yet constant identification indicates that Al is still functional in elderly patient populations.

Gender Analysis:

- Female:6300000 victims with 75% (4710000) Al-detected. This means that women suffer more from cyberbullying and the Al will

reciprocate the far by performing well in identifying it.

- Male: 50,000 victims with 75% (37,500) discovered with the help of Al. Surprisingly there are fewer entries of males than that of the

females, but the detection rate is similar which testifies of the impartiality of the working of Al.

Minority Communities:

- 40,000 total victims whereby 75% which is 30,000 of the victims were identified using Al. This emphasizes that minority groups are
most affected by cyberbullying. The detection rate suggests the cases within these groups can be identified by Al effectively which is

essential for providing the right support and interventions.

Implications for the Study:

- Consistency of Al Detection: The fact that all have equal efficiency of 75% elaborates the efficiency and credibility of the Al

algorithm in the identification of cyberbullying instances.

- Targeted Interventions: Based on this data, the implication is that Al could be useful in ensuring specific actions are made for the most

vulnerable populations in areas of cyberbullying like teenagers, females and the minorities.
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- Policy Development: These could be used to devise ways of enhancing Al instruments in the fight against cyber bullying and make

sure the other platforms pick up on the best methods to protect the vulnerable groups.

5.2 Practical Implications

Al is gradually being employed to fight cyberbullying and other forms of harassment in North America with the USA at the forefront. It
provides improved identification and recording that involves monitoring the social media platform, automatic writing of reports,
customized prevention strategies, and assistance to victims. Though, there has to be legal and ethical issues to adhere to. There are
issues to do with privacy, and indeed Al has to be tailored in such a way that it does not impact or target a particular group more than
others. Al based campaigns may help represent information on the effects of cyberbullying and foster the right attitude to using the
Internet. It is seen that behavioral analysis is beneficial for the formulation of prevention and intervention procedures. With the legal
procedures, Al can also support police operations by providing proof of cyberbullying for legal actions and joining actions of the
platforms and the police. Politicians should become Al regulators’ advocates, creating regulations that would maintain and promote
ATl’s maximum efficacy while preventing misuse, and demanding that online platforms be held responsible for their inability to protect
their users from harassment. Concisely, the uses of Al consist in the more effective identification and reporting of the phenomenon, an

individual approach to the prevention of cyberbullying, and a coordinated work procedure against the phenomenon.

5.3 Challenges and Limitations

Using Al to combat cyberbullying and online harassment in North America, particularly in the USA, presents several challenges and

limitations:

» Bias in Algorithms: Some of the issues of Al systems are that they reproduce bias from society, and therefore, fail to diagnose
cyberbullying correctly. These lead to either under-diagnosis or over-diagnosis, which can impact interventions
(Chandrasekaran, 2020).

» Context Understanding: Another problem of Al is that it has the greatest difficulty spotting the context of online
communication. The importance of shared context can also be a problem: sarcasm, slang, and other informal language may
lead to false positives or negatives in detecting dangerous material; (Vidgen&Derczynski 2020).

» Privacy Concerns: There are serious privacy concerns when using Al to supervise individuals’ activities on the Internet. In this
way, constant monitoring in language use compromises the privacy of the individual and therefore creates ethical issues on
how far Al should be allowed to pry into the communications of the people (Williams et al., 2015).

»  Adaptation to Evolving Language: Socially abusive people change their esoteric language and strategies in a very short time.
Due to these changes, Al systems could possibly take long time to adapt to such changes hence the need to constantly update

Al systems (Hosseinmardi et al., 2015).
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> Lack of Emotional Intelligence: Al cannot feel for the victims of cyberbullying or completely comprehend the effect that it has
on victims. This limitation ignores the circumstances under which Al might not be sufficient to offer support or refer to human

help (Dinakar et al., 2012).

6. Conclusion

6.1 Summary of Key Points

Cyber bullying and other hazing such as through posts on social media, forums and other chat rooms are being identified using Al
algorithms. These algorithms identify toxic content and language, for instance, hate speech, as well as users’ abuse profiles. Al systems
also include identity mechanisms that enable them to constantly monitor Internet interactions as they, ‘listen and watch’ and when they
discover a danger or violation of rules, report it for an examination. A sentiment analysis decides the online communication tone and
prescribes the right and wrong things to do or say. Machine learning models have to be used for updating with new trends in cyber
bullying as language and strategies also change with time. Police have also involved Al technology to; respond to incidences of cyber
bullying and pass information and proofs collected by Al systems for legal purposes. In sum, Al systems are minimally important in

addressing and inhibiting cyber bullying related cases.

6.2 Future Directions

1. Enhanced Real-Time Detection: Al systems have to be improved to recognize cyberbullying and harassment in real-time more
accurately. This includes enhancing the algorithms in attempts to solve contextual, perception, sarcasm, and other subliminal language
forms common in cyberbullying. Machine learning algorithms must be trained on a rich bibliotheca of datasets using slang, memes, and

code language in the content to effectively remove it.

2. Integration with Social Media Platforms: Al tools should be deeply integrated with widespread social media networks to halt, assess,
and consider dangerous information quickly. As for future related advances, researchers and developers should attempt to design Al
systems that will be able to co-moderate content with human moderators to achieve an optimal level of speed and efficiency in content

moderation.

3. Personalized Interventions: Creating tailored intervention strategies using technology must be achieved. This could be through
system-generated messages that could be sent to the potential perpetrators with the aim of discouraging them from perpetration or to the
victims by notifying them and supporting them. Al could also predict when the harassment was likely to escalate and call for preventive

measures.
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4. Cross-Platform Monitoring: Cyberbullying is always cross-platform, which means it is done on several different platforms. The Al
systems that will be used in the future should be able to monitor the sequences of activity in both social media and other apps and
gadgets to provide better protection and counter harassment. This will in essence involve the various tech firms to come together and

make the various Al tools within a given ecosystem seamlessly integrate.

5. Privacy-Preserving Al Models: However, when Al systems aim at identifying instances when users are cyberbullied, user privacy has
to be preserved. Subsequent studies should focus on the creation of Al models that perform such tasks with as little data as possible or

use methods such as differential privacy as a way of safeguarding the users’ data.
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