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ABSTRACT:

IoT in health care is mainly subjected to making people live healthier by wearing connected devices and being in good health
without any problems. In recent times, the integration of medical technologies with IOT for better collection of data and to make better
decisions in terms of health care. As connected wearables replace the health professional to check a person's vital signs at regular
intervals times and it monitors perfectly (IOT-driven monitoring). The usage of these devices is growing enormously because of the
advancement in technology which includes wireless sensors, communication, and information technology which made our health care
simple. The main objective of this work is to give a complete overview of how health monitoring devices work and how it captures the
data and generate a report on various aspects.

1. INTRODUCTION:

The intersection of Artificial Intelligence (Al) and the Internet of Things (IoT) has brought about remarkable advancements
in various industries and one field that has witnessed significant transformation in healthcare [1-4]. Moreover, Al-driven [oT devices
facilitate remote patient monitoring. Patients can wear or have these devices implanted, allowing healthcare providers to track their
health status remotely, receive emergency alerts, and make data-driven decisions for timely interventions [5-7]. Another critical aspect
of Al-based IoT healthcare is that the paper medical records are recorded digitally which is known as Electronic medical records (EMR)
[8-15]. These records can be stored and transmitted through IT devices. Which has all the data stored about the patient and it can be
accessed by the doctor at any time, and it is being used by all over the globe.

Al-based IoT healthcare devices have the potential to revolutionize the healthcare industry. With real-time data monitoring,
intelligent algorithms, and predictive analytics, these devices enable proactive care, personalized treatment plans, and remote patient
monitoring. By leveraging the power of Al and IoT, healthcare professionals can deliver better patient outcomes, improve population
health, and usher in a new era of healthcare that is efficient, accessible, and patient-centric. Artificial Intelligence (Al) stands at the
forefront of technological advancements, reshaping the landscape of numerous fields and industries [16]. Rooted in the pursuit of
creating machines capable of simulating human-like intelligence [17,18], Al embodies the amalgamation of cutting-edge computer
science, mathematics, and cognitive psychology [19-21]. As a transformative force, Al has propelled innovations in natural language
processing, computer vision, robotics, and decision-making systems, fostering revolutionary applications across healthcare, finance,
transportation, and beyond [22.23]. With its potential to augment human capabilities and address complex challenges, Al continues to
captivate researchers, academics, and industry leaders worldwide, spurring relentless exploration and development [24-28]. This
research paper delves into the realm of artificial intelligence, unravelling its historical evolution, core methodologies, current state-of-
the-art technologies, and the ethical considerations surrounding its pervasive integration [29-32]. Through an in-depth analysis of Al's
past, present, and future implications, this study aims to shed light on the profound impact of Al and its trajectory towards shaping a
more intelligent and interconnected world [33-36].

2. INTERNET OF THINGS IN MEDICAL SCIENCE

It has been a significant rise in the development of electronic devices in medical sciences. Medical IOTs have slowly penetrated
the lives of every individual [1]. It has been observed that the technology in medical IOT has helped in embedding wireless sensors in
medical equipment and connecting to entire world, which is easy to interact with patients, hospitals, and medical equipment to use and
then upgrade to the modern field of medical science. As of now, there is still research going on in this segment for advancement. Al
predicts that by 2030 medical IOT will contribute nearly up to $15 trillion to the world economy, and it expects it to have the most
significant impact on artificial intelligence in the healthcare field. So many electronic devices and mobile apps are used to monitor our
health condition. It can predict future health problems like diabetes, neurological disorders like Parkinson's, congenital disabilities,
spinal cord injuries, etc., and gives a caution to the person who will be affected and gives quality patient care. In this paper, we present
a detailed survey of IoT and loMT-based smart health care systems The survey’s aim is to look at different related research areas such
as the state-of-the-art [oT based smart healthcare, data fusion of IoTs, Al in smart healthcare, cloud- and edge-based smart healthcare,
and privacy and issues of loT-based smart healthcare. The systematic review process PRISMA (Preferred Reporting Items for
Systematic Reviews and Meta-Analyses) to identify studies and narrow down results for this review, as shown in Fig. 1. In the review
process, there are three sequential steps, which are identification, scanning, and eligibility testing. In the identification step, papers are
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identified through Google Scholar search; after this step we identified 168 papers. In the scanning step, duplicate and nonconforming
papers are removed; after this step 132 papers were selected. Then in the eligibility testing step, we removed the papers that were non-
healthcare related. After this final step, we selected 110 papers to be included in the survey.

2.1. RESEARCH AREAS
The research areas we used to select the articles were as follows:

Identification

Scanning

Records identified through

google scholar search

Records after removing
duplication and non -
conforming

Eligibility testing

Study included

Fig. 1. Before searching IoMT and medical signals for smart health care

State of the art regarding [oMT and medical signals for smart health care.
The techniques of multimodal medical data fusion.
Cloud- and edge-based smart health care and security and privacy of the [oMT
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Fig. 2 After searching IoMT and medical signals for smart health care

The number of papers elicited by each search strategy (item) after searching is shown in Fig. 2. The search strategy was
implemented based on the content of the main research areas.
We used the following combination of keywords:

2.2.1. Internet of Medical Things.

2.2.2. Fusion medical signals.

2.2.3. Multimodal medical data.

2.2.4. Cloud/edge based smart health care.

2.2.5. Security and privacy Internet of Medical Things.
2.3. DATA EXTRACTION:
The following data categories were collected from articles:

2.3.1. Application or tasks

2.3.2. 1oT/IoMT

2.3.3. Features

2.3.4. Classifier

2.3.5. Dataset

2.3.6. Accuracy

2.4. 10T OR IoMT AND MEDICAL SIGNAL

A technique for emotion recognition and classification across subjects. It integrated the significance test and sequential
backward selection with a support vector machine (ST-SBSSVM) to enhance the precision of emotion recognition. The input modalities
used included 32-channel EEG signals; four-channel EOG signals; four-channel EMG signals; and vital signals measuring respiration,
plethysmography, galvanic skin response, and body temperature. Ten types of linear and non-linear EEG, EOG, and EMG features
were extracted and fused with the vital signals to produce a high-dimensional feature vector.
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Fig.3 Architecture of fog computing in healthcare

AS shown in fig 3. The selected features were then fed into a support vector machine (SVM) classifier. The experiments were performed
using two publicly available datasets, namely DEAP and SEED. The proposed method achieved 72% accuracy on the DEAP dataset
and 89% accuracy on the SEED dataset.

As shown in fig 4, A data fusion cluster-tree construction algorithm based on event-driven (DFCTA) was presented in [17].
They designed a data fusion system for intelligent health monitoring in the medical IOT. By calculating the nodes’ fusion waiting time,
the minimum fusion delay path was provided, and the fusion delay problem within the network was analyzed. The empirical study
showed an improvement in reliability and timely in the proposed method compared with traditional method.

Guangqiu [19] proposed a framework for medical image fusion that combined two methods: dictionary learning and clustering
based on entropy. A Gaussian filter was used to decompose source images into high-frequency and low frequency components. High-
frequency and low-frequency were fused by using dictionary learning and L2-norm based weighted average algorithms respectively.
The comparative experiments showed that the proposed method enhanced performance compared with other existing methods.

JETIR2406A71 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | k592


http://www.jetir.org/

© 2024 JETIR June 2024, Volume 11, Issue 6 www.jetir.org (ISSN-2349-5162)

Edge computing in health care
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Fig. 4 Architecture of edge computing in health care

Baloch et al. [20] presented a layered context-aware data combination tactic for [oT health care applications. It included three
phases: situation building, filtering and context acquisition, and intelligent inference. Reliable, accurate, and timely data were gathered
from various sources. The aim of the analysis was to resolve issues such as uncertainty, irregularity, restricted range, and sensor
deficiency. The drawback of this analysis was that no particular method was used to evaluate the suggested solution.

As shown in figure 5, In the context of physical activity, they have presented an in-depth analysis and assessment of data
fusion. Furthermore, they presented a systematic categorization by pinpointed specific properties and parameters that affected data
fusion design choices at each level of the traditional classification (data-level, feature-level, and decision-level). A comprehensive
overview of different modalities fusing, such as MRI- PET imaging, computed tomography.

Survey Papers on loMT and Medical Signals: Herrera et al. [22] presented state-of-the-art regarding sensor fusion for hand
rehabilitation applications. Authors classified the research on hand rehabilitation into three categories: exoskeletons, hand movements,
and serious games for hand rehabilitation. Of the types of sensors used, sensors based on EMG signals were the most common.
(CT)-MRI, X-ray, and ultrasound, was given by Sumithra and Malathi [21]. The research pinpointed different types of multimodal
fusion and found that the exact boundary of the tumor in the brain could be identified by merging both CT frames and MRI slices.

Authors in [20] presented a thorough overview of the application of image fusion technology in tumor treatments and diagnosis,
in particular liver tumors. It highlighted the key values of image fusion techniques by considering their limitations and prospects. It
further presented an extensive review of the procedures and algorithms used in medical image fusion and concluded with a discussion
of the research challenges and trends in medical image fusion.
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Fig. 5 Flow chart of IoT and Edge Computing In healthcare

The following table 1 presents a summary of the various IOMT sensors accuracy with different databases and classifiers.
Table -1: Accuracy of various Internet of Medical Things (IoMT) Sensors

S.NO | TASK IOMTS CLASSIFIER DATA BASE ACCURACY
1 Cuff-less One ECG, two | Multi- instance Private; total 85 Estimation
blood pressure | photoplethyesmog | regression participants including 17 | around 1.50.
measurement. | ram signals (pulse | algorithm. hypertensive and 12
pressure wave hypotensive.
Sensor).
2 Emotion SVM Physiological signals 72%(DEAP),89
recognition (DEAP) dataset and the %(SEED).
SJTU emotion EEG
dataset (SEED)
3 Health and Multi sensors. RF-SVM Private. RMSE=0.0017.
risk assesment (Regression
for minors. Forecast - SVM &
ELM
4 Heart disease | Multi-sensors. Random forest & NA. 98%.
prediction. kernel random
forestensemble.
5 Sleep Abdominal CNN, LSTM. NA. NA.
apnedetection. | respiratory belt,
thoracic
respiratory belt,
heart rate and
oxygen saturation.
6 Medical BSNS Cross-domain, NA NA
human-robot incremental
interaction classifier and multi
scenario. sensor fusion.
7 Rate of mental | Functional near SVM. 12 healthy subjects with | Mean detection
stress. spectroscopy no history of psychiatric, | rate 98%.
JETIR2406A71 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | k594



http://www.jetir.org/

© 2024 JETIR June 2024, Volume 11, Issue 6

www.jetir.org (ISSN-2349-5162)

(FNIRS) and neurological illness or
electroencephalogr psychotropic drug use.
aphy (EEG)
8 Medical video | ECG & EEG DCT, DWT & Each video compromises | NA.
fusion. videos. Hybrid transforms. 38 frames into 18 frames
per second.
9 Brain tumour | MRUI’s. Intersection & Brain tumour image Avg=0.62
detection. Union. segmentation (BTI). MRI | Std=0.211
benchmark database. Med=0.68
10 Heart rate Wearable sensors, | A particle filter. Database was taken from | Error <
estimates. ECG PPB. IEEE 2015 signal 2beats/min.
processing cup (S-CUP).
The MIT BIH noise
stress test database was
also used.
11 Medical image | MRI & CT LP based fusion The test image pairs are The avg is
fusion. images. rule, Sum- Modified | from public website. Q ~(AB/F)
Laplacian SML and =0.669
LP based fusion MI=4.249
rules. VIF=77.178
12 Blood Multiple ECG Bagging, Boosting, | Private database and the | MAE: 7.93,
pressure Sensors. SVM, K-means, RF, | phsionet database. 6.41 and 5.72
preductive. Naive Bayes, J48, for SBP DBP
META and MAP.
16.60 & 9.80 for
SBP, DBP&
MAP.

2.5.1oMT AND MEDICAL FUSION:

Swayam siddha and Mohanty [28] discussed different applications of the cognitive [oMT (CIoMT) to tackle the COVID-19
pandemic. Their review showed that the CIoMT was a successful tool for fast detection, decreasing the workload of the health industry,
dynamic monitoring, and time tracking. A distributed hierarchical data fusion architecture at various levels was employed using
complex event processing (CEP) technology to improve decision accuracy and time. It divided the task of data fusion into three-level
processing models (low, middle, and high levels of data fusion). A smart health care scenario was prepared with appropriate loT
network topologies to prove the effectiveness of the proposed architecture. This empirical research found that the proposed solution
allowed for effective decision-making at various stages of data fusion and showed an overall increase in the efficiency and response
time of primary health devices.

Dimitrov [8] presented a discussion of [oMT applications and Big Data in the health care field which permitted innovative
commercial models and allowed for variations in work progression, customer experiences, and output enhancements. Wearable sensors
and mobile applications were used to fulfill numerous health needs and to collect Big Data from patients to advance health education.

Sanyal et al. [8] proposed a federated filtering framework (FFF) based on the forecast of data at the central fog server using
aggregated model from IoMT devices. This framework used models provided by local IoMT devices and then shared with the fog
server. It presented a solution for many common issues, such as energy efficiency, privacy, and latency for resource-constrained loMT
devices. were compared using Mi Bench, an existing open-source embedded system benchmark suite.

The following table2 describes Accuracies of various Internet of Medical Things (IoMT) or medical signals fusion.
comparison showed that the IToMT applications differed from Mi Bench indicating the need for a new benchmark sufficient for the
IoMT microarchitecture.

Table 2: Accuracy of various Internet of Medical Things (IoMT) or medical signals fusion.

S.N | TASK MODALITY FUSION/ DATABASE ACCURACY
O CLASSIFIE
R
13 Auditory oddball | fMRI, sMRI, EEG Joint  ICA | Private; 22 healthy and | Mutual information
task for control and 14 patients =0.59
and schizophrenia transposed
patients IVA
14 Human action and | Google glass wearable | CNN_LSTM | Insulin  self-injection | 90% (clip)
activity camera (Video) and (ISD
recognition  for | intenseness motion
health monitoring | wrist sensor (motion)
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15 Similarity CT-MR, CT-MR T2, | PCNN, Group 1 from | Group 1: STD
measures of | MRT1-MRT2,MRTI | QPSO- (http://imagefusion.org | =651832
different CT scan | — FDG and MR T2 — | PCNN ), groups 2-5 SF22.8200
images SPET images MI AF=3.2100
Entropy for Group 2-
5:
G2 =4.5362
G3 =5.4726
G4 =5.4726
G5 =3.7875
16 Fusion of | CT and MRI Min  -max | 3 datasets from brain | E =6.3364
obligatory fusion rule atlas SSIM =0.9957
anatomical QAB/F = 06511
minutiae images
to process
medical diagnosis
17 Sleep pose | A carmine camera RGB | Liner 26,400 images from | 100% accuracy in
recognition and depth sensors discriminant | five actors Available at | bright and clear
analysis https://vision.ece.ucsb/r | scenes.
(LDA) and | esearch 70% in  poorly
SVM illuminates scences;
90% in occluded
scenes
18 Fusion of brain | CT, MRI Entropy of | 38 CT and MRI images | MI=4.3780
images obtained square, of 14 patients 0*%/r = 0.7780
from CT scan and weighted Harvard medical school | gp=58.0671
MRI sum- website
modified (http://www.med.hardv
Laplacian ard.edu/AANLIB?hom
¢.html)
19 Generate a fused | MRI/CT, MRI T1/MRI | Fuzzy 8 datasets the same size | Fusion factor=5.946
medical  image | T2, CT/PET, | transform 512 51 X 2 with 256 | SSIM=0.8871
from error images | MRI/SPECT grayscale levels. Table feature
similarity index
measure (FISM)
=(.8581

2.6. EDGE INTELLIGENT AND CLOUD BASED SMART HEALTH CARE

A new network paradigm, CloT, has been proposed based on the application of cognitive computing technologies [6]. In [3],
Chen et al. combined the advantages of edge computing and cognitive computing to create an edge-cognitive computing—based (ECC-
based) smart health care system which allocated maximum edge computing resources to higher-risk patients. The empirical experiments
showed that the proposed system was capable of improving energy efficiency and user quality of experience (QoE).

In [7], Kharel et al. used Long Range (LoRa) wireless communication and FC to produce an architecture for smart remote
health monitoring. LoRa radio provides long-range communication and energy consumption for IoT devices and is used in the proposed
system to link the edge user’s device with health centers. FC preserves network bandwidth and reduces latency by minimizing data
exchange with the cloud. Tests showed that LoRa and FC had promising performance in remote health care monitoring.

In [7], Chung and Yoo increased the effectiveness of analyzing Big Data by proposing an edge-based health model using peer-
to-peer DNNs. An edge-based health model and a server model were established separately to tackle the issue of response time delay.
The results showed that combining DNN techniques and parallel processing models minimized response time delay.

Limaye and Adegbija [8] provided a comprehensive review of medical applications and algorithms in IloMT architectures and
their integration with edge computing. IoMT workloads were compared using Mi Bench, an existing open-source embedded system
benchmark suite. The comparison showed that the [oMT applications differed from Mi Bench indicating the need for a new benchmark
sufficient for the [oMT microarchitecture.

. A cloud-based healthcare framework was proposed in [11]. In the framework, several aspects of data transmission and latency
were discussed. An edge-enabled DNN-based method was proposed in [12]. Accuracies of various described above on edge- and cloud-
based smart health care were presented in Table3.

Table 3: Accuracy of various edge- and cloud-based smart health care

S.NO | TASK MODALITY FUSION/ DATABASE ACCURACY
CLASSIFIER
20 Seizure EEG’s Kriging method The wuniversity of bonn | A training accuracy
detection dataset consisting of 5 | 0£99.4%
healthy subjects and 5
epilepsy patients;
The children’s hospital
Boston (CHB) dataset

having 22 patients
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21 Seizure A wearable EEG | Swift in network | EEG dataset 98%
detection device classification (SIC)
22 Voice Smart sensors CNN The Saarbrucken voice | 98.5%
disorder disorder (SVD) database
23 Human ECG, RNN MHEALTH public dataset | 99.69%
activities magnetometer,
accelerometer,
ang gyroscope
sensors
24 Stroke - K- Nearest Neighbors | CT images dataset 98.13% and 97.83%
detection (KNN), SVM, Bayes, | 174  healthy + 142 | respectively
Multilayer Perception | hemorrhagic stroke
(MLP), and Optimum | patients + 157 ischemic
path forest (OPF) stroke patients

2.7. SECURITY AND PRIVACY IN IoMT-BASED HEALTH CARE.

The security and privacy of medical data are very important in smart health care frameworks. [14] A patient’s data should be
handled privately. If privacy is breached, the patient may be harassed in public, which can lead patients to become traumatized and
depressed. If medical sports data are leaked, rival sports team members might use these data to solicit illegal advantages. Therefore,
medical data should be dealt with privately and securely transmitted over communication channels. This important issue has been
addressed in a great deal of prior research. In,[15] the authors identified the potential security threats that can affect oM T-based health
care systems and recommended a series of security measures to tackle these threats. Some of the security issues mentioned in this paper
include overlooking the aspects of built-in security, stakeholders’ unfamiliarity with security solutions and focus on marketing and
financial gain, and a lack of consensus between stakeholders for overlapping solutions. Based on these threats, the authors proposed
some ontology-inspired, stakeholder centric, and scenario-based recommendations in line with available guidelines.

Dilawar et al. [16] Introduced cryptography as a solution for the safe exchange of patient safety records using blockchain
technologies to protect medical data. A unified blockchain-based technique would solve many of the difficulties related to a centralized
cloud solution. Authors in introduced an access management model that safeguarded patients’ medical data from internal information
security attacks. It enabled only legally permitted people to connect despite physical limitations.

3. ELECTRONIC MEDICAL RECORDS

!
4 N
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ticket Medical revort

Follow up card

Emergency
ticket Referral letter to
MEDICAL
Hospitals Analysis and image
consents RECORD <
-
Patients visit

High risk report

order
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_—> »
>

Emergency report

\ )

Figure 6. Electronic medical record system

As shown in the figure 6, The EMR is a system that uses three-layer architecture:

TOP LAYER: Hospitals and clinics.

MIDDLE LAYER: Application and web server.

BOTTOM LAYER: Database server.

An electronic medical record (EMR) is a digital version of a patient's medical information that is stored and accessed through

computer systems. It contains comprehensive data such as medical history, diagnoses, treatments, medications, and test results. EMRs

streamline healthcare workflows, improve data accuracy, enable secure information sharing, and enhance patient care coordination,

leading to better healthcare outcomes [5]. The DATABASE SERVER is used to record the store the data like individual medical

reports. The APPLICATION SERVER is used for the management of EMR, questions regarding medical reports, and the statistical
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data of the reports as well. The WEB SERVER is used to provide web services regarding reports and online registrations, The
HOSPITALS AND CLINICS are the last part of this system when all the operations such as the registration department, inpatient

department, emergency ward, and outpatient hall are present. Doctors, nurses, and administrators are there to access the system through
the Internet.

=

I
Keep a tab on Calculating insurance Fall detection for automatic  (yyick access to real
employee and based on data activity emergency assistance time patient data &
monitor the patient tracker emergency alerts
health

Fig. 7 Functions of tests

4. ELECTRONIC DEVICES FOR HEALTH CARE

As the technology in healthcare has been increasing, it made an advancement in electronic gadgets as well, which are used to
track heart rate, calorie burn, time of physical activity, body fat percentage, analysis of health condition analysis, pulse rate, etc., of a
patient or a person [2].

4.1. Smart watches:

As shown in the Figure 8, It is observed that the patient is wearing an Apple watch, and the nurse monitors the patient's activity
and keeps the record. In case of an emergency, he will be alerted immediately, and then he goes near the patient, takes care of them,
makes a call to the doctor, monitors the patient's condition, and then medicates him. Apple watches are not only to notify in emergency
cases. It is used to track so many physical activities, as mentioned before.

Fig 8. Smart watches
4.2. Fitness bands: Whoop
As shown in the Figure 9, It is a wearable tracker with built-in photodiode sensors to measure various metrics. This tracker is
designed to be worn at any time. It calibrates with our baseline, identifying typical heart rate, heart rate while resting, skin temperature,
and blood oxygen levels. These bands take all these things, and then this data will be shown on our mobile using the Whoop app. This band
is very useful for knowing our health condition, and it doesn't let us deviate our health to a bad sign. Hence, learning about our health
condition is a beneficial device.
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bands
In this way, these devices are being used to track our health status and let our health condition to in good condition rather than to damage
it by ourselves. These advancements in technology are playing a major in terms of healthcare

5. CONCLUSION

Al in medical health care can significantly reduce the inefficiency in healthcare, predictions of future problems regarding health and
prevention for it, patient safe care, perfect medication for patients, and accessible health records digitally where we can monitor ourselves
and give caution to us by reminding us. It makes a significant impact in the journey of Al in all terms, and it becomes a major thing in the
next few years as well with maintaining a clean interface between the patient and himself or with any doctor or caretaker.
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