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Abstract— The number of banking transactions increased as a
consequence of the widespread use of credit cards as a payment
mechanism due to the proliferation of e-commerce services and other
technological advancements. Customers and the bank alike suffer
enormous financial and reputational harm as a result of fraudulent
conduct made possible by security holes in our banking systems. An
estimated large sum of money is lost financially each year as a
consequence of financial fraud in banks. Early discovery aids in the
mitigation of fraud by allowing for the development of a
countermeasure and the recovery of such losses. This research
proposes a machine learning-based method to effectively aid in fraud
detection. Comparing six popular ML algorithms—AdaBoost, NBC,
SVM, KNN, ANN, and XGBClassifier—aims to identify the best
model for fraud detection. Moreover, we addressed the problem of
class imbalance by using the SMOTE. A 99.88% accuracy rate for
fraud detection made the XGBoost Classifier the most effective
classifier. This study demonstrates the remarkable accuracy score of
the XGBoost Classifier in identifying financial fraud on balanced
datasets. The information and conclusions offered here make a
significant addition to the continuing work being done to create
efficient fraud detection systems for a banking sector.

Keywords— Fraud Identification, Banking Transactions, credit card
frauds, machine learning, XGBoost.

I INTRODUCTION

The contemporary era's banking systems are vital to
world economies due to the fact that they enable monetary
transactions and provide businesses and consumers with
necessary services. Fraudulent activity, however, has the
potential to destroy such organisations' reputations and result in
enormous financial losses. Criminals are always coming up
with new techniques to perpetrate fraud. Fraudsters' strategies
are continually improving as technology advances, making
traditional fraud detection systems difficult to stay up.
Fraudsters always update their strategies to exploit new
weaknesses, increasing the complexity and sophistication of
their operations [1][2]. The frequency of theft, fraud, and fraud

incidents in electronic banking is rising annually. Cybercrime
experts continuously monitor and validate transaction systems
and network infrastructure. Employing specialized threat
response teams (CSIRTS) helps organizations maintain security
and thwart cyber threats [3][4].

Financial institutions incur losses due to the
inadequacy of conventional fraud detection systems in dealing
with the ever-changing criminal landscape [1][5][6]. The
primary target of cybercriminals is not banks; rather, it is
unsuspecting users who lack IT expertise and are ignorant of
the fundamentals of online security [3][7].As exposed in [8],
Financial fraud affects not only the banking industry but also
daily life, lowering confidence between institutions, upsetting
financial markets, and so driving up living expenses. The
growing frequency of fraudulent acts in the digital era has made
the area of fraud detection employing ML algorithms on
financial transaction data more and more significant.
Organizations may proactively detect and prevent fraudulent
activity by using ML approaches, which provide strong
capabilities for identifying patterns and abnormalities in vast
amounts of transactional data[9][10][11].

Frauds are often unavoidable once criminals swiftly
adapt to these advancements in prevention technology, despite
the fact that organisations use high standards and a broad range
of fraud protection techniques. In order to help classify regular
or fraudulent financial transactions, ML approaches in this case
provide assessment and prediction models. ML is defined as a
data analysis technique that gives the computer an update or
modification of its operations with respect to the prediction of
any event or controlling device. allowing for an use of ML to
assess, forecast, and identify fraudulent efforts inside a
financial system. These unfavourable factor occurrences may
be lessened, increasing public trust in the organisation and the
financial system [12][13][14]. Strive to improve upon the
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inadequacies of an existing fraud detection systems by
employing ML on unbalanced data with SMOTE balancing.

1.1 Research contribution of work

The importance of this study rests in the fact that it seeks to
address a pressing issue for banking and financial institutions:
the need to improve fraud detection in financial transactions. A
difficulty in detecting fraudulent transactions arises from the
fact that extremely unbalanced databases are difficult to
manage. The study's overarching goal is to provide better tools
for protecting financial transactions by improving fraud
detection systems through the employ of modern ML
techniques, like thorough data preprocessing, feature selection,
and performance evaluation. The research contribution of this
work as:

e Uses a practical credit card transaction dataset to test
fraud detection algorithms. This real-world data
ensures the practical applicability and relevance of the
proposed algorithms in real financial environments.

e Applies data cleaning, scaling, and SMOTE for better
model performance. These preprocessing steps are
crucial for enhancing the quality of the dataset,
ensuring accurate and reliable model performance.

e Compares KNN, Naive Bayes, SVM, AdaBoost,
ANN, and XGBoost for fraud detection. By comparing
the performance of these models across various
metrics, the study identifies the most effective
algorithms for detecting fraudulent transactions.

e Uses Information Gain for feature selection and
conducts correlation analysis. Furthermore, the
fundamental characteristics of the dataset may be
better understood with the help of a thorough
correlation analysis, which sheds light on the
correlations between various variables.

e  Provides detailed evaluation of model F1-score, recall,
accuracy, and precision, highlighting XGBoost and
AdaBoost as top performers. The results demonstrate
that XGBoost achieves the highest accuracy (99.88%)
while AdaBoost shows the best overall performance
considering all metrics.

1.2 Organization of the paper

This paper's reminder is set up as follows: We evaluate the
relevant state-of-the-art in Section Il. The proposed approach to
credit card fraud detection is presented in Section 11, together
with the dataset, pre-processing, scaling, balancing, features
election, algorithms, framework, and evaluation metrics. The
assessment findings of the conducted experiments are covered
in Section IV, and Section V offers suggestions for further
research to wrap up the article.

1. LITERATURE REVIEW

The last 10 years have seen a significant increase in
the attention given to fraud identification in banking
transactions. An outline of ML approaches used in CCFD is
given in this section. An increasing amount of scholarly works
has put forward strategies to improve the identification of fraud.
The following is an overview of recent, relevant studies.

This research proposes a ML-based method to
effectively contribute to fraud detection [15]. The Al-based
strategy will speed up the verification process to minimise
damage and fight counterfeit goods. This study looks at several
intelligence algorithms that were trained on a public dataset to
find the correlation between specific traits and fraud. This
research makes use of a resampled dataset to lessen its

significant class imbalance and then applies the proposed
approach to analyse the data more accurately.

In [16], suggested a detection framework and used
SVM supplemented with quantum annealing solvers to build it
using a QML technique. Twelve additional ML techniques
were implemented after assess a detection performance of a
QML application. Two datasets were used to evaluate the
performance of the QML application and these ML
implementations. One dataset was a time series of severely
unbalanced bank loans, while the other was a non-time series
dataset of mildly imbalanced credit card transactions in Israel.
The results show that the quantum enhanced SVM is faster and
more accurate than the competitors when used to the dataset of
bank loans.

In[17], explore the possibility of identifying fraudulent
transactions by using the credit card fraud dataset in
conjunction with two ANN classifiers: MLP and ELM. Some
of the criteria used to evaluate these classifiers include
classification time, accuracy, recall, and precision. In terms of
accuracy, the findings show that ELM classifiers achieve
95.46% and MLP classifiers 97.84%. But ELM can see
fraudulent transactions coming up next second.

In[18], effectively manage the relative importance of
valid and fraudulent transactions, think about integrating a
voting classifier with class weight adjustable hyperparameters.
The majority voting ensemble learning technique may also be
used to assess the effectiveness of the integrated algorithms.
With ROC-AUCO0.95, precision0.79, recall0.80, F1 score0.79,
and MCCO0.79, LightGBM and XGBoost both achieve the top
level. By using DL and the Bayesian optimisation technique,
they are able to tune the hyperparameters to match an
impressive set of criteria, including a ROC-AUCO0.94,
precision0.80, recall0.82, F1 score0.81, and MCCO0.81. In
comparison to the most cutting-edge methods, this is a
significant improvement.

In[1], compares four popular machine learning
algorithms—SVM, XGBoost, DT, and LR—in an effort to find
the optimal model for fraud detection. Utilising the SMOTE
allowed us to go further into the issue of class imbalance.
Among the models tested, the XGBoost Classifier had the
highest accuracy rate of 88% in detecting fraud. They used
SHAP and LIME research to improve overall comprehension
and reveal how the XGBoost model makes decisions.

A LSTM-RNN is suggested as a model for detecting
fraud instances[19]. Further improvement in performance is
achieved with the use of an attention mechanism. This kind of
model has shown to be quite effective in situations such as fraud
detection, when the data sequence consists of vectors with
complex interconnected characteristics. There are a number of
classifiers that LSTM-RNN is pitted against, including ANN,
NB, and SVM. The experimental findings show that our
suggested model is quite accurate and generates impressive
outcomes.

In[20], provide an algorithmic approach to detecting
fraud in financial transaction data using ML. Developing a
trustworthy model that can identify fraudulent transactions
while reducing the number of false positives is our main goal.
There are two stages to the system's operation: engineering
features and training the model. They begin by extracting useful
characteristics from the transaction data via rigorous feature
engineering. Customer behaviour history, location, time of day,
and transaction amount are some of these characteristics. They
furthermore use other data sources, such as IP geolocation
databases and blacklists, to bolster the fraud detection
capabilities.
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This table 1 provides a concise overview of the
approaches and performance metrics used in various studies on

fraud detection in banking transactions. It also highlights areas
for future research and potential improvements.

Table 1: Summary of the related work on fraud detection in banking transactions

References Methodology Performance Limitations & Future Work

[15] Al-based model using various | Improved accuracy (specific metrics not | Further enhancement in Al models
intelligent algorithms provided) for real-time applications

[16] QML with SVM enhanced by | Quantum enhanced SVM outperformed | Exploration of more quantum
guantum annealing solvers others in speed and accuracy algorithms and datasets

[17] Artificial  Neural  Network | MLP: 97.84% accuracy, ELM: 95.46% | Integration of additional neural
classifiers (MLP and ELM) accuracy (ELM is faster for prediction) | network architectures for improved

performance

[18] Class weight-tuning with voting | LightGBM and XGBoost: ROC-AUC = | Further optimization of
classifier,  majority  voting | 0.95, F1 score = 0.79, MCC = 0.79, | hyperparameters and exploration of
ensemble method (LightGBM, | precision = 0.79, recall = 0.80; DL with | more ensemble techniques
XGBoost) Bayesian optimization: ROC-AUC =

0.94, F1 score = 0.81, MCC = 0.81,
precision = 0.80, recall = 0.82

[1] Comparison of SVM, XGBoost, | XGBoost: 88% accuracy; SHAP and | Examination of additional imbalance
Decision Tree, Logistic | LIME used for model interpretability techniques and model explainability
Regression with SMOTE for methods
class imbalance

[19] LSTM-RNN with attention | High accuracy compared to Naive | Further testing with different RNN
mechanism Bayes, SVM, and ANN architectures and larger datasets

[20] Two-step  process:  feature | Financial transaction data with external | Improvement in feature engineering
engineering and model training | data sources (IP geolocation, blacklists) | methods and integration of more

diverse external data sources

1. METHODOLOGY

The proposed methodology for fraud detection involves
preprocessing the "credit card" dataset through cleaning,
scaling, and balancing with SMOTE shows in figure 1. Key
features are selected using the Information Gain method. The
data is divide into training and validation sets, and various
machine learning models—KNN, NB, XGBoost, SVM,
AdaBoost, and ANN—are trained and evaluated employing
metrics like F1-score, recall, accuracy, and precision to enhance
fraud detection and minimize false positives.

The following methodology steps discussed below:

3.1 Data Collection

In order to make a result of a suggested method useful in real-
world scenarios, we use an actual dataset in this work. We
examine a dataset called "credit card,” which includes 284,807
records of credit card customers' two-day purchases in
September 2013. The remaining transactions are all valid, with
the exception of 492 fraudulent ones. There is a significant
imbalance in the dataset since the positive class (frauds)
represents just 0.172% of all transactions. You can obtain this
dataset at https://www.kaggle.com/mlg-ulb/ creditcardfraud.
Table 2 provides an overview of the characteristics and factors.

TABLE 2. The features of the credit-card fraud dataset that is
used in this paper.

CCFD Data
Dataset Collection
Scaling Cleaning Data Pre-processing
Featu.re Balancing
Selection
Data Splitting Testing Training
Performance Classification Models
Metrics
Accuracy,
Precision, Recall,
F1-Score
Results

Figure 1: Flowchart of Fraud Identification in Banking

Transactions

Pre-processing data is an essential stage in any research project
including data analysis since it guarantees the quality and
correctness of the data prior to the use of any analytical
methods. This stage involves several key tasks, including data
cleaning, scaling, balancing, and feature selection. These

Variable Name Description Type
V1,V2,..,V28 Transaction feature Integer
after PCA 3.2 Data Preprocessing and Visualization
transformation
Time Seconds elapsed Integer
between each
transaction with the
first transaction
Amount Transaction Value Integer phases described as:
Class fault or Default Oorl
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Data cleaning: Data cleaning addresses missing values,
outliers, and inconsistencies, which can otherwise lead to
biased or incorrect results.

Fraud class histogram

250,000

200,000 |

150,000

100,000

Frequency

50,000 1

0

0

Class
Figure 2: Fraud class histogram with the imbalanced dataset

The vast majority of transactions are legitimate. This striking
difference is shown in the following graphic (refer to Figure 2).

Data scaling: Data scaling adjusts the scales of the data,
facilitating better comparisons and enhancing a performance of
ML algorithms. Data characteristics or independent variable
ranges may be standardised using the scaling technique. Data
normalisation is another name for it in data processing, and it's
usually done in the data pre-processing stage. Thus, the
MinMaxScaler approach was used in this study to rescale the
characteristics from 0 to 1. This method's strength is that it
employs statistical approaches that are insensitive to outliers
and do not alter the data's variance (Equation (1)) [21].

_ X —min(x)

X' = W_ mln(x) TR (1)

Equation (1) above illustrates this: x denotes an original value,
x' denotes a scaled value, max is a feature value's upper limit,
and min denotes its lower bound.

SMOTE: A situation known as unbalanced classification
occurs when prediction models are built using classification
datasets that have a large disparity between the classes [22]. To
deal with imbalanced datasets, one approach is to oversample
the minority class. Even though these examples don't provide
the model any more information, the simplest approach is to
replicate instances from the minority class. As an alternative,
new instances might be produced by merging the old ones. We
call this kind of minority class data augmentation the SMOTE
[23]. We used the SMOTE method to balance the dataset. As
shown in Figure 3, the class feature is currently balanced with
50% of transactions being fraudulent and 50% not fraudulent.
le6

6

5

4

counk

(¥}

0 1
Figure 3: Bar graph after data balanced

Correlation Analysis: A statistical technique called correlation
analysis seeks to determine the link among two or more
variables [24][25]. The program does calculations that provide
a correlation coefficient between -1 and +1. At its core, the

concept is that variables are positively correlated when the
coefficient is positive, negatively correlated when the
coefficient is negative, and completely uncorrelated when the
coefficient is zero. It is not always true that changing one
variable causes a change in the other just because there is a
connection between them. The basic characteristics of the
dataset may be discovered by means of correlation analysis.
Results of the dataset correlation analysis are shown in Figure
4,

=

58S55555S3

-~0.2

-04

Figure 4. Correlation analysis.

The correlation matrix is graphically represented by the
heatmap, where each pixel represents the correlation between
two separate variables. A color-coded method is used to
graphically display the correlation values, which may range
from -1 to 1. This system uses many visual signals, with black
representing negative correlation, white representing positive
correlation, and red representing no correlation at all.

Feature Selection: "Time" and "Amount" are the only known
characteristics; beyond that, we don't know anything else. By
analysing the available characteristics, features election
attempts to choose a subset that enhances a classifier's ability to
detect credit card fraud[26][27]. The training data is
dimensionally reduced using the information gain (IG)
approach, which involves selecting the most significant
characteristics. First, it determines if a credit card transaction is
legal or fraudulent by looking for similarities between them.
Then, it uses this information to determine which aspects are
most important and gives them more weight [28]. There is
evidence that the information acquisition approach is both
computationally efficient and performs very well in terms of
precision [29] [30]. Hence, the IG approach for feature selection
is also taken into account in the suggested framework.

0.008 1

Information Gain

0.000

Features
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Figure 5. Feature importance with IG method.

The suggested methodology was tested using the top six
characteristics retrieved using this manner (Figure 5, IG
diagram).

3.3 Data Splitting

Five equal-sized subgroups with a uniform sample distribution
across all classes are created at random from the dataset.
Throughout a validation process, 20% of a dataset is kept aside
for validation purposes, while the other 80% is used for
training. This ensures that the suggested strategy is tested
against the reserved data.

3.4 Classification Models
The ML models that the system will use to detect credit card
fraud are covered in this section.

1) K-Nearest Neighbors
For issues involving classification and regression, this classifier
is used. One advantage is that it lowers false alarm rates while
increasing credit card detection rates. Similarity measurements
are the basis for its operation. Therefore, it records all existing
instances and arranges for new ones [9][31]. Utilizing statistical
learning approaches, it functions admirably in supervised ML
systems; this is because it employs a learning stage to acquire
the information required for classifying significant differences.
When using unsupervised learning approaches, however,
training is unnecessary. The three elements that make up KNN
are K value, distance metrics, and distance rule. Distance
measures are used to determine each incoming data point's
nearest neighbour. Using a distance rule, the new data point is
classified according to its neighbours' attributes; the number of
neighbours to compare it to is known as the K-value[32].

2) Naive Bayes
This classifier is taught to anticipate future occurrences of the
target class; it is a supervised ML model. It's well knowledge
that NB is a successful probabilistic method that forecasts
future events by using feature and class information from the
dataset. This method is considered "naive" as it treats every
attribute independently based on the class variable, whether the
attribute is present or not. However, "Bayes" explains how it
finds the probability that the class is correct [33][34]. This
method achieves respectable outcomes in a huge variety of
challenging real-world applications, despite NB's relatively
straightforward approach.

3) XGBoost
XGBoost, is now the go-to approach for practical ML
applications. One kind of decision tree method that uses
boosted gradients is XGBoost. Because of its strong model
performance, memory resources, and quick execution speed, it
is favoured above other GBMs. This method is a hybrid
approach that fixes mistakes caused by current models by
adding new models. XGBoost makes use of all available CPUs
during training by including parallel computing to build trees.
Applying the "max depth™” parameter to begin tree pruning in
the reverse order, rather than the conventional way (i.e.,
criterion first), greatly enhances XGBoost computing
performance and speed. XGBoost uses a more structured
method known as "formalisation” to prevent over-fitting and
improve performance [35][18]. Many hyperparameters may be
fine-tuned, such as the learning rate, the maximum tree depth,
the number of trees, and the weights assigned to classes.
Model training: The XGBoost model was trained onthe CCFD
dataset with the following hyperparameters: 341 estimators, a
maximum depth of 7, a subsample ratio of 0.9, a learning rate
0f 0.001, and a gamma (y) value of 0.5. These parameters were

selected to optimise performance for effectively identifying
fraudulent transactions while minimising false positives, while
also balancing the model's complexity and its ability to
generalise from the training data. The resulting model achieved
impressive metrics, demonstrating its efficacy in identifying
fraudulent activities within the dataset.

4) Support Vector Machines (SVM)
The technique was developed in 1995. and it was first used to
address particular classification and regression issues. The
statistical learning approach is the foundation of this approach.
The hyper-optimal level that optimizes category margin is
defined. One of the most well-liked synthesis techniques is
SVM. One of the supervised classification techniques, the input
string and labels are provided. Structures that are determined by
these sources' vector features. In order to completely separate
these categories, this algorithm creates a super level that can be
used to differentiate between the two classes. The margin is the
separation between these two parallel lines. Support vectors are
the points on border vectors[36].

5) AdaBoost
The term "AdaBoost" refers to an ensemble approach that uses
ML methods. The majority of AdaBoost estimators are one-
level decision trees, which are also called DT with a single split.
One popular term for these trees is decision stumps. In this
approach, while constructing a model, each data point is treated
equally. Prioritising the incorrectly categorised points follows.
More weight is assigned to all points with higher weights in the
following model. Training models will continue until the stated
error is decreased[37].

6) ANN

ANN built on biological neural networks have the potential to
teach computers reinforcement learning techniques that are
similar to those used by humans. Each neural network begins
with a fundamental building block called a perceptron. The
basic components of a perceptron are an input, a processor, and
an output. The "feed-forward" concept is followed by a
perceptron, which means that inputs are transmitted to neurons,
which process them and then produce output [38].

3.5 Evaluation Metrics

To ensure that our comparisons are fair, we employ the
commonly used metrics for assessments, which include recall,
Fl-score, accuracy, and precision. A model classification
results can generate a confusion matrix. In our trials, a positive
number shows a fraudulent transaction and a negative number
displays a valid one. Any transaction that has been identified as
fraudulent is represented as a true positive (TP). The amount of
valid transactions that were incorrectly marked as fraudulent is
known as false positives (FP). When transactions are correctly
identified as valid, we see a true negative (TN), and when they
are misclassified as legal, we see a false negative (FN).
Equations (2) through (5) provide the mathematical
formulations of the metrics that were used.

TP + TN

Accuracy = TP T TN + FN T FP ™ R 7))
TP
Precision = TP @
recision _(TP TP )
2(precision X recall
F1 — score = P )

precision th recall

The amount of accurate predictions produced by the model is
known as accuracy, and it serves as a measure of the classifier's
overall performance. Because it provides a high value for even
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a single fraudulent transaction, this criterion does not provide
excellent results when dealing with imbalanced data. The recall
metric measures how well the classifier identifies real instances
of fraudulent transactions. In order to gauge the classifier's
dependability, precision is used. As a harmonic average of the
recall and precision dimensions, the F1-Score accounts for both
false positives and negatives.

V. RESULT ANALYSIS AND DISCUSSION

In this section offers an outcomes of ML models for CCFD
system in python simulation with NumPy, pandas-learn and
seaborn libraries on HP i7Core Laptop. Results provide
according to confusion matrix, recall, precision, accuracy, and
fl-score. Also compare the best model with other existing
models for fraud detection.

Confusion Matrix of XGBoost 50000

Non.-Defaul(0

Tue labe

Defauntl

> 5
- .
Predicted label

Figure 6: Confusion matrix of XGBoost model for fraud
detection

Figure 6 illustrates the XGBoost model's confusion matrix,
which gives a thorough performance report for fraud detection.
It reveals that out of 56,854 instances that were deemed non-
fraudulent, the model properly recognised 79 instances as
fraudulent. However, it also misclassified 7 non-fraudulent
cases as fraudulent (false positives) and 22 fraudulent cases as
non-fraudulent (false negatives). This matrix is important for
evaluating a model’s accuracy and reliability, highlighting
areas for potential improvement in distinguishing between
fraudulent and non-fraudulent cases.

XGBClassifier performance for credit card fraud

detecion
105
99.88

100 %6
< 95 92
£ ) 88

80
Accuracy Precision Recall F1-score

Parameters

Figure 7: Parameters performance of XGBoost model for
fraud detection

An XGBoost model for fraud detection demonstrates
outstanding performance shows in figure 7, achieving an
accuracy of 99.88%, precision96%, recall88%, and an F1-
score92%. This indicates that the model is highly effective in
correctly identifying fraudulent transactions (high accuracy and
precision) while also capturing a significant portion of actual

fraudulent cases (recall), providing a balanced and reliable
detection capability.

Table 3: Machine learning models comparison for fraud

detection
ML models Accuracy | Precision Recall F1-score
AdaBoost[39] 97.55 95.85 99.41 97.59
Naive 78.33 69.82 99.75 82.14
bayes[39]
SVM[40] 94.21 94.2 94.2 94.2
KNNJ[40] 93.68 94.5 94.2 94.2
ANN [41] 95.48 98.27 86.36 92.63
XGBClassifier 99.88 96 88 92

Accuracy comparison of ML models for fraud

detection
120 9755 9421 9368 9548  99.88
100 78.33
_ 80
< 60
40
20
0
&
,&0 “Oq’ % %’$ § g,%&
Y' .-\A(’ Q\‘b
<& I
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Figure 8: Accuracy bar graph of comparison with ML models
for fraud detection

In Figure 8, the XGBClassifier shows the highest accuracy at
99.88%, followed by AdaBoost at 97.55%. ANN, SVM, and
KNN also perform well with accuracies of 95.48%, 94.21%,
and 93.68%, respectively. Naive Bayes, however, lags
significantly behind with an accuracy of 78.33%, indicating that
it may not be as effective for this particular task.

Precision-Recall comparison of ML models for
fraud detection

120 958841  99.75 94942 94842 98Z135 96gg

80 69.82
60
40
20
0
% @ %%x

&
§>° ~o‘° ‘5 Q’C\

had %‘b‘ A-},

in%

M Precision ®Recall

Figure 9: P-R bar graph of comparison with ML models for
fraud detection

The Precision-Recall (P-R) bar graph in Figure 9 highlights the
precision and recall values for the different models. AdaBoost
exhibits high precision (95.85%) and exceptional recall
(99.41%). Naive Bayes, despite having the highest recall
(99.75%), has the lowest precision (69.82%). SVM and KNN
both have precision and recall around 94.2%. ANN has the
highest precision (98.27%) but lower recall (86.36%). The
XGBClassifier has a precision of 96% and a recall of 88%,
indicating a balanced performance but not leading in either
metric.
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F1-score comparison of ML models for fraud

detection
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Figure 10: F1-Score bar graph of comparison with ML models
for fraud detection

The F1-score bar graph in Figure 10 presents the harmonic
mean of precision and recall, providing a single metric to
evaluate the models. AdaBoost leads with an F1-score of 97.59,
reflecting strong overall performance. SVM and KNN both
have Fl1-scores of 94.2%. ANN's Fl-score is 92.63, while
XGBClassifier has 92. Naive Bayes has the lowest F1-score at
82.14, highlighting its imbalance between precision and recall.

3.6 Discussion

The comparison of ML models for fraud detection reveals that
while XGBClassifier and AdaBoost have the highest accuracy,
AdaBoost stands out with the best overall performance
considering all metrics. Naive Bayes, despite its high recall,
suffers from low precision, making it less reliable. Models like
SVM and KNN show consistent and balanced performance
across all metrics. The ANN model, with its high precision, may
be preferable in scenarios where minimizing false positives is
crucial. Overall, the choice of model should consider the
specific requirements of the fraud detection task, such as the
acceptable trade-off between precision and recall.

V.  CONCLUSION AND FUTURE SCOPE
Recognising fraudulent conduct in the financial sector is very
crucial because of the high stakes involved. Resolving
imbalances in datasets gets more difficult when the number of
valid transactions significantly exceeds the number of
fraudulent ones. The CCFD challenge with imbalanced datasets
was examined in this study. Finally, the "credit card" dataset
shows that there have been major advances in fraud detection
with the use of several ML models. The preprocessing steps,
including data cleaning, scaling, and SMOTE balancing, were
crucial in improving model performance. Among the models
tested, XGBoost and ANN showed superior results, effectively
balancing the detection of fraudulent transactions with
minimizing FP. An evaluation measures displayed that
precision, recall, and Fl-score offered a more thorough
assessment, but accuracy alone was inadequate because of the
unbalanced nature of the dataset. In comparison to other models
already in use, we suggested using machine learning and the
XGBoost technique to enhance fraud detection performance
with an accuracy of 99.88%. Financial management fraud
detection systems may be significantly improved by integrating
strong preprocessing methods with modern algorithms,
according to the research. To get around the problem of missing
values, future study may concentrate on data preparation
methods. Furthermore, it would be beneficial to explore various
feature extraction and selection approaches in the credit card
industry to ascertain their effect on prediction accuracy. In

order to find a most accurate hybridised model in a domain
indicated earlier, future research should primarily focus on
investigating which of the modern ML algorithms is the most
suitable.
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