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Abstract: Deep brand new has been correctly applied to clear up diverse complicated troubles starting from large information
analytics to laptop imaginative and prescient and human-degree control. Deep present day advances however have also been hired
to create software that can purpose threats to privateness, democracy and country wide safety. One of these deep cutting-edge-
powered applications these days emerged is deepfake. Deepfake algorithms can create fake pictures and movies that human beings
cannot distinguish them from actual ones. We gift vast discussions on challenges, research traits and directions associated with
deepfake technology. by way of reviewing the historical past brand new deepfakes and deepfake detection techniques, this study
gives a comprehensive assessment state-of-the-art deepfake techniques and allows the improvement latest and greater robust
methods to cope with an increasing number state modern hard deepfakes.

IndexTerms: Deepfakes, Face manipulation, Artificial Intelligence, Deep learning.
1. Introduction

In a slim definition, deepfakes (stemming from “deep gaining knowledge of” and “fake”) are created by way of strategies that could
superimpose face photos of a goal character onto a video of a source man or woman to make a video of the target individual doing
or saying matters the source character does. This constitutes a category of deepfakes, particularly faceswap. In a broader definition,
deepfakes are artificial intelligence-synthesized content that can also fall into other classes, i.e., lip-sync and puppet-master. Lip-
sync deepfakes confer with movies which are changed to make the mouth actions steady with an audio recording. Puppet-grasp
deepfakes include movies of a target character (puppet) who is lively following the facial expressions, eye and head moves of some
other individual (grasp) sitting in the front of a digital camera [1].

Those fashions are used to take a look at facial expressions and actions of a person and synthesize facial snap shots of any other
man or woman making analogous expressions and movements [9]. Deepfake techniques generally require a massive quantity of
photo and video records to educate Deepfakes had been used to switch faces of celebrities or politicians to bodies in porn pix and
films. it's far threatening to global safety when deepfake methods can be hired to create movies of global leaders with fake speeches
for falsification purposes [10—-12].

Deepfakes consequently may be abused to cause political or faith tensions among countries, to idiot public and affect outcomes in
election campaigns, or create chaos in monetary markets with the aid of creating faux information [13—15].

A current launch of a software program referred to as DeepNude indicates extra annoying threats as it can rework a person to a non-
consensual porn [23-24].

despite the fact that the acquired numbers of deepfake papers may be lower than real numbers but the studies fashion of this subject
matter is obviously increasing.
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Fig. 1. classes of reviewed papers applicable to deepfake detection methods where we divide papers into essential organizations,
i.e., fake picture detection and face video detection.

We categorize the deepfake detection methods based on the records kind, i.e., images or videos, as provided in Fig. 1. With faux
photograph detection strategies, we focus on the functions that are used, i.e., whether or not they are handcrafted functions or deep
functions. We additionally speak considerably the challenges, research traits and guidelines on deepfake detection and multimedia
forensics problems.

Deepfake Creation

Deepfakes have turn out to be famous due to the exceptional of tampered motion pictures and also the easy-to-use ability in their
packages to a huge variety of users with diverse pc abilities from professional to amateur. these programs are by and large advanced
based totally on deep learning techniques. Deep studying is well known for its functionality of representing complex and high-
dimensional facts. One variation of the deep networks with that functionality is deep autoencoders, which have been broadly
implemented for dimensionality discount and photograph compression [33-35]. the first strive of deepfake introduction was
FakeApp, advanced through a Reddit person the usage of autoencoder-decoder pairing shape [36, 37]. In that approach, the
autoencoder extracts latent functions of face pictures and the decoder is used to reconstruct the face photographs.
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Fig. 2. A deepfake creation model using two encoder-decoder pairs. Two networks use the same encoder but different decoders for
training process (top). An image of face A is encoded with the common encoder and decoded with decoder B to create a deepfake
(bottom). The reconstructed image (in the bottom) is the face B with the mouth shape of face A. Face B originally has the mouth of
an upside-down heart while the reconstructed face B has the mouth of a conventional heart.

This method enables the not unusual encoder to discover and research the similarity between two units of face photographs, which
might be especially unchallenging be reason faces commonly have similar functions including eyes, nostril, mouth positions. Fig.
three shows a deepfake creation manner in which the function set of face A is hooked up with the decoder B to reconstruct face B
from the original face A.
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Table 1: Summary of notable deepfake tools
Tools Links Key Features

Faceswap https://github.com/deepfakes/faceswap Using two encoder-decoder pairs.
Parameters of the encoder are shared.

Faceswap- https://github.com/shaoanlu/faceswap- Adversarial loss and perceptual loss (VGGface) are added

GAN GAN to an auto-encoder architecture.
Few-ShotFace https://github.com/shaoanlu/fewshot- - Use a pre-trained face recognition model to
Translation facetranslation-GAN extract latent embeddings for GAN processing.

- Incorporate semantic priors obtained by modules
from FUNIT [41] and SPADE [42].

DeepFaceLab https://github.com/iperov/DeepFaceLab Expand from the Faceswap method with new models, e.g.
Ho64, H128, LIAEF128, SAE
[43].
Support multiple face extraction modes, e.g. S3FD,
MTCNN, dlib, or manual [43].

DFaker https://github.com/dfaker/df - DSSIM loss function [44] is
used to reconstruct face. -
Implemented based on Keras

library.
DeepFake tthttps://github.com/StromWine/DeepFake tfSimilar to DFaker but implemented based on tensorflow.
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Fig. 3. The GAN structure which include a generator and a discriminator, and each may be applied by way of a neural community.
The complete device can be trained with backpropagation that lets in each networks to improve their abilities

by G and real images x. The discriminator D is educated to enhance its category functionality, i.e., to maximise D(x), which
represents the possibility that x is a real picture instead of a fake image generated by G. on the other hand, G is educated to limit the
opportunity that its outputs are labeled by using D as synthetic snap shots, i.e., to minimize 1 — D(G(z)). this is a minimax recreation
among two gamers D and G that can be described by means of the subsequent fee feature [4]:

min max V(D, G) = Ex~pdata (x)[log D(x)] [1]

StyleGAN is encouraged by way of style transfer [21] with a unique gen- erator community architecture that is able to create realis-
tic face pictures. In a traditional GAN version, e.g., the modern growing of GAN (PGGAN) [23], the signal noise (latent code) is
fed to the input layer of a feed- ahead network that represents the generator.

using an affine tranforma- tion, the intermediate illustration w is specialised to patterns y = (ys, yb) with the intention to be fed to
the adaptive in- stance normalization (AdalN) operations, specific as:

AdaIN(x;, y) = ys i xi — Wxi) + vy i 6(x;)

where every characteristic map xi is normalized separately. The StyleGAN generator structure lets in controlling the image synthesis
through modifying the styles thru exclusive scales

Fig. 4 demonstrates examples of pix cre- ated by blending two latent codes at three unique scales wherein every subset of styles
controls separate. In different phrases, the generator structure of StyleGAN is able to research separation of excessive-degree
attributes (e.g., pose and iden- tity when skilled on human faces) and enables intuitive, scale-precise manipulate of the face synthesis.
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Fig 5 . Examples of mixing patterns using StyleGAN: the output im- a while are generated via copying a unique subset of patterns
from source B and taking the rest from source A. a) Copying coarse patterns from source B will generate photos which have
excessive-stage components from supply B and all colorations and finer facial capabilities from supply A; b) if copying the forms
of middle resolutions from B, the output pix may have smaller scale facial features from B and hold the pose, wellknown face
shape, and eyeglasses from A; c) if copying the nice styles from supply B, the generated pics could have the color scheme and
microstructure of supply B [30]
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Fig:5: Architecture of Deepfake Creation

3. Deepfake Detection

Deepfake detection is normally deemed a binary type trouble in which classifiers are used to categorise between actual movies
and tampered ones. This sort of strategies requires a huge database of real and fake motion pictures to teach category models. The
quantity of faux movies is increasingly to be had, however it's miles still constrained in phrases of placing a benchmark for validating
numerous detection techniques. motion pictures from the publicly available VidTIMIT database [36] were used to generate low and
high fine deepfake motion pictures, which could efficiently mimic the facial expressions, mouth moves, and eye blinking

3.1. Handcrafted Functions-based Methods

Most works on detection of GAN generated pics do no longer consider the generalization capability of the detection fashions despite
the fact that the improvement of GAN is ongoing, and many new extensions of GAN are frequently added. Xuan et al. This will
increase the pixel level statistical similarity between actual photographs and pretend photographs and lets in the forensic classifier
to analyse more intrinsic and meaningful functions, which has better generalization functionality than previous photo forensics
strategies [38,39] or image steganalysis networks [40].

swapped face pics from the genuine. amongst deep getting to know-generated Pix ,The ones synthesised through GAN models
are possibly most difficult to hit upon as they're realistic and 86f68e4d402306ad3cd330d005134dac based totally on GAN’s
capability to study distribution of the complicated input statistics and generate new outputs with similar enter distribution.

3.1. Deep features-based strategies

Face swapping has some of compelling applications in video compositing, transfiguration in pictures, and specially in identification
safety as it can update faces in images with the aid of ones from a set of inventory pictures. but, it is also one of the strategies that
cyber attackers appoint to penetrate identification or authentication systems to gain illegitimate get admission to. the use of deep
learning including CNN and GAN has made swapped face pictures greater challenging for forensics fashions as it may keep pose,
facial expression and lighting fixtures of the pictures [44].

3.2. Fake Video Detection

Amongst sets of frames and they may be as a result hard for strategies designed to hit upon only nevertheless fake photos. This
subsection makes a speciality of deepfake video detection techniques and categorizes them into smaller groups: strategies that rent
temporal capabilities and people that discover visual artifacts within frames.
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Fig. 5. A two-step system for face manipulation detection wherein the preprocessing step targets to discover, crop and align faces
on a series of frames and the second one step distinguishes manipulated and real face images with the aid of combining convolutional
neural community (CNN) and recurrent neural community (RNN) [40].

Amongst sets of frames and they may be as a result hard for strategies designed to hit upon only nevertheless fake photos. This
subsection makes a speciality of deepfake video detection techniques and categorizes them into smaller groups: strategies that rent
temporal capabilities and people that discover visual artifacts within frames.
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3.2.1. Temporal Features across Video Frames

Video manipulation is accomplished on a frame-through-body foundation in order that low stage artifacts produced by face ma-
nipulations are believed to in addition manifest themselves as temporal artifacts with inconsistencies across frames. A recurrent
convolutional model (RCN) become proposed based totally on the combination of the convolutional community DenseNet [41] and
the gated recurrent unit cells [41] to exploit temporal discrepancies across frames (see Fig. 6).
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Fig. 6. A deepfake detection technique the usage of convolutional neural net- paintings (CNN) and lengthy quick term memory
(LSTM) to extract tem- poral functions of a given video series, that are represented thru the series descriptor. The detection
community which includes absolutely- linked layers is hired to take the series descriptor as enter and calculate possibilities of the
body sequence belonging to either authentic or deepfake elegance [42].
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Figure : 6.1 DeepFake Detection

Deepfake detection strategies by and large rely on the artifacts or inconsistency of intrinsic functions between faux and real photos
or movies. Yang et al. [37] proposed a detection approach by means of looking at the differences between three-D head poses
comprising head
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Fig. 7. pill community takes functions obtained from the VGG-19 community [45] to distinguish faux photos or motion pictures
from the real ones (pinnacle). The pre-processing step detects face place and scales it to the scale of 128x128 earlier than VGG-19
is used to extract latent features for the tablet community, which contains 3 primary tablets and output tablets, one for real and one
for fake pictures (backside). The statistical pooling constitutes an critical a part of pill community that offers with forgery detection
[37]

4. Discussions and Future Research Direction

Detection strategies are nevertheless in their early degree and numerous techniques were proposed and evaluated however the usage
of fragmented datasets. GAN frequencies to distinguish between actual photographs and deepfakes. thru the evaluation modern
specific frequency data, that approach may be used to mathematically explain whether a multimedia content material is a deepfake
and why it is. Prescient consequently is a studies route this is needed to promote and make use of the advances and benefits present
day Al and device latest in virtual media forensics.

5. Conclusion : Deepfakes have started to erode trust of people in media contents as seeing them is not commensurate with
believing in them. they might reason distress and terrible results to the ones targeted, heighten disinformation and hate speech, or
even could stimulate political tension, inflame the general public, violence or warfare. This have a look at consequently could be
treasured for the synthetic intelligence studies community to develop powerful methods for tackling deepfakes.
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