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Abstract

Cyberbullying has become an increasingly serious issue in
the digital age, particularly among children and teenagers.
Despite various efforts to combat this issue, existing solutions
often fall short in providing real-time, actionable support to
victims. The Billy - Buddy Against Cyberbullying project
introduces a novel solution: a full-stack web application
powered by an Al-driven chatbot, Billy. The chatbot interacts
with users in real-time, offering immediate assistance, advice,
and counseling for those affected by cyberbullying. By
integrating NLP capabilities using OpenAl, secure data
management systems, and a userfriendly front-end (React)
with a robust backend (Node.js, Express), the project aims to
provide an innovative tool for combatting cyberbullying. This
paper  discusses the architecture, methodologies,
technologies, evaluation metrics, results, and future work
related to this system, highlighting its potential to serve as an
effective, scalable solution to the growing problem of
cyberbullying.
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I INTRODUCTION

Context

Cyberbullying has emerged as one of the most pressing issues
in the digital age, affecting individuals of all ages but
particularly teenagers and young adults. The rise of social
media, online gaming, and messaging platforms has made it
easier for individuals to anonymously target others, often
leading to emotional and psychological trauma. Studies show
that over 30% of children between the ages of 12 and 17 have
experienced some form of online bullying, and more than half
of these individuals report long-term consequences, such as
anxiety, depression, and lowered self-esteem. The anonymity
afforded by the internet makes it difficult for victims to
identify their abusers, leaving them feeling helpless and
isolated.

Traditional approaches to combat cyberbullying, such as
manual reporting tools on social media platforms or the use
of content moderation software, are often slow to respond and
reactive rather than proactive. This delay can result in further
harm to the victim, who may be left without support during
crucial moments when they need it the most.

Related Work

Impacts of Cyberbullying in the Social Media Ecosystem
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Fig l:Impact of cyberbullying in social media In recent
years, numerous initiatives, tools, and projects have emerged
to tackle the problem of cyberbullying. These efforts range
from technological solutions, such as Al-driven content
moderation systems, to educational and awareness campaigns
aimed at prevention. However, despite the growing
awareness and development in this area, many of these
solutions remain reactive or lack a comprehensive, real-time
approach to providing support for victims of cyberbullying.
Below, we explore some of the existing work that has been
done in this field. 1. Social Media Reporting Tools
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Most major social media platforms like Facebook,
Instagram, Twitter, and TikTok have implemented
reporting mechanisms where users can flag inappropriate
content, including harassment, hate speech, and bullying.
These systems are designed to identify harmful content based
on specific criteria (e.g., offensive language, explicit imagery,
or harassment).

While these tools are valuable for identifying and removing
harmful content, they often suffer from limitations: Delayed
Responses: Reports made by users may take time to review,
leaving the victim in distress.

Impersonal: They only address the content and not the
emotional or psychological needs of the victim. Limited
Scope: They often cannot detect nuanced or indirect forms of
cyberbullying, such as exclusion or passiveaggressive
behavior.

Despite their importance, these tools fail to provide the
immediate support necessary for victims to deal with the
psychological impacts of cyberbullying in real time. 2. Al-
Powered Mental Health Chatbots Several Al-driven
chatbots have been developed for mental health support,
offering therapeutic conversations and guidance on issues
like depression, anxiety, and stress. Notable examples
include:

Woebot: An Al-powered chatbot designed to offer cognitive
behavioral therapy (CBT) and emotional support. Woebot
uses natural language processing (NLP) and machine learning
to engage with users, offering mental health support through
friendly conversations. While Woebot is effective for general
emotional well-being, it is not specifically tailored to address
the unique challenges of cyberbullying. Wysa: Another Al-
based chatbot that offers mental health support and has been
designed to help users manage emotions like anxiety and
depression. Like Woebot, Wysa uses Al to engage with users,
but it lacks specific features to address the triggers and
emotional toll of cyberbullying. While these chatbots are an
important step forward in providing accessible mental health
care, they do not specifically focus on cyberbullying and
often fail to provide real-time intervention in bullying
scenarios. Their generalized approach does not address the
urgent need for personalized support in situations where users
are experiencing online harassment.

3. Cyberbullying Detection Algorithms

Some researchers and developers have focused on creating
Alpowered detection algorithms to identify instances of
cyberbullying on online platforms. These algorithms often
use natural language processing (NLP) techniques to
analyze text and identify patterns associated with bullying
behavior. For example: The Cyberbullying Detection
Algorithm developed by the University of California, uses
NLP techniques to scan social media posts and detect
potential instances of bullying. The model is trained on a
large corpus of text data to distinguish between bullying and
non-bullying language. Machine Learning Approaches to
Cyberbullying

Detection, such as using supervised learning algorithms to
detect abusive language and targeted harassment on social
media platforms. These systems analyze both text and context
to identify bullying behavior in real time, offering potential
for automatic flagging and reporting.

While promising, these detection models are still in
development and often produce false positives or miss
instances of bullying, especially if the language is subtle,
indirect, or disguised. Additionally, these systems typically
focus on detecting content rather than providing emotional or
psychological support for victims.

4. Cyberbullying Support Programs

Prouiding Support for Victims

Employee assistance
programs (EAPs)

Confidential reporting
mechanisms
Creating a safe
space for victims to

seek help and

Counseling services S Peer support groups

Offering resources
for victims of
cyberbullying

Fig 2: cyberbullying support programs Several non-

profit organizations and governmental initiatives have
focused on educational outreach and providing resources
for victims of cyberbullying. These include:
StopBullying.gov: A U.S. government website offering
information about cyberbullying, including resources for
parents, teachers, and teens to help combat online harassment.
The site includes strategies for preventing cyberbullying and
recognizing signs in victims. Cyberbullying Research
Center: An organization that conducts studies and provides
resources to help understand and prevent cyberbullying.
Their website offers educational materials, workshops, and
webinars aimed at preventing cyberbullying in schools and
online spaces.
These programs primarily focus on prevention and
awareness rather than providing immediate, personal support
to those currently experiencing cyberbullying. Though they
play an important role in educating the public, they do not
directly address the emotional toll on victims or offer a way
to intervene in real time.

5. Victim Support Systems

Some companies and non-profits have developed services
designed to offer direct assistance to victims of online
harassment:

The Cyberbullying Helpline: A service in some countries
that allows victims of cyberbullying to report incidents and
receive counseling or legal advice. However, these services
often rely on human intervention, which can be slow and may
not be available 24/7.

The Anti-Bullying Alliance: Based in the UK, this alliance
works with schools, local authorities, and organizations to
prevent and respond to bullying. While it provides excellent
resources for education and prevention, it lacks the immediate
intervention that victims may require.

6. Challenges in Current Solutions While many of these
efforts represent a positive direction toward combating
cyberbullying, there are several challenges:

Delayed Responses: Most existing systems, whether content
moderation tools or reporting features, do not provide instant
responses to the victim. This delay exacerbates the emotional
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impact on the victim and allows bullying to continue
unchecked.

Privacy Concerns: Many solutions, including reporting
systems and social media moderation tools, often require
users to share personal information. This may discourage
victims from seeking help, especially in situations where
they fear retaliation or stigmatization.

Lack of Emotional Support: The majority of current
solutions fail to offer real-time emotional support or guidance
for victims of cyberbullying. While there are educational
resources, they often lack the immediacy and personal
interaction that victims need. Scalability: Many solutions are
platform-specific or are not widely accessible to a global
audience. The scalability of a solution like a chatbot is crucial
to ensuring that victims can access support on a variety of
platforms, including social media, gaming, and messaging
apps. Summary of Related Work

The landscape of solutions aimed at tackling cyberbullying is
varied and evolving, but many of the existing initiatives
remain limited in terms of their real-time response,
personalization, and emotional support capabilities. While
Al-driven chatbots, content detection algorithms, and victim
support programs represent important strides toward solving
the issue, none of them fully address the immediate
psychological needs of victims in a scalable,
privacyrespecting, and interactive manner. The Billy chatbot
aims to fill this gap by offering a real-time, personalized, and
empathetic support system for victims of cyberbullying. By
focusing on providing immediate assistance and emotional
support, the Billy chatbot could represent a significant
improvement over current solutions and offer an essential
resource for combating the emotional and psychological
effects of online harassment.

II. PROBLEM STATEMENT.

Cyberbullying has become a pervasive issue in the digital
age, affecting individuals of all ages, especially children and
teenagers. With the advent of social media, online gaming,
and other interactive platforms, the reach and impact of
cyberbullying have grown significantly. The anonymity
offered by the internet allows bullies to target their victims
without fear of immediate consequences, making it more
difficult to identify and stop instances of harassment.
Additionally, the scale of online interactions means that
bullying can occur rapidly, often spreading beyond the
control of the victim.

The challenges of addressing cyberbullying can be broken
down into several key issues: Identification and Detection:
Cyberbullying can take many forms, including direct insults,
exclusion, spreading rumors, and impersonation, among
others. The variety of these forms makes it difficult for
current systems to accurately detect and categorize bullying
behaviors. While some Al-based systems attempt to flag
inappropriate content, they are often unable to recognize
more subtle or indirect forms of bullying, leading to missed
cases.

Delayed Intervention:

Existing solutions, such as content reporting systems on
social media platforms, often rely on delayed responses from
moderators or automated systems. This delay can exacerbate
the emotional toll on victims, as they continue to experience

harassment while waiting for action to be taken. There is a
pressing need for realtime intervention to prevent the
escalation of cyberbullying and provide immediate support to
victims.

Privacy and Anonymity:

Many existing support systems do not prioritize user privacy,
which can discourage victims from seeking help. In some
cases, victims are required to disclose personal information,
which may lead to fears of retaliation or stigmatization. A
system that maintains anonymity while providing support is
crucial to ensuring that victims feel safe reaching out for help.

Lack of Emotional Support:

While reporting tools and detection algorithms address the
content of cyberbullying, they do not focus on the emotional
and psychological well-being of the victim. Cyberbullying
has serious mental health consequences, such as increased
anxiety, depression, and even seltharm. There is a need for
solutions that not only identify bullying but also provide
immediate emotional support to help victims cope with the
trauma.

Personalization and Scalability:

Most existing solutions offer one-size-fits-all approaches or
are limited to specific platforms. A truly effective solution
would need to be personalized to the unique needs of each
victim, providing tailored advice, coping strategies, and
resources. Moreover, the system should be scalable,
accessible across various platforms, and available to a global
audience. This research seeks to address these challenges by
developing an Al-powered chatbot solution designed
specifically to provide real-time emotional support for
victims of cyberbullying. The Billy chatbot aims to offer
immediate assistance, maintain user privacy, and provide
resources to help victims cope with the psychological effects
of online harassment. By leveraging Al and natural language
processing, the system will detect instances of cyberbullying,
offer empathetic responses, and direct users to appropriate
resources, ensuring that victims are not left to face their
torment alone. Cyberbullying

Stats 2024
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Fig 3:key cyberbullying statistics 2024
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II1 PROPOSED METHOD

The Billy chatbot is an Al-driven solution designed to provide
real-time support to victims of cyberbullying.

This system leverages natural language processing (NLP),
machine learning, and automated conversational Al
techniques to create an empathetic, scalable, and personalized
response system. Below are the core components and steps
that form the proposed method:

1. Real-time Detection of Cyberbullying

The system will utilize machine learning models to detect
cyberbullying in real time. These models will be trained on
datasets containing examples of cyberbullying content, such
as offensive language, harassment, threats, or exclusionary
comments. The system will continuously monitor online
interactions (e.g., messages, posts, comments) on various
platforms, such as social media, chat rooms, and online
gaming environments.

Natural Language Processing (NLP): The chatbot uses NLP
algorithms to identify and -classify harmful language.
Sentiment analysis will be used to gauge the tone of
interactions and detect negative or harmful behavior.
Machine Learning Classification Models: The system will
employ a range of classification models, such as decision
trees, support vector machines (SVMs), or deep learning
models, to distinguish between typical communication and
potentially harmful interactions. 2. Empathetic Interaction
and Immediate Response Once a potential instance of
cyberbullying is detected, the chatbot will initiate an
empathetic conversation with the user to offer immediate
support. The chatbot is designed to simulate a friendly,
supportive, and non-judgmental tone to ensure that victims
feel safe and understood.

Conversational AI: The chatbot will use dialogue
management techniques to maintain coherent, empathetic
conversations with the user. It will employ deep learning
techniques like GPT-based models (e.g., GPT-3) to provide
real-time, human-like responses. Empathy Modeling: The
system will be programmed to recognize and respond to the
emotional state of the user, offering words of encouragement
and comfort. For example, the chatbot might say, "I'm so
sorry you're going through this, but you're not alone. How can
I help you feel better?"

3. User Privacy and Anonymity

Privacy and user anonymity are critical in ensuring that
victims of cyberbullying feel safe seeking help. The Billy
chatbot will be designed to maintain strict privacy standards
by avoiding the collection of any personally identifiable
information (PII).

No Data Retention: The system will not retain user data after
the interaction ends. Conversations will be deleted to ensure
that no personal information is stored in the system.
Anonymous Interaction: Users can interact with the chatbot
without the need for registration or sign-in, protecting their
identities. This ensures that victims who are concerned about
retaliation can receive help without revealing their identity.
4. Personalized Support and Resources

In addition to offering emotional support, the Billy chatbot
will provide personalized recommendations and resources
based on the user's situation. These resources may include
links to professional counseling, helplines, coping strategies,
and self-care tips.

Contextual Resource Recommendations: Depending on the
severity of the bullying, the chatbot can suggest various
resources, such as contacting a counselor, reaching out to a
trusted adult, or accessing online support communities.
Mental Health Content: The chatbot will offer helpful
articles, videos, or breathing exercises that are designed to
help users cope with stress, anxiety, or emotional distress
caused by cyberbullying. Follow-Up Mechanism: After
providing immediate support, the chatbot can offer follow-up
questions or check-ins to ensure the user’s well-being over
time, fostering long-term mental health support.

5. Integration with External Support Systems The system
will be integrated with external support services, such as
helplines, online therapy platforms, and local authorities.
This integration will allow the chatbot to escalate cases to
human counselors or mental health professionals when
necessary.

Emergency Response Mechanism: In cases of severe distress
or when the chatbot detects serious threats (e.g., suicide or
self-harm risk), the system will provide a direct link to
emergency services or a mental health professional.
Referrals to Human Counselors: For users who require more
personalized assistance, the chatbot will provide the option to
connect with a live counselor or mental health expert. This
integration allows for seamless transitions from Al assistance
to human intervention when needed.

6. Continuous Learning and Improvement The system will
incorporate machine learning techniques that allow the
chatbot to continuously improve its ability to detect
cyberbullying and provide effective support.

Model Retraining: As more data is collected, the system can
be retrained with new examples to improve its accuracy in
detecting cyberbullying and understanding different forms of
harassment. User Feedback Loop: After each interaction,
users will be prompted to provide feedback on their
experience with the chatbot. This feedback will be used to
improve the chatbot's conversational abilities and the quality
of the support it offers.

[1] Advantages

1.Real-time Support

The Billy chatbot offers instant assistance to victims of
cyberbullying. Unlike traditional reporting systems, which
can be slow and impersonal, the chatbot provides immediate
emotional support and actionable resources in real time,
helping users cope with distressing situations promptly.

2.Anonymity and Privacy Protection

One of the major advantages of the Billy chatbot is its
commitment to user privacy. The system ensures that users
can interact with the chatbot without sharing any personally
identifiable information (PII). This feature encourages
individuals who may otherwise hesitate to seek help due to
fear of retaliation or exposure to come forward without
worrying about their privacy being compromised.

3.Empathetic Conversational Al

The chatbot is designed with empathy in mind, offering
supportive, non-judgmental, and comforting responses to
users. This personalized approach helps victims feel heard
and understood, potentially reducing the emotional toll
caused by cyberbullying and creating a more human-like
interaction compared to other automated systems.
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4.Multilingual Support

The chatbot's ability to support multiple languages ensures
that it can assist a diverse audience, overcoming language
barriers that might prevent individuals from accessing help.
This is particularly important in addressing global
cyberbullying issues, where the victims and perpetrators may
come from various linguistic backgrounds.

5.Scalable Solution

The Billy chatbot can be easily integrated into different
platforms (e.g., social media, messaging apps, online games)
and provides scalable support, meaning it can reach millions
of users globally. Its ability to operate across multiple
environments makes it a versatile tool in combating
cyberbullying on a large scale.

6.Continuous Learning and Improvement

With its machine learning-based design, the chatbot can
continuously improve over time. Feedback from users and
new data can be incorporated to enhance its performance in
detecting cyberbullying and providing better support. This
adaptability ensures that the system remains effective even as
online harassment tactics evolve.

7.Resource Accessibility

The chatbot not only offers emotional support but also directs
users to resources such as hotlines, mental health services,
and coping mechanisms. This ensures that victims of
cyberbullying can access long-term support, empowering
them with the tools they need to recover from the trauma
caused by online harassment.

8.Integration with Human Support  Systems

The chatbot can escalate serious cases to professional
counselors or mental health experts, offering a smooth
transition from Al support to human intervention. This is
especially beneficial in high-risk situations where immediate
professional help is needed.

[2] Disadvantages

1.Limited Emotional Intelligence

While the chatbot is designed to be empathetic, its responses,
though natural, are still generated by an Al model. It cannot
fully replicate the emotional depth of a human counselor.
Some users may feel that the chatbot lacks the nuanced
understanding and empathy that a human could provide in
such delicate situations.

2.Dependence on NLP Accuracy

The effectiveness of the Billy chatbot relies heavily on the
accuracy of its natural language processing (NLP) models.
While NLP has advanced significantly, the chatbot may still
struggle to detect certain forms of cyberbullying or
misinterpret ambiguous language. This can lead to false
positives (identifying non-bullying content as harmful) or
false negatives (failing to detect bullying content).
3.Language and Cultural Sensitivity Limitations Although
the chatbot supports multiple languages, there might still be
challenges in detecting cyberbullying that involves region-
specific slang, idioms, or culturally specific references. This
could hinder its ability to accurately detect bullying in certain
languages or cultural contexts, requiring continuous updates
and model retraining.

4.Lack of Human Judgment in Complex Cases

While the chatbot can provide basic support, it lacks human
judgment and the ability to handle complex psychological or
emotional situations. In cases of severe emotional distress,
users may require professional intervention, which the
chatbot cannot fully provide. Overreliance on Al could lead
to missed opportunities for more personalized support.
5.Potential for Misuse or Manipulation Like any Al-based
system, the chatbot could potentially be manipulated by
malicious users. For example, a user could exploit the
chatbot’s empathetic nature to seek attention or misuse the
system for nongenuine reasons. Safeguards would need to be
implemented to prevent misuse and ensure that the system
serves its intended purpose of helping victims of
cyberbullying.

6.Dependence on External Integration

While the chatbot can integrate with external support
systems, the effectiveness of the overall solution depends on
the availability and responsiveness of these systems. If a user
requires professional intervention and the external resources
(e.g., hotlines, counselors) are unavailable or unresponsive,
the chatbot may be unable to offer the required assistance,
which could leave victims without the support they need.

IV. Methodology

The development of the Billy chatbot for cyberbullying
detection and support follows a systematic approach that
encompasses several stages, including system design, data
collection, model training, and implementation. This
methodology ensures that the chatbot delivers accurate, real-
time support while maintaining user privacy and providing
meaningful assistance to victims of cyberbullying. The
methodology is divided into the following key steps:

1. Requirement Analysis and System Design The first phase
of the project involves understanding the requirements and
designing the architecture of the chatbot. This includes:
Identifying the target users: Victims of cyberbullying,
primarily children, teenagers, and young adults, who may feel
unsafe or anxious about reaching out for help.

Frontend-User

Interface

API Layer

Backend

External Integrations

Inlins

Database

Fig 4: System Architecture Diagram
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Understanding the types of cyberbullying: The system must
be capable of detecting various forms of cyberbullying,
including verbal abuse, online harassment, exclusion, and
spreading rumors.

Defining system features: The chatbot needs to provide
immediate emotional support, real-time chat, and direct
access to mental health resources and trusted adults.
Additionally, it must respect user privacy and maintain
anonymity throughout the interaction.

Integration with external systems: The chatbot must be able
to escalate cases to human counselors or trusted adults if the
situation is deemed serious. It must also link to relevant
resources such as mental health hotlines.

2. Data Collection and Preprocessing

Data Data Pre-
Collection processing

|

Cyberbully .  Feature

Classification Extraction
and Selection

Bully Non-bully

Fig 5:Data collection and preprocessing

The effectiveness of the Billy chatbot is largely dependent on
the quality and diversity of the data used for training its
machine learning models. The steps involved are: Data
Collection: A comprehensive dataset is collected that includes
examples of various forms of cyberbullying (e.g., abusive
language, harassment, and threats) as well as neutral and
positive conversations. This dataset is sourced from publicly
available forums, social media posts (after obtaining
consent), and mental health resources. Data Annotation:
Human annotators label the data with appropriate tags such
as "bullying", "non-bullying", "abusive", "supportive", and
"neutral". This annotated data serves as the foundation for
training the machine learning model to identify different
conversation types and bullying behavior.

Text Preprocessing: Text data is cleaned to remove irrelevant
information, such as URLs, special characters, and stop
words. Natural Language Processing (NLP) techniques, such
as tokenization, lemmatization, and partof-speech tagging,
are used to prepare the data for further analysis.

3. Natural Language Processing (NLP) and Sentiment
Analysis

NLP plays a central role in understanding and processing user
inputs. This phase involves:

Text Classification: Using supervised learning algorithms, a
classifier is trained on the preprocessed and labeled dataset to
detect bullying behavior. Common techniques such as
Support Vector Machines (SVM), Random Forests, or deep
learning approaches like Convolutional Neural Networks
(CNNs) or Recurrent Neural Networks (RNNs) are employed

to categorize messages into different types (e.g., abusive,
neutral, supportive).

Sentiment Analysis: To understand the emotional tone of a
conversation, sentiment analysis is performed to assess
whether the user is expressing distress, anger, sadness, or
frustration. This helps the chatbot determine how to respond
appropriately and provide the right kind of emotional support.
Entity Recognition: Named Entity Recognition (NER)
techniques are used to identify critical information such as the
user’s emotional state, potentially harmful actions, and
keywords related to bullying. This allows the chatbot to detect
subtle signs of distress and escalate issues to the appropriate
intervention channels.

4. Dialog Management and Response Generation The dialog
management module ensures that the chatbot engages in
meaningful, context-aware conversations. Key components
include:

Intent Recognition: The chatbot uses an intent recognition
model to understand the underlying goal of the user’s
message (e.g., seeking help, reporting bullying, or expressing
frustration). Based on this, the chatbot selects a response that
aligns with the user’s needs.

Response Generation: Predefined response templates are
designed for different intents, ranging from offering
comforting words and suggestions to providing resources for
mental health support. The chatbot uses these templates to
formulate personalized responses based on user input and
emotional context.

Context Awareness:

The system maintains conversational context, ensuring that it
can follow up on previous exchanges and provide continuity
in the conversation. This includes keeping track of user
emotions and conversation history to ensure that responses
are relevant and empathetic. 5. Privacy and Anonymity
Mechanisms To maintain privacy and anonymity, the Billy
chatbot incorporates several measures: No Personal
Information Collection: The system is designed to ensure that
no personal information (e.g., name, location, contact details)
is collected during the interaction. The chatbot operates
without requiring users to register or log in, preserving user
anonymity. Data Encryption: All data transmitted between the
user and the chatbot is encrypted using advanced encryption
protocols (e.g., TLS/SSL), ensuring that sensitive
information remains secure.

Ethical Data Handling: The chatbot complies with data
privacy regulations such as GDPR and CCPA, ensuring that
any data stored for future improvements is anonymized and
used solely for research and development purposes.

6. Model Evaluation and Testing

The chatbot undergoes rigorous testing and evaluation to
ensure that it performs effectively in detecting and responding
to cyberbullying situations:

Accuracy Evaluation: The accuracy of the model is measured
using metrics such as precision, recall, and F1 score. These
metrics assess how well the chatbot can identify instances of
bullying and provide appropriate responses.

User Experience Testing: Beta testing is conducted with real
users to evaluate the chatbot’s usability, emotional support
effectiveness, and overall performance. User feedback is
gathered and analyzed to identify areas for improvement.
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Continuous Improvement: Based on feedback and new data,
the model is retrained periodically to ensure that it evolves
with changing trends in online bullying and language use.

7. Deployment and Integration

Once the system is ready, the chatbot is deployed and
integrated into various platforms:

Platform Integration: The chatbot is embedded into social
media platforms, online games, or mobile applications where
it can assist users in real time. APIs and webhooks are used
to integrate the chatbot with existing support systems (e.g.,
live chat with counselors or reporting mechanisms).
Scalability: The system is designed to handle a large number
of users simultaneously, ensuring scalability as it is adopted
across different platforms and user bases.

8. Ongoing Monitoring and Maintenance After deployment,
the chatbot wundergoes continuous monitoring and
maintenance: Performance Monitoring: System performance
is regularly monitored to ensure that response times are fast,
the system is available, and the chatbot is functioning
correctly across different devices and platforms.

Feedback Loop: User feedback is continuously collected to
identify potential issues, enhance the chatbot's performance,
and improve the user experience.

V. Architecture:

The architecture of the Billy Chatbot is designed to provide a
scalable, privacy-conscious, real-time support system to
detect and address cyberbullying. It follows a layered
approach to ensure smooth interaction, user privacy, and
effective responses. The system is divided into the following
key layers:

Frontend - User Interface
Home | Dashboard |
QA | Bily(al-chat)y |

Login

Middle Layer
API Layer

Backend Services

Incident Reporting Incident Tracking
Al Model

Community Support Cyberbullying —
¥ Statistics External Integrations

Database Layer
Incident Map Data
User Data Storage

Fig 6:Architecture Diagram

1. User Interface (UI) Layer

The User Interface (UI) layer is the entry point for users to
interact with the Billy chatbot. It is built using React.js,
providing a responsive, dynamic, and user-friendly interface.
Chat Interface: A clean, intuitive messaging interface where
users can interact with the chatbot. It is designed to be
minimal yet efficient, helping users quickly communicate
with the system for reporting and receiving support.
Emotion Recognition Interface: The emotional state of the
user is visually represented using sentiment analysis data,
helping the chatbot respond with empathy. 2. Frontend
Application Layer

The frontend is a Reactjs application responsible for
rendering the user interface and interacting with the backend
server. It sends user data to the Node.js backend and displays
responses received from the server.

React.js Application: The frontend is built using React.js,
allowing the chatbot to dynamically render the Ul based on
user interaction. React's componentbased structure helps in
maintaining and expanding the system easily.

Real-Time Communication: WebSocket or HTTP longpolling
is used to establish a real-time connection between the client
and the server, ensuring that messages are exchanged
instantly without delays.

3. Natural Language Processing (NLP) Layer The NLP
layer is the core of the chatbot’s functionality. It processes
user input, detects bullying behavior, performs sentiment
analysis, and generates appropriate responses.

Intent Recognition:

Using Natural Language Understanding (NLU), the system
identifies the intent behind user inputs, such as reporting
cyberbullying, seeking emotional support, or requesting
resources.

Text Classification: The chatbot classifies messages into
categories like bullying, supportive, neutral, and abusive
using machine learning models (e.g., deep learning or NLP
models like BERT, GPT).

Sentiment Analysis: Sentiment analysis is applied to
understand the user’s emotional tone, which guides the
chatbot to tailor responses based on the mood (e.g.,
empathetic or neutral).

Entity Recognition: The system identifies key entities such
as bullying type, mood, and external resources like support
numbers.

Response Generation: Contextual and empathetic responses
are generated, and if needed, the system escalates the issue to
a human counselor.

4. Core Logic and Processing Layer This layer controls the
flow of the chatbot's conversation and decision-making
process, ensuring that responses are timely and empathetic.
Conversation Management: The system keeps track of user
interactions, including context, emotional state, and
escalation history, for a seamless conversational experience.
Escalation Mechanism: If severe distress or bullying is
detected, the system triggers an escalation to human
counselors or trusted adults, ensuring timely intervention.
User Anonymity and Privacy: The architecture

prioritizes user anonymity, ensuring that no personal
information is stored. Data encryption protocols like
SSL/TLS ensure secure communication.
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5. Backend Server Layer (Node.js)

Node.js serves as the backend, handling API requests, data
processing, and integration with external systems.

API Server: The backend API, built with Node.js and
Express, processes requests from the React.js frontend,
manages chat history, and handles the chatbot’s logic and
responses. REST APIs or GraphQL can be used to
communicate between the frontend and backend.

Model Hosting and Inference: NLP models for intent
recognition, text classification, and sentiment analysis are
hosted on the backend. These models can be continuously
updated and refined to improve performance.

Database: An anonymized database (e.g., MongoDB or
PostgreSQL) stores non-sensitive data such as conversation
history and feedback, helping improve the chatbot's responses
and user interactions.

Security and Encryption: Data is encrypted during
transmission using SSL/TLS protocols, ensuring that all
communications remain secure and private.

6. External Integration Layer

The chatbot is integrated with third-party services to enhance
its functionality and provide real-time assistance. Live
Counselors or Trusted Adults: The chatbot can connect users
to live counselors or trusted adults through messaging
platforms like WhatsApp or SMS if severe bullying is
detected.

Mental Health Resources: The chatbot links users to mental
health resources like articles, helplines, and coping
mechanisms.

API for Resource Sharing: The system pulls data from
external APIs, providing users with resources, support
materials, and guides to tackle bullying and its emotional
impacts.

7. Monitoring and Analytics Layer

This layer monitors the chatbot’s performance and user
interactions, providing insights for continuous improvement.
Real-time Monitoring: Key performance metrics like
response time, user engagement, and error rates are tracked
in real-time to ensure system efficiency.

User Feedback: The chatbot collects feedback from users to
evaluate its effectiveness. This data is used to improve the
chatbot's accuracy and response capabilities.  Usage
Analytics: Usage data is analyzed to understand user behavior
and optimize the chatbot's conversational flow and emotional
support capabilities.

VI. Results and Discussion (Enhanced Results)

Results

The CyberGuard platform and its associated Billy chatbot
provided insights into the types and patterns of cyberbullying
incidents reported by users, along with the impact of Al-
driven support features. Key outcomes include:

Types of Cyberbullying Experienced

Users were prompted to specify the type of cyberbullying
they faced, and the data collected revealed the following
breakdown:

Harassment: Persistent sending of abusive messages or
unwanted attention.

Cyberstalking: Monitoring or threatening behaviors causing
fear or distress.

Impersonation: Pretending to be someone else to harm
reputation or relationships.

Hate Speech: Use of derogatory language targeting race,
gender, religion, or identity.

Threats: Direct warnings or suggestions of violence or harm.
Other: Miscellaneous forms of bullying not covered by
predefined categories.

This classification helped the chatbot offer tailored advice
and resources, ensuring more effective assistance for each
situation.

User Reports AllStatus - v

Cyberstalking ported  higt Harassment eporte igh

Location: Mumbai, Maharash Location: b

Platform: Instagram Platfor

Username: Username: N

Cyberstalking eported  higt Cyberstalking ported igh

Hate Speech eported  hig!

Location: Bengaluru, Karnatak

Platform:

Username: harsha620;

Fig 7:Types of cyberbullying experienced

Monthly Trends and Category Distribution

Analysis of the collected data showed how different types of
cyberbullying fluctuated over time: Harassment and Hate
Speech: These were consistently the most reported forms
across all months. Cyberstalking: Saw periodic spikes,
particularly during high online engagement periods such as
holidays. Impersonation: Less frequent but impactful,
requiring escalation to external support in many cases. The
Dashboard displayed these trends in intuitive visualizations,
enabling real-time monitoring and preventive interventions.

Cyberbullying Statistics

(5 Types of Cyberbullying (|| Severity Distribution A Monthly Trends

Cyberstalking 4 cases High 38 cases ul Oreports

Harassment 29 cases Medium 1 cases Au

9 Oreports
Hate Speech dcases Sept O reports
Othes 1cases Oct 0 reports
Impersonation 1 cases Nov 0 reports

Dec 39 reports

Fig 8:Monthly trends and category distribution

Geographical Distribution of Reported Incidents The
Incident Map provided users with a clear, real-time
visualization of cyberbullying reports across different
regions. The map uses color-coded markers to represent the
concentration of reported cases: Red Areas: High frequency
of reported incidents, indicating cyberbullying hotspots.

Orange Areas: Moderate frequency.

Green Areas: Low or no reported incidents. Example visual
representation of the map:

A region with multiple reports of harassment and hate speech
would be highlighted in red, signaling the need for targeted
intervention.
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The Leaflet-powered interactive map allowed users and
authorities to zoom in on specific areas to monitor activity
more closely.
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Fig 9:Incident Map
Reporting Workflow

Report an Incident

O Report Cyberbullying Incident

Fig 10: Reporting workflow
Prompting for Incident Details:

When users click on the "Report an Incident" button, they are
directed to a form that asks for specific details about the
incident, including:

Type of cyberbullying (e.g., harassment, cyberstalking,
impersonation, hate speech, threats, or other forms).
Description of the incident in their own words.

Option to upload screenshots or evidence.

Date and platform where the incident occurred.
Maintaining Anonymity:

Users are not required to provide personal information like
names or email addresses.

The system employs secure encryption (TLS/SSL) for data
transfer, ensuring user privacy.

Location Mapping: Users can optionally share a

generalized location or city. The system uses this data to plot
reported incidents on an interactive map, highlighting

hotspots with a red color gradient to represent areas with
higher reported activity. Integration with Incident Map:
Each reported case is anonymously aggregated and reflected
on the Incident Map.

Areas with multiple reports are marked in red, with deeper
shades indicating a higher density of cases. This visual cue
helps authorities prioritize interventions.

Discussions

The inclusion of specific cyberbullying categories in the
reporting process significantly enhanced the platform’s
ability to address wuser concerns comprehensively.
Understanding the Complexity of Cyberbullying By
distinguishing between forms such as harassment,
cyberstalking, and threats, CyberGuard provided insights into
the varied manifestations of online abuse. This nuanced
understanding enabled the development of targeted response
strategies and resources tailored to individual needs.

The Role of AI in Categorizing Incidents The chatbot
leveraged advanced Natural Language Processing (NLP)
techniques to detect and categorize user inputs into these
predefined types. This ensured that even ambiguous or
indirect mentions of bullying were correctly identified and
addressed.

Real-Time Emotional Support

For each type of cyberbullying, the Billy chatbot provided
immediate responses designed to alleviate the victim’s
distress. For example:

Harassment: Suggested blocking and reporting the
perpetrator, along with tips for emotional resilience. Threats:
Recommended escalating the matter to trusted adults or law
enforcement.

Hate Speech: Shared coping mechanisms and directed users
to support groups specializing in combating discrimination.
Community and Educational Impact

Users facing similar types of bullying were connected
through the Support Community, fostering mutual
encouragement and advice-sharing.

The Q&A section addressed common concerns for each
category, increasing awareness of user rights and reporting
mechanisms.

Geographical Insights into Cyberbullying Trends
Identification of Hotspots

The red markers helped identify regions with higher
incidences of cyberbullying. For example:

Urban areas with higher digital engagement showed
significant activity.

School zones reported increased harassment and
impersonation cases during exam periods.

Facilitating Actionable Responses

The red zones acted as triggers for authorities, schools, and
local communities to prioritize awareness campaigns and
provide support systems in these areas.

User Empowerment and Privacy Preservation

The anonymous reporting mechanism ensured that users felt
safe reporting incidents while still contributing to the broader
understanding of cyberbullying patterns.
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Future Enhancements

To further improve, the map could:

Include time filters to track trends over days, weeks, or
months.

Offer predictive analytics to forecast future hotspots based on
historical data.

Ongoing Challenges

While the categorization improved detection and response,
some challenges included:

Overlapping incidents, where a single report involved
multiple types of cyberbullying.

Difficulty in detecting subtler forms, such as implied threats
or exclusion, highlighting the need for continuous
enhancement of Al capabilities.

VII Conclusion and Future Work

Conclusion

The Billy - Buddy Against Cyberbullying chatbot system
represents a significant step toward combating cyberbullying
and providing immediate support to victims. By integrating
real-time chat capabilities, sentiment analysis, and resources
such as emergency contact details and mental health services,
the system demonstrates its potential as a helpful and
accessible tool. The key achievements of the project include:
Real-Time Support: The integration of React.js for the
frontend and Node.js for the backend facilitated quick,
realtime interactions between users and the chatbot.
Sentiment Analysis: The system successfully detected
emotional cues from users' messages, tailoring responses to
provide empathy and appropriate support.

Resource Accessibility: The chatbot provided instant access
to valuable resources, such as helplines and mental health
support, offering immediate relief to those in distress.

Data Privacy:

By ensuring anonymity and encrypting communications, the
system safeguarded users' privacy, fostering a safe space for
sensitive discussions.

However, despite its success, the project also faced certain
limitations, particularly in detecting subtle forms of
cyberbullying and ensuring a truly human-like, empathetic
interaction. The feedback from early users was positive, but
suggestions for improving the emotional intelligence of the
chatbot and expanding its capabilities point toward areas for
further enhancement.

Future Work

As the Billy - Buddy Against Cyberbullying system
progresses, several areas can be improved to enhance its
effectiveness and broaden its impact: Enhanced Bullying
Detection:

Machine Learning Improvements: While the current system
is effective at detecting explicit bullying, subtle forms such as
passive-aggressive language, indirect insults, and social
exclusion require more advanced detection algorithms.
Leveraging deep learning models like transformers (e.g.,
BERT, GPT-3) could improve the chatbot's ability to
understand nuanced language and context.

Multimodal Analysis: Incorporating image and audio
recognition could provide a more holistic detection of
bullying behaviors that go beyond text-based conversations,
enabling the system to detect harmful content shared through
images, voice messages, or videos. Personalization and
Contextual Understanding:

User Profiling: Implementing user profiles based on
interaction history could enable the system to offer more
personalized and contextually appropriate responses. For
instance, the chatbot could track a user’s mood or prior
discussions and use that information to offer tailored advice.
Emotional AI: Integrating more advanced emotiondetection
models could help the chatbot respond in a more empathetic
and supportive manner, adjusting its tone and message
depending on the user's emotional state.

Multi-Platform Support:

Expanding to Other Platforms: Extending the chatbot’s reach
to popular messaging apps like WhatsApp, Telegram, and
Facebook Messenger would increase accessibility, allowing
users to seek help from any platform they are comfortable
with.

Mobile Application: Developing a mobile version of the
chatbot could make it more accessible to users on the go,
especially those who may feel isolated or need immediate
support.

Real-Time Reporting and Intervention: Automated
Incident Escalation: Implementing an automated incident
escalation system for high-risk situations could enable
quicker intervention by authorities or support organizations.
For example, if the system detects severe distress or
immediate danger, it could trigger an alert to a helpline or law
enforcement. Real-Time Counseling: Offering live chat
features where users can talk to counselors or support agents
during times of distress could make the system more
comprehensive and responsive. Community Engagement
and Education:

Awareness Campaigns: Incorporating educational content
about cyberbullying prevention and safe online behavior
could help users better understand how to identify and avoid
bullying situations.
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