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ABSTRACT  
Ensuring public safety through effective weapon detection is a critical challenge in modern security systems. This research presents an 

AI-powered weapon detection system using the YOLOv8 deep learning model. The system is trained on the Roboflow weapon detection 

dataset to accurately identify and classify weapons in real-time video feeds or images. By leveraging advanced computer vision 

techniques, the model enhances surveillance capabilities, reducing response time and improving security measures in high-risk 

environments. Experimental evaluations demonstrate high accuracy and efficiency, making this system a reliable solution for automated 

threat detection in public spaces. 
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I. INTRODUCTION  
With increasing security concerns in public spaces, real-time weapon detection has become a critical necessity. Traditional surveillance 

systems rely heavily on manual monitoring, which is prone to human error and inefficiency. The integration of Artificial Intelligence 

(AI) and Deep Learning (DL) into security applications has significantly enhanced automated threat detection, enabling faster and more 

accurate identification of potential risks. This research focuses on implementing an AI-driven weapon detection system using the 

YOLOv8 model, a state-of-the-art object detection algorithm. By leveraging deep learning techniques and a curated dataset from 

Roboflow, the system is designed to recognize weapons in real-time from video feeds or images with high accuracy. 

Importance of AI-Based Weapon Detection 
AI-powered weapon detection systems offer several key advantages: 

1. Real-Time Threat Identification – Rapid detection minimizes response time, improving public safety. 

2. Automated Surveillance – Reduces the dependency on manual monitoring, enhancing efficiency. 

3. Improved Accuracy – Deep learning models improve detection precision while minimizing false alarms. 

4. Scalability – Can be integrated into various security infrastructures, such as public surveillance and event monitoring. 

The detection system described in this research paper extracts video frames, processes them using YOLOv8, and generates real-time 

alerts for detected weapons. Through rigorous model training and evaluation, the research aims to optimize detection accuracy and 
system reliability. This paper explores the design, implementation, and effectiveness of AI-driven weapon detection, providing insights 

into its potential applications in modern security solutions. 

II. LITERATURE REVIEW 
The integration of Artificial Intelligence (AI) and Deep Learning (DL) into security applications has significantly improved weapon 

detection in surveillance systems. This section reviews recent studies (2017–2024) that highlight advancements in object detection 
algorithms, anomaly detection techniques, and AI-driven surveillance technologies. 

Liu et al. (2017) [1], introduced the Single Shot MultiBox Detector (SSD) for object detection in images. The SSD model discretizes 

bounding box predictions across different aspect ratios and scales, enabling efficient detection. The study demonstrated that SSD 

achieves high accuracy while maintaining real-time performance, making it suitable for security applications. 

Erhan et al. (2014) [2], proposed a scalable object detection framework using deep neural networks. Their model predicted bounding 

boxes and confidence scores for multiple object categories, providing a foundation for modern AI-based detection systems. The study 

highlighted the potential of deep learning in improving object localization accuracy. 
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Franklin et al. (2020) [3], explored anomaly detection in video surveillance using neural networks. Their approach involved activity 

recognition, image processing, and pattern analysis to identify suspicious behaviour. The study demonstrated that AI-driven anomaly 

detection enhances situational awareness in high-security areas. 

Jain et al. (2020) [4], developed a weapon detection system using AI and deep learning. They employed CNN-based models for 

recognizing firearms in surveillance footage. The research highlighted the importance of high-quality datasets and real-time processing 

in ensuring reliable weapon detection. 

Shanmugapriya et al. (2022) [5], evaluated various deep learning models for weapon detection, comparing architectures like Faster R-

CNN, SSD, and YOLO. Their findings concluded that YOLO-based models provide the best balance of accuracy and speed, making 

them suitable for real-time applications. 

Rohit et al. (2018) [6], reviewed AI methods for data science and analytics in security applications. Their study discussed the evolution 

of deep learning in real-time surveillance, emphasizing the importance of scalable and adaptive AI models for threat detection. 

Biswas et al. (2018) [7], proposed a neural network framework for object classification in video recordings. Their research demonstrated 

that AI-based classification significantly improves recognition accuracy in dynamic environments, which is essential for weapon 

detection in crowded areas. 
Shinde et al. (2022) [8], examined the use of deep learning for automatic accident detection in CCTV footage. Their study demonstrated 

how AI can efficiently process video streams, detect anomalies, and trigger alerts in security-critical scenarios. 

 

III. PROPOSED SYSTEM 
The proposed system addresses the limitations of traditional weapon detection methods by leveraging advanced artificial intelligence 

(AI) and deep learning techniques. Existing systems primarily rely on manual surveillance and metal detectors, which are often 
inefficient in real-time scenarios and prone to human error. Metal detectors, for instance, are limited to detecting metallic objects and 

fail to identify non-metallic threats, while manual surveillance is susceptible to fatigue and oversight, especially in crowded or complex 

environments. These systems also lack the capability to classify different types of weapons accurately, leading to false alarms or missed 

threats. To overcome these challenges, the proposed system utilizes the YOLOv8 (You Only Look Once, Version 8) model, a state-of-

the-art convolutional neural network (CNN), for real-time weapon detection and classification. The system processes video frames 

extracted from live feeds or static images, generating bounding boxes around potential weapon objects and classifying them into 

categories such as guns, knives, and other harmful objects. The YOLOv8 model is trained on a curated dataset from Roboflow, 

containing 8,931 annotated images of various weapons, ensuring high accuracy and efficiency. The system operates through several key 

modules: dataset collection, model training, model evaluation, and weapon detection. The dataset is pre-labeled with bounding boxes 

and class labels, making it suitable for training the YOLOv8 model. During training, key parameters such as the number of epochs, 

batch size, and image resolution are configured to fine-tune the model for specific detection needs. The model's performance is evaluated 

using metrics like precision, recall, and F1-score, ensuring reliability before deployment. Finally, the system performs weapon detection 

on both pre-loaded images and live video feeds, providing real-time alerts to security personnel with bounding boxes and class labels. 

The proposed system offers several advantages over traditional methods. It enables real-time detection, allowing for swift responses to 

potential threats. The YOLOv8 model ensures high accuracy, reducing false alarms and missed detections. Additionally, the system is 

scalable and can be deployed in various environments, from crowded public spaces to critical infrastructure. By automating the weapon 

detection process, the system minimizes reliance on human operators, thereby reducing the risk of human error 

 

 

 

 

 

 

 

 

 

 

 

Figure: Proposed system Architecture 
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IV. METHODOLOGY 
The proposed methodology outlines a systematic approach to implementing a weapon detection system using artificial intelligence and 

deep learning, with the YOLOv8 model as the core detection component. The methodology integrates modern technologies to ensure a 
robust, scalable, and efficient system capable of real-time weapon detection. Below are the detailed steps: 

1. Machine Learning Model Development 

 Algorithm Selection: The system employs the YOLOv8 (You Only Look Once, Version 8) model, a state-of-the-art 

convolutional neural network (CNN), for object detection. YOLOv8 is selected for its high accuracy, real-time processing 

capabilities, and ability to handle complex environments. It is particularly effective for detecting and classifying weapons such 

as guns, knives, and other harmful objects. 

 Training the Models: 

o The weapon detection dataset, sourced from Roboflow, is preprocessed to ensure consistency and quality. The dataset 

contains 8,931 annotated images with bounding boxes and class labels. 

o Dataset undergoes preprocessing steps, including resizing images, normalizing pixel values, and splitting the data into 

training, validation, and test sets.  

o The YOLOv8 model is fine-tuned on the weapon detection dataset. Key parameters such as the number of epochs 

(e.g., 50), batch size (e.g., 16), and image resolution (e.g., 640x640 pixels) are configured to optimize performance. 

The model is trained using Python libraries such as Ultralytics and PyTorch. 

 Model Evaluation: 

o The trained model is evaluated using metrics such as precision, recall, and F1-score to assess its accuracy and 

reliability. 

o Visualizations of the model's predictions on test images are generated to identify strengths and weaknesses, such as 

detecting small or partially occluded weapons. 

o Error analysis is conducted to minimize false positives and false negatives, ensuring the model is ready for 

deployment. 

o The trained YOLOv8 model is integrated into the system's backend, allowing it to process real-time video feeds and 

static images for weapon detection.  

 Integration: 

o The trained YOLOv8 model is integrated into the system's backend, allowing it to process real-time video feeds and 

static images for weapon detection. 

2. Dataset Management 

 Dataset Collection: 

o The dataset is sourced from Roboflow Universe, pre-labeled for YOLOv8.  

 Data Preprocessing: 

o Preprocessing includes resizing, normalization, and splitting, with data augmentation techniques applied for better 

model robustness.  

 Database Storage: 
o The dataset is stored in a SQLite database for scalability. 

3. System Design and Development 

 Backend Development: 

o Built with Python 3.8 and Flask to handle user inputs, model predictions, and database communication. 

 Frontend Development: 

o HTML, CSS, and JavaScript are used to create a user-friendly interface for uploading images and viewing results. 

4. Database Integration 

 Design and Implementation: 

o The database stores user info, detection results, and logs, using SQLite3 and Django’s ORM for seamless integration. 

 Scalability: 

o The database is designed to support large datasets and high traffic. 

5. System Features 

 User Features: 

o Users can upload images or use live video feeds for real-time weapon detection, with detected objects highlighted by 

bounding boxes and class labels. 

 Admin Features: 

o Admins manage datasets, monitor performance, and evaluate the model using precision, recall, and F1-score metrics. 

6. Deployment and Testing 

 System Deployment: 

o The system is deployed on Windows and Mac platforms for broad compatibility. 

 Testing: 

o Functional testing ensures proper workflows, and performance testing ensures fast, accurate predictions with real-time 

video processing. Model validation uses precision, recall, and F1-scores. 
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V. EXPERIMENTAL RESULTS 
Performance analysis was conducted on the YOLOv8 machine learning model using a curated weapon detection dataset. The model 

was evaluated based on the mentioned metrics: Accuracy, Precision, Recall, and F1-Score to determine its effectiveness in detecting 

weapons in real-time surveillance applications. 

 

Performance Metrics Table 
 

S. No Algorithm Accuracy Precision Recall F1-Score 

I YOLOv8 0.95 0.94 0.96 0.95 

Analysis of the Results: 

 The YOLOv8 model demonstrated a high accuracy of 95%, making it a robust choice for weapon detection in security 

applications. 

 Precision (94%) indicates the model's effectiveness in minimizing false positives, ensuring that detected objects are indeed 

weapons. 

 Recall (96%) highlights the model’s strong ability to correctly identify weapons, reducing the chances of missing a potential 

threat. 

 F1-Score (95%) balances precision and recall, confirming the model's overall efficiency and reliability. 

 

Graphical Representation of Results 

 

 

 

 

 

VI. CONCLUSION 
A review of existing research highlights that AI-powered security solutions utilizing deep learning models can greatly enhance the 

effectiveness of threat detection. The developed weapon detection system is built on the YOLOv8 model, leveraging a comprehensive 

dataset to outperform conventional surveillance techniques. With its ability to conduct real-time identification and precise classification, 

this system provides valuable support to security personnel and law enforcement agencies in detecting potential threats more efficiently. 

The model’s capability to analyse video feeds in real-time enhances public safety by offering accurate and immediate alerts. 

Furthermore, the system’s high precision and recall rates reduce false alarms, ensuring its reliability in security applications. The 

implementation of advanced image processing and machine learning methodologies strengthens the system’s ability to detect weapons 
accurately, even in challenging conditions. 

Future Enhancements 
The system's performance can be further optimized by integrating cutting-edge deep learning models, such as transformer-based 

architectures, to boost both accuracy and processing speed. Expanding the training dataset with a wider variety of real-world 

surveillance footage can improve adaptability across different scenarios. Additionally, incorporating edge computing for on-device 

processing can help minimize latency and enable faster threat detection. 

Integrating thermal imaging and multimodal detection methods could enhance efficiency in low-visibility environments. Further 

developments could include linking the system to smart city networks, allowing for automated alerts to law enforcement agencies. The 

addition of AI-powered predictive analytics could assist in recognizing potential threats in advance, further reinforcing public security 

measures. 

 

REFERENCES    
[1] Jain, H., Vikram, A., Mohana, A., Kashyap, A., & Jain, A. (2020). Weapon Detection using Artificial Intelligence and Deep Learning 

for Security Applications. 2020 International Conference on Electronics and Sustainable Communication Systems (ICESC), IEEE. 

[2] Shanmugapriya, P., Gurram, R., & Kumar, J. (2022). Weapon Detection using AI and Deep Learning for Security Applications. 

International Research Journal of Engineering and Technology (IRJET), Volume: 09 Issue: 03. 

[3] Franklin, R. J., & et al. (2020). Anomaly Detection in Videos for Video Surveillance Applications Using Neural Networks. 

International Conference on Inventive Systems and Control. 

[4] Rohit, H. R., & et al. (2018). A Review of Artificial Intelligence Methods for Data Science and Data Analytics: Applications and 

Research Challenges. 2nd International Conference on I-SMAC (IoT in Social, Mobile, Analytics, and Cloud). 

http://www.jetir.org/


© 2025 JETIR January 2025, Volume 12, Issue 1                                                               www.jetir.org (ISSN-2349-5162) 

 

JETIR2501722 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org h201 
 

[5] Biswas, A., & et al. (2018). Classification of Objects in Video Records using Neural Network Framework. International Conference 

on Technology. 

[6] Liu, W., & et al. (2017). SSD: Single Shot MultiBox Detector. European Conference on Computer Vision, Volume 169, pp 20-31. 

[7] Erhan, D., & et al. (2014). Scalable Object Detection Using Deep Neural Networks. IEEE Conference on Computer Vision and 

Pattern Recognition (CVPR). 

[8] Shinde, V. R. (2022). An Application of Deep Learning Algorithm for Automatic Detection of Unexpected Accidents under Bad 

CCTV. International Journal of Research in Engineering, Applied Science & Management (IJREAM), Volume 08, Issue 01. 

 

http://www.jetir.org/

