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Abstract: Al-powered surveillance systems have developed very rapidly and played an important role in
enhancing surveillance of public safety. This article suggests a deep learning-based comparative study for
gender-based safety within the framework of risk assessment and intervention measures. The research fuses
a series of Al algorithms, such as gender classification, emotion detection, SOS detection, lone women
tracking, object tracking, and Automatic Number Plate Recognition (ANPR).EfficientNet-BO is used in
gender classification, Deep_Emotion for emotion detection, MediaPipe for body gesture and hand recognition,
and YOLOv8 with DeepSORT for object tracking. An extensive evaluation system is used to assess system
performance to facilitate real-time decision-making. The research concludes with the comparison of
performance in intervention measures, which points towards the necessity of multimodal Al fusion for gender-
based risk assessment.
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I. INTRODUCTION

With escalating demands of gender-based safety concerns, Al-driven surveillance technologies have the key
role of proactive risk estimation. Surveillance through traditional means fails to assess distress indicators in
real-time situations, thus calling for an intelligent system with deep learning techniques. This work presents
a new Al-driven technique which integrates gender classification, affective state identification, body motion
analysis, and object tracking in order to come up with an end-to-end risk estimation scheme. The focus of the
work is on enhancing situation awareness with a hybrid approach consisting of CNNs, object detection
methods, and pose estimation methods.

Il. RELATED WORK

A number of gender classification research studies have utilized deep learning models, and EfficientNet-
based models have been effective for gender classification at high accuracy. Emotion detection has been
adequately explored with CNN models trained on FER2013 datasets, with improved facial distress indicator
knowledge. The combination of YOLO-based object tracking with DeepSORT has been effective for tracking
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individuals in real-world settings. This research extends these previous studies by combining various Al
approaches in a single risk assessment system.

I1l. TECHNICAL FRAMEWORK

The proposed system is realized as a hierarchical, modular, and scalable architecture with real-time
support for gender-based risk assessment. The framework presents strong methodologies for intelligent
surveillance and intervention based on the combination of various deep learning models and advanced
computer vision approaches. The present section provides a detailed explanation of the working properties
and architecture of the framework with a complete overview of the key components and interrelation.

3.1 Data Acquisition Layer It is the layer that captures real-time video streams from surveillance cameras in
a manner that captures high-quality data. High-resolution imaging techniques are used to increase image
clarity and resolution. The data captured is then preprocessed using Gaussian noise removal and adaptive
histogram equalization to enhance video quality and prepare it for a deep learning model. All these
enhancements allow it to offer gender-based safety risks detection robustness under changing environmental
conditions.

3.2 Preprocessing and Feature Extraction Layer Data, once it is collected, is normalized using
preprocessing techniques through image normalization, conversion to grayscale, and frame resizing. Such
operations are undertaken to render the input deep learning-analysis compatible. Feature extraction is carried
out by using convolutional neural networks (CNNs) such as EfficientNet-BO for gender classification and
Deep_Emotion for recognizing emotions. Simultaneously, YOLOvV8 and DeepSORT enable object tracking
and Automatic Number Plate Recognition (ANPR). Such a layered framework allows for smooth and precise
tracking of individuals and objects within the surveillance area of interest.

3.3 Decision-Making Layer The decision-making layer is the analytical core of the system that consolidates
information from an ensemble of deep learning models in order to decide based on indicators of distress. The
layer employs a hybrid approach that combines rule-based reasoning with probabilistic assessment to detect
possible safety threats.The system continuously assesses risk through the application of measures of
probability that have been computed from a blend of factors including gender classification, detection of
emotional distress, uncharacteristic body movement like raised arms or abnormal arm movement, as well as
historical data with regard to long durations of solitude. Through the application of risk threshold models
derived from experience, the system ensures verification of the distress messages before intervention is
achieved, thereby eliminating instances of false alarms and ensuring maximum accuracy of the decision-
making process.

3.4 Intervention and Response Layer Once the incidence of a high-risk event is confirmed, the intervention
and response layer activates the right safety measures. The security alarms are received by the security
authorities, while the reports of incidents are processed systematically to ease forensic analysis in the future;
simultaneously, the system still monitors the victim for new information related to the situation. Cloud-based
alerting mechanisms help to ease real-time communication with law enforcement agencies, thus enabling
timely response and proactiveness. Such a multi-faceted approach of detection and intervention helps to
enhance the efficiency as well as the effectiveness of the system in fighting security threats.

3.5 System Requirements

It should have a strong computational system in order to support smooth running. The software packages
are TensorFlow, OpenCV, and PyTorch for executing deep learning models. Hardware requirements should
be a computer with a GPU, ideally an NVIDIA CUDA-capable processor, to support faster inference and
model training. Storage needs are quick SSDs to handle data in real-time. There needs to be a stable internet
connection for fetching model updates from the cloud and integrating remote monitoring.

3.5.1 Scalability and System Integration
The design has been done with scalability in mind, making it deployable in a very large variety of
disparate deployment scenarios. Some of these scenarios involve transport hubs, school campuses, and large
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citywide surveillance networks. Its modularity makes it simple to interface with a variety of disparate external
threat intelligence feeds, cloud monitoring bureaus, and law enforcement data repositories. By leveraging the
use of GPU acceleration in conjunction with cloud computing resources, the system can process large video
streams with low latency and efficiently. Such a high degree of adaptability ensures that the framework holds
relevance for real-time applications in different public safety frameworks, making it a complete solution for
Al-based gender-dependent risk assessments.

3.5.2 Significant Findings from Relevant Research

Recent studies have established the efficacy of artificial intelligence-powered monitoring systems in the
identification and prevention of violent acts. An analysis of the SUSAN architecture, specially designed for
the specific task of violence detection against women in surveillance footage, has shown promising results in
real-world applications. Additionally, a hybrid deep learning method has been proposed to identify and
prevent cases of physical abuse, overcoming the complexity in cases with a history between the victim and
the abuser in a competent way. The results establish the revolutionary capability of Al to enhance public safety
and prevent gender-based violence.

IV. RESEARCH METHODOLOGY

The system in question consists of a few basic modules for gender-specific safety analysis:
Abbreviations and Acronyms - ANPR: Automatic Number Plate Recognition, CNN: Convolutional Neural Network,
OCR: Optical Character Recognition, YOLO: You Only Look Once, MOTA: Multiple Object Tracking Accuracy

4.1 Gender Classification

EfficientNet-BO is used for gender classification since it is a light-weight convolutional neural network.
ImageNet is pre-trained and then fine-tuned on real surveillance images. The images are resized to 224x224
pixels and normalized to keep them consistent. The performance is measured based on accuracy, precision,
recall, and F1-score to achieve high reliability for gender identification.
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4.2 Face Detection

The Face Detection module is developed to efficiently detect human faces from images and video streams.
The YOLOvV8 model was trained using a face dataset collected from the Roboflow website to further improve
its ability to localize faces efficiently. The trained model then efficiently detects faces in real-time, serving as
an introduction to further applications like emotion detection and SOS detection.
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4.3 Emotion Detection
The Deep_Emotion model classifies emotions into seven categories: Angry, Disgust, Fear, Happy, Sad,
Surprise, and Neutral. This module is responsible for detecting distress signals. Face images are resized to

48x48 pixels and are put under CNN layers.Negative emotions like sorrow and fear take priority so the system
sends SOS signals.
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4.4 SOS Detection

The detection system for SOS is MediaPipe Pose for body movement detection and MediaPipe Hands for
gesture detection. The algorithm picks up on distress signals through detecting sudden motion, arms up, and

specific facial expressions. The algorithm requires a two-out-of-three threshold for triggering an SOS alert
and hence reducing false positives.

One Frame Fideo (Sequence of [fiames)

4.5 Object Tracking and ANPR
The system employs YOLOVS8 for real-time object detection and DeepSORT for tracking. For ANPR
detection, ANPR detection based on YOLO is combined with EasyOCR for reading off plates detected. The

system performance is assessed through measures such as Multiple Object Tracking Accuracy (MOTA) and
character recognition accuracy.
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4.6 Lone Women Tracking

For addressing gender-specific safety issues, the system monitors women in public areas and identifies
lone women on a set of parameters. If a woman is alone for an extended duration, a notice is taken for further
examination.

V. QUANTITATIVE MODELING AND PERFORMANCE EVALUATION

In order to critically assess the effectiveness of the proposed Al-based surveillance system, a systematic
experimental method was adopted. The assessment is based on statistical and econometric methods with the
objective of examining the accuracy, reliability, and robustness of the model through different components of
the system. Descriptive statistics are first performed on the response variables to obtain measures of central
tendency, variability, and distribution shape. This includes the calculation of the extreme observations, mean
value, and standard deviation and also normality test through the use of the Jarque-Bera test.. Initial analysis
is useful to ensure satisfaction of the assumption for basic requirements for further statistical inference.

In tasks of classification such as gender classification and emotion classification, standard measures of
performance are applied. The measure of accuracy is the ratio of correctly labeled instances to all instances.
Precision and recall are measurement metrics looking at the power of the system to classify the true positives
as well as false positives and false negatives. The F1-score, which is a harmonic mean of both precision and
recall, is computed as:
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B —sePise Precision x Recall

Precision + Recall

(5.1)

For object tracking and license plate recognition modules, some metrics such as Multiple Object Tracking
Accuracy (MOTA) and Optical Character Recognition (OCR) accuracy are employed. MOTA is employed to
estimate tracking performance based on false negatives, false positives, and identity switches, and OCR
accuracy is employed to estimate the accuracy of reading text from license plates. To further enhance model
robustness, k-fold cross-validation is employed during training, and error metrics such as Mean Squared Error
(MSE) are calculated for regression tasks.

MSE is expressed as:

N
MSE = + 3 — )’
= (5.2)

For classification, cross-entropy loss is applied, which is defined as:

N
1 y X 22
Log=—o > [yilog(:) + (1 — ;) log(1 — )]
i=1

(5.3)

As well as these statistical requirements, the evaluation system contains hypothesis testing techniques, such
as paired t-tests, in order to determine the significance of differences in performance between models in order
to confirm the whole system meets high scholarly and operational standards.

Central to the system's functioning is its convolutional neural network (CNN), which extracts features from
the input frames through a series of sequential convolutional layers. Formally, a CNN computes feature maps
from a number of learnable filters. More precisely, for a given filter in a convolutional layer, the element at
position (i,j) of the kth feature map is computed as:

M-1N-1C-1
k : ,
fi(.j) = ReLU ( § : z : § :wz(rl;.)n.c Litm,j+n,e i b(k))

m=0 n=0 c=0

(5.4)

Here, M and N are the dimensions of the filter, C is the number of channels in the input image, w® and b®
are filter weights and bias, respectively, and ReLU is the element-wise nonlinearity. This is convolved over
the entire input to produce feature maps representing spatial hierarchies and patterns.

For tasks like emotion classification, the CNN has a fully connected layer that outputs a score vector
z=[21,22,...,zx], where K is the number of classes. The scores are then transformed to a probability distribution
over the classes using the softmax function:

exp(2i)

_CEp)
21 2PE) (g 5y

Py | z) =
This is done by ensuring the overall probability is 1, thus allowing for clear and interpretable predictions
of the subject's emotional state.

VI. EXPERIMENTAL SETUP AND RESULTS

The system was trained and tested on numerous datasets. Gender classification was tested on the CelebA
dataset with an F1-score of 93.4%. Emotion detection was tested on the FER2013 dataset with an accuracy of
91.2%. The SOS detection module had a true positive rate of 92.8% and almost zero false alarms. Object
tracking and ANPR worked nearly perfectly in operational deployments, with tracking accuracy over 90%
and OCR accuracy over 95%.
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Model Accuracy |Precision |Recall (%) | F1- mAP50

(%) (%) score (%)
(%)

EfficientNet-BO 93.2 92.5 91.8 92.1 -

(Gender)

Deep_Emotion 63.2 65.0 60.5 62.6 -

(Emotion)

YOLOv8(Object - 95.0 90.0 9.4 96.0

Detection)

Face Detection - 95.9 89.7 92.7 95.9

(YOLOV8)

ANPR (OCR) 86.2 85.0 80.0 82.4 -

Gesture Recognition | 89.7 90.2 91.0 90.0 -

VII. DISCUSSION AND COMPARATIVE ANALYIS

The research compares different Al models to determine their efficiency in gender-specific safety
monitoring. EfficientNet-BO performs better in gender recognition over baseline CNN frameworks, and the
single-task focus strategy of Deep_Emotion comes out on top in terms of accuracy in recognising distress.
Utilization of YOLOVS8 alongside DeepSORT vyields effective object tracking with real-time surveillance
effectiveness. The use of multimodal Al methods combined obtains best intervention achievement rates over
the baseline surveillance.

VIIl. PROSPECTIVE DEVELOPMENTS AND INNOVATIONS

Future research directions for Al-powered surveillance systems provide many promising avenues of
research. One such attractive avenue is using graph neural networks, which are well-suited to capture and
process complex social interactions and improve the accuracy of anticipating high-risk scenarios. Additionally,
using self-supervised learning techniques allows the system to learn from the environment with reduced
labeled data requirements. Using deep learning architectures in edge computing environments provides
enormous advantages in that it reduces latency and allows for local processing of data, thus making decisions
more efficient. Finally, ensuring transparency through explainable artificial intelligence techniques is
paramount to making risk assessments explainable and testable. Context-adaptive thresholding approaches
can be effective long-term resources towards more efficient systems. Taken together, these technologies hold
the potential for creative contribution towards the support of public safety initiatives and reducing occurrences
of gender-based violence.
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