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Abstract : Nowadays Challenges arise in intrusion
detection in Reconfigurable Wireless Networks
(RWNs), as these networks consist of dynamic
topologies, support diverse communication protocols,
and involve sophisticated cyber threats or routing
attacks. The performance of traditional rule-based
systems can even be dubious when it comes to
detecting and adequately responding to such evolving
attacks. For this reason, this project proposes a strong
DL-based intrusion detection system capable of
performing both binary classification to decide the
presence of an attack and multi-level classification to
decide which threat it is, such as DoS attacks, spoofing,
unauthorized access, and many others. This DL-IDS
uses advanced neural network architectures like
CNNSs, combined with machine learning models, that
enhance the accuracy of the detection and provide a
comprehensive security framework. These models are
designed to learn the complex attack patterns and
dynamic behaviors of the network. Optimized for
deployment in resource-constrained environments
typical of RWNs, the system not only enhances
security but also promptly alerts network
administrators to detected threats. This ensures timely
precautions and mitigations to protectcommunication
systems from cyber threats, maintaining the integrity
and reliability of next-gen wireless networks.
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1. INTRODUCTION

With the advanced technologies of wireless
communications  and  continually  increased
deployment of RWNSs, new opportunities have
emerged regarding pathways for design flexibility
and scalability. Network parameters such as their
reconfigurability at topological, frequency levels, and
powers provide dynamic scope to modify every
aspect of an RWN so as to find itself well-suitable for
lots of applications including 10T, Smart cities,
autonomous systems, although it brings vast security
challenges since its very character of dynamic,
heterogeneous networks endows it. With the
increased attack surface and evolving cyber threats,
incorporating effective intrusion detection
mechanisms to safeguard the integrity and reliability
of RWNs becomes imperative.The traditional
intrusion detection system for the wireless network
operates on a rule-based methodology mostly, which
can be a rather bad method owing to the high
sophistication of attack and zero-day threats. This
system is in no way dynamic to the alteration of the
manner of attack as well as a change in layout of the
network. Deep learning can learn a very complex set
of patterns that are deeply hidden in a large number
of data. It is possible without explicit human
reasoning through self-experience by the machine
itself. In the
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paper, a deep learning-based intrusion detection system
has been developed that conducts both binary and multi-
level classification to detect attacks. A binary model will
classify if there is an attack and the multi-level
classification dictates which of these attacks they are;
DoS attacks, spoofing, and unauthorized access.

This system, based on using advanced architectures in
neural networks with a utilization of CNNs and ML
models, allows the proposal of an advanced scheme for
wide varieties of cyber threats detection in RWNs. The
whole system is optimized for a resource-constrained
environment and can even survive critical
computationally intensive scenarios. This places the
proposed DL-IDS at an advantage of real-time
identification and response to emerging possible threats,
aspects that further add up to protect next-generation
wireless communication systems. The following sections
outline the design, implementation, and evaluation of the
DL-IDS framework for describing potential applications
in the struggle against security issues as presented by
dynamic wireless networks.

2. LITERATURE SURVEY

Jabez and Muthukumar [1] discussed an anomaly
detection method in Intrusion Detection Systems (IDS)
using the Neighborhood Outlier Factor (NOF) approach.
This method is designed for distributed environments and
focuses on identifying intrusions by detecting outliers in
the network traffic. However, their approach faces
limitations in detecting known attacks and struggles with
real-time scalability, which affects its practical
application in dynamic
systems.

Abdullah and Abd-alghafar [2] explored the application
of Genetic Algorithm (GA) in Intrusion Detection
Systems (IDS) to filter traffic data and classify network
behaviors as normal or abnormal using a rule-based
system. Despite its potential, the system faces challenges
in handling dynamic networks, and the simplicity of the
rules often fails to detect more complex attack patterns,
limiting its effectiveness in real-world scenarios.

Denning [3] presented an Intrusion Detection Model
that monitors audit records to detect security
violations by identifying abnormal patterns. The
model utilizes statistical models and profiles to
analyze and flag anomalies. However, it is limited in
its ability to detect only abnormal patterns and is
dependent on the availability and accuracy of audit
records, which may not always reflect the true state of
the network.

Goyal and Kumar [4] developed GA-NIDS, a Genetic
Algorithm-based  Network Intrusion  Detection
System that classifies harmful network connections by
generating rule sets based on network features. While
effective in some cases, the system struggles with
complex network environments, and its reliance on
static rule generation limits its ability to adapt to
evolving attack vectors, reducing its robustness in
real-time applications.

Jaiganesha and Sumathi [5] analyzed intrusion
detection using a Back Propagation Neural Network
(BPN), focusing on classifying user activities as
normal or malicious. Their approach offers a method
to predict user behaviors and detect anomalies.
However, it faces limitations in multi-level
classification and may struggle to capture the full
complexity of certain attack patterns, reducing its
effectiveness in diverse network environments.

Zhang and He [6] discussed Al-based solutions for
intrusion detection in next-generation wireless
networks by employing hybrid deep learning
frameworks, combining Convolutional  Neural
Networks (CNN) and autoencoders. Their approach
enhances classification accuracy and robustness in
detecting complex attack patterns. The use of hybrid
deep learning techniques offers significant
improvements in detecting intricate intrusion patterns,
making it more suitable for modern, dynamic network
environments.

3. PROPOSED FRAMEWORK

The proposed Deep Learning-based Intrusion
Detection System (DL-IDS) addresses challenges in
dynamic Reconfigurable Wireless Networks (RWNSs).
Based on its framework, real-time traffic
benchmark datasets are
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followed by preprocessing steps on normalization and
selection of features so that the models can learn
perfectly. The techniques used are such deep learning
algorithms applied for binary, multi-level classifications,
like finding DoS threats, spoofing threats, and
unauthorized accesses, with applications of CNN, RNN
techniques. Optimization techniques include dropout and
hyperparameter tuning, ensuring that the model performs
efficiently within resource-constrained environments. A
real-time detection and alert mechanism can notify
administrators promptly and initiate automatic responses
to the threats. Continuous learning ensures that it adapts
to new threats while performance evaluation in terms of
accuracy and recall ensures system effectiveness for the
next generation of wireless.

Simplified Flowchart of Proposed Work

©
v

Capture Network Traffic Data

|
Y

Preprocess Data (Fealure Extraction & Normalization)

|
Y

Apply Desp Leaming Madel (CNN + LSTM + Autoencoder)

|

Y
Detect Anomalies in Network Trafllic
|
Y
Classify Tratfic {(Normal yvs Attack)
|
Y
—_— Atlack Dersctad? X
| . '
| - Identily Attack Type {DoS. R2L, U2R, Probe) Mark as Normal Traffic
Y
Apply Securily Measures
. 4

Send Alert to Network Adminisiratos

> <
> <

v

Log Date & Updale Mode!
T

Y

Continue Monitaring Network

&

4. METHODOLOGY

First, the methodology acquires the network traffic
data from both normal scenarios and those involving
attacks. The data included carries various
characteristics such as connection duration, protocol
type, byte counts, and many others. The whole
process is about pre- processing, which aims at
cleaning and preparing the data for analysis purposes.
This would include normalization whereby it scales
feature values into a specific range in order to
standardize and present uniformity while using
feature selection about minimizing all the useless data
yet ensure critical information remains.

Based on these capabilities, the deep learning model
relies on CNNs integrated with some other machine
learning techniques like Linear Support Vector
Classifier, Logistic Regression, Gaussian Naive
Bayes, and Bootstrap Aggregation known as
Bagging. Both are wused for detection and
classification of attacks. It uses the capability of
CNNss to extract meaningful patterns from the data; it
exploits the capability of the models for the detection
of spatial relationships as well as hierarchical
relationships within features. The system, as a whole,
performs two classification tasks. First, binary
classification classifies the network connection as
normal or malicious. Then, multi-level classification
identifies which type of attack is involved, whether it
is DoS, R2L, Probe, or U2R. This multi-level
classification improves the intrusion detection
granularity, providing more accurate responses to
potential threats.

Optimization techniques are brought to bear such that
the aptness of this model for environment resource-
constraint typical of the RWN would be ensured
through dropout regularization, through which
overfitting is lowered by temporarily disabling any
random parts in the network and hyperparameter
tunings, used to fine-tune model parameters such as
learning rate size of the networks, and even the
number epochs a model might have seen over time,
into delivering better performance.

The system deployed gives real-time intrusion
detection and alerts. It continuously monitors
network traffic,
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analyzing data in respect of irregular patterns to trigger
alerts with suspicious activity observed. This means the
network administrators can take immediate action,
reducing the chance that such attacks can affect networks.
This system can be effective in detection as well as
classification of various types of intrusions through
advanced deep learning methods. In other words, this can
be a robust solution toward maintaining security in the
next generation of wireless networks.

4.1 Dataset Description

41.1 Features of the NSL-KDD Dataset

The dataset consists of 41 features that define the
variations in different network connection attributes.
These features come under the following categories:

1 Basic Features : Some of the primary attributes
are connection length or duration, protocol-type (such as
TCP, UDP, ICMP), and service (application-layer
protocols such as HTTP, FTP), providing an overall idea
of network connection. Features like src_bytes and
dst_bytes reflect the volume of data exchanged between
source and destination.

2. Content-Based Features: These features center on
the content of the connection, which it uses to detect
unauthorized access attempts. For instance,
num_failed_logins tracks failed login attempts, and
logged_in indicates whether a login attempt was
successful.

3. Traffic and Temporal Features: Count
(connections to the same host) and srv_count
(connections to the same service) are features that help
identify unusual traffic patterns, such as those seen in
Distributed Denial of Service (DDoS) attacks. Flag serves
as a status indicator of the connection, helping detect
anomalies.

412 ATTACK CATEGORIES IN NSL-KDD
DATASET

The dataset consists of normal connections and four
categories of attacks-differences with respect to the
different methods of intrusion being used against a
system.

1. Denial of Service :

through some means or other, interfere with denial of
vital services for crackers by flooding the various
available resources in their systems with bandwidth
and processing power, for example-dos SYN Flood,
dos UDP Flood, when very large numbers of requests
being generated intended to consume the capacity of
the system. count and srv_count are some of the
important features for identifying these types of
attacks that wusually create a high-frequency
connection attempt.

2. Remote to local (R2L)

R2L attacks are made by unauthorized access from a
remote machine to the local system. These are the
attacks that usually take advantage of weak
authentication. Password guessing attacks and
phishing attempts are some of the representations for
R2L attacks. Features like number_failed logins and
logged_in are pretty important in detecting certain
patterns tied with successful breaks and repeated
login attempts.

3. User to root (U2R)

U2R attacks look so named because the attacker has
gained user level access, followed by privilege
escalation to attain administrative control over the
foreign system (buffer overflow exploitation being
classic examples of U2Rs). For such attacks, key
features are concerned with the number of conditions
that keep track of  compromise (i,
num_compromised) and root_shell, which denotes
privilege escalation.

4, Probe

A probe is an act of scanning or monitoring of the
system or network for possible attacks. Typically port
scanning or network mapping, the attacker uses
the probe to
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ascertain what ports are open and which devices are up. A
very high value of count and srv_count, coupled with
abnormal patterns of flags, indicates probe behavior.

413 APPLICATIONS OF NSL-KDD
DATASET

The NSL-KDD dataset is extensively used for both binary
classification (normal vs. attack) and multi-class
classification (specific attack type). Its detailed feature set
enables fine-grained detection of network intrusions,
supporting hierarchical classification approaches. In
binary classification, the goal is to detect whether a
connection is normal or malicious. In multi-class
classification, the dataset enables models to differentiate
between attack categories such as DoS, R2L, U2R, and
Probe. This two-step classification approach improves the
accuracy and granularity of intrusion detection systems.

4.2 Linear Support Vector Classifier
(Linear SVC)

Linear SVC is a machine learning algorithm used for
supervised classification. It works by finding the
optimal hyperplane that separates data points into
different classes with the maximum margin. The

mathematical foundation of Linear SVC is based on
T |

the hyperplane equation f(x) = wix o.

where w is the weight vector,x is the input feature

vector, and b is the bias term. The algorithm

minimizes the hinge loss function:

o 1 -
min = {wil= l\ max(0, 1 u(wix. +0),
wh 2 et

where CCC is the regularization parameter and
yiy iyi are the class labels (£1\pm 1£1).In the
context of intrusion detection, Linear SVC is useful
for binary classification tasks, such as distinguishing
normal network traffic from anomalous activity. Its
simplicity and efficiency make it suitable for
detecting linearly separable attacks, ensuring low

iy = (W, - [hy_1,%¢] + b;)

computational overhead in wireless network
environments.

41.4 Convolutional Neural Networks
(CNNs)

CNNs are deep learning architectures designed to
process grid-like data, such as images or
structured time-series data. The key operation in
CNN:s is the convolution, defined as:

S(i.g)=(I=K)(i,J) = vxi I{i+m,3+n)K(m,n),

where 111 is the input matrix (e.g., network traffic
data), KKK is the convolution kernel, and
S(i,j)S(i, j)S(i,j) is the resulting feature map.
CNNs also include pooling layers to reduce
spatial dimensions and fully connected layers for
classification.

For this project, CNNs are used to analyze
structured network traffic data, extracting spatial
patterns indicative of specific attack types. By
processing features such as packet sizes or
connection flags, CNNs can identify subtle
anomalies, making them effective for detecting
complex intrusions like Distributed Denial of
Service (DDoS) attacks.

415 Long Short-Term Memory
Networks (LSTMs)

LSTMs are a specialized type of Recurrent
Neural Network (RNN) designed to capture
long-term dependencies in sequential data. They
rely on gates to regulate the flow of information,
including:

1. Forget Gate: which decides what
information to discard from the previous state.

2. Input Gate :which determines
what new information to store.
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The mathematical form of ensemble prediction for
case of classification is as follows:

3. Output Gate :
O = O'(W(-, ® [hf_]_, X{} -+ bo)

LSTMs are particularly effective for analyzing time-
series data, such as sequential network traffic
records.

4.1.6 Gaussian Naive Bayes

Gaussian Naive Bayes is a probabilistic classifier
based on Bayes' theorem. It assumes that features are
conditionally independent and follow a Gaussian
distribution. The probability of a class y given a
feature vector X is:

T
Plyx) o F[,mH Plzi|y},
ere Plr, i) is modeled as:

Plzily) =

Gaussian Naive Bayes is used for lightweight
classification in this project, particularly for
scenarios where features (e.g., packet counts or
connection durations) are approximately
independent. Its probabilistic nature provides a clear
confidence measure for intrusion detection.

4.1.6 Bootstrap Aggregation (Bagging)

Bagging is an ensemble learning technique to
enhance the performance of the models via a
combination of predictions made by various base
models trained on bootstrapped subsets of the data.

where hk(x) is the prediction of the k-th base
model. In the present project, Bagging would
reduce the variance of individual models like
Decision Trees and improve generalization
against  overfitting. Thus, it aggregates
predictions to provide a consistent performance
of intrusion detection against different attacks.

fl — U(Wf ; [hi—l’xl] + bf)v

scenarios.

4.1.7 Autoencoders for Intrusion
Detection in Wireless Networks

In the context of intrusion detection for secure
reconfigurable wireless networks, autoencoders
are trained on normal network traffic to learn its
latent representation. When presented with
anomalous data (e.g., traffic generated by an
intrusion), the autoencoder struggles to
reconstruct it, resulting in a high reconstruction
error. This discrepancy can be used to identify
anomalies.

Components :

1 . Encoder: Compresses the input data into a
latent representation.

Z = Jencoder (X) — (T(W, X -+ b, )

2. Decoder: Reconstructs the data from the latent
representation.

Xi= fdecoder(z) = U(W‘iz T bd)
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The 41 features include basic attributes, such as
connection duration, protocol type, and service
type, and derived features that give higher-level
insight, such as the number of failed login
attempts, connections to the same host, or
connections to the same service. Features like
num_compromised, root_shell, and
is_guest_login help determine unauthorized
access attempts and privilege escalation. These
are critical in trying to differentiate

normal behavior from malicious activity in
network traffic.

The dataset can support both the binary
classification-a  connection is normal or
malicious - and multi-class classification-actually
identifies the real attack type. Therefore, the
dataset is very ideal for training advance machine
learning as well as deep learning models with
fine-grained intrusion detection.

5. RESULTS

1. Decision Tree Classifier and Random Forest
Classifier are remarkably good for binary
classification problems with regard to accuracy,
precision, recall, and F1 score. Also the accuracy of
the model is almost perfect relative to the accuracy of
the train dataset; accuracy and F1 scores relative to
test dataset varied between 99.83% and 99.85%. Such
high-performance performance makes it prudent that
such models should be applied where accuracy and
reliability are crucial. In both cases, the classifier will
outperform the tree simply because it is an ensemble
model of great merit. Overfitting, a major problem
majorly associated with single decision trees is
reduced since a forest builds numerous decision trees
then aggregates their predictions for more robustness
and generalization capabilities.

1. One major ensemble method that the Random
Forest employs is known as bootstrap aggregation, or
bagging. It works by training a multitude of decision
trees using different subsets of the data set and then
produces a final prediction from a weighted average
of their output. This procedure minimizes overfitting
and promotes model stability in the presence of noisy
data. The inherent randomness involved in feature
selection during tree building allows Random Forest
to capture multiple decision boundaries; this further
propels performance in unseen data.
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2. On the other hand, Logistic Regression and
Gaussian Naive Bayes are relatively simple models that
have achieved only moderate performance, with much
lower accuracy and F1 scores than complex models. For
example, Logistic Regression relies on the linearity
between the features and the target, thereby making it
incapable of handling the intricacies in the sense of the
non-linear decision boundaries most existing in the
network intrusion detection tasks. Similarly, GaussianNB
that assumes feature independence and is based on a
Gaussian distribution fails to catch intricate patterns and
correlations in the data, and thus may suffer from a rather
lower predictive accuracy.

3. However, more complex models such as Linear
Support  Vector Classifier, Convolutional Neural
Networks, and Long Short-Term Memory networks
showed excellent performance because accuracy was
between 99.5% and 99.8% for both training and testing
sets, mainly because of their ability to detect complex
relationships in data:

1. Linear SVC: This model can perform well in
separating the data points through a hyperplane. The
maximization of the margin for classes gives the best
decision boundary. Linear SVC performs quite well on
linearly separable data points but must be applied several
times, along with kernel transformations, in order to solve
more complex, nonlinear problems.

2. Convolutional Neural Networks: They are very
efficient at finding spatial and hierarchical patterns in the
data, making them ideal for feature extraction on this
structured dataset. Their convolutional filters can apply
these convolutions to learn local patterns while
dimensionality is reduced by the pooling layers.

3. Another form of a recurrent neural network is the
Long Short-Term Memory networks, or LSTMs. LSTMs
have great powers in discovering dependencies within
sequential data. They use memory cells that allow them to
remember information relevant over long sequences and
are, therefore, very well poised for analyzing time-series
features within network traffic.

Table 2. Model Accuracy

Training Testing F1 Score Fi Score
Mode! Name Accuracy Accuracy (Training) {Testing)
Logistic Regression 80.35% 83.05% 57.65%
GaussianNB 917 S1.91% 91.20 91.22%
Linear SVC 9732% O7.26% 97.09% 97 (6%
(LBasedimpl)
DecsionTreeClassifier 10000 9G43% 100.00% 9982%
RandomFarestClassifier 100.00% 9% 85% 100.00% 3984%
CNN 59.50% 95.56% 9978% 9953%
LST™ 949 50 99.56% 0 78% 9453¢

These results imply that Random Forest and Decision
Tree are the most accurate models in terms of
classification of binary class problems, but CNN and
LSTM are also quite strong contenders. In terms of
performance, overall Random Forest tends to be the
best one both for training and testing because it gives
robust performance in all metrics.

The multiple attack detection system classifies
intrusions into DoS, R2L, U2R, and Probe attacks
using features like connection duration, protocol type,
byte counts, and error rates from the NSL-KDD
dataset. It even uses 41 network attributes in order to
distinguish attack patterns. With this model, it attains
73% classification accuracy efficiently identifying
diverse types of attacks for stronger network security.

T
|
l
|

Fig 2: Model Accuracy
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6. CONCLUSION

This DL-IDS has been proposed, which is designed to secure the RWNs by using the advanced models like CNNs
and RNNSs. It uses the NSL-KDD dataset and real-time traffic data for high accuracy intrusion detection, including
DosS attacks and unauthorized access.

The system, optimized for dynamic environments and resource-constrained devices, is quite suitable for 10T and
smart cities applications. The real-time monitoring of this DL-IDS supports swift threat mitigation. Binary
classification is very well performed; multi-level classification might be improved through advanced techniques
and better datasets.

This DL-IDS presents an applicable, scalable solution to increase network security for next- generation wireless
systems.

7 FUTURE ADVANCEMENTS

The DL-IDS system proposed herein would provide a robust basis for the security of RWNs. However, for the
overcoming of new emerging challenges and enhancement in efficiency as well as adaptability, some
improvements can be further considered below:

7.1.1 Multi-Level Classification Accuracy Improvement

Applying even more advanced architectures, such as transformers or hybrid deep learning models like CNN-LSTM
or CNN-RNN to improve the capability of the system in classifying certain types of attacks.It is using ensemble
techniques that combine the strengths of diverse models to better predict outcomes.
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