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Abstract: In our modern era there is an abnormal increase in the crime rate and also the numbers of criminals are increasing, this
leads towards a great concern about the security issues. Crime preventions and criminal identification are the primary issues
before the police personnel, since property and lives protection are the basic concerns of the police but to combat the crime, the
availability of police personnel is limited. This Real time criminal identification system based on face recognition works with a
fully automated facial recognition system. Haar feature-based cascade classifier and OpenCV LBPH (Local Binary Pattern
Histograms) Algorithms are used for Face detection and recognition. This system will be able to detect face and recognize face
automatically in real time. An accurate location of the face is still a challenging task. Viola-Jones framework has been widely used
by researchers in order to detect the location of faces and objects in a given image. we represent a methodology for face detection
robustly in real time environment. Haar cascading is one of the algorithm for face detection. Face recognition is a biometric based
technique that mathematically maps an individual's facial traits and retains the data as a face print. It generates a unique pattern for
each face and compares it to other images that are included in the collection. If a match is identified for the input face, the details
linked with the relevant image will be displayed.
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I. INTRODUCTION

Face recognition which is a combination of machine learning and the biometic techniques which holds the qualities of not only
high precision but also the reliability. For automatically detecting the human’s face from the databases this system can be used. In
recent years open computer vision has been widely used in different kinds of applications such as surveillance camera, robotics
etc. This technology is used for authentication, validation, authorization, and identification. In developed countries, the
government creates a datasets which is helpful for recognize the human face which compares the suspicious act with trained
dataset and information stored in database. The automatically tagging feature adds a new dimension to sharing pictures among the
people who are in the picture and also gives the idea to other people about who the person is in the image. In our project, we have
studied and implemented a pretty simple but very effective face detection algorithm which takes human skin color into account.
Our aim, which we believe we have reached, was to develop a system that can be used by police or investigation department to
recognize criminal from their faces. The method of face recognition used is fast, robust, reasonably simple and accurate with a
relatively simple and easy to understand algorithms and technique. Face recognition based on the geometric features of a face is
probably the most instinctive approach for Human identification. The whole process can be divided in three major steps where the
first step is to find a good database of faces with multiple images for each individual. The next step is to detect faces in the
database images and use them to train the face recognizer and the final step is to test the face recognizer to recognize faces it was
trained for.

Il. PURPOSE

The rapid advancement of technology-enabled surveillance has transformed criminal detection and investigation.
Modern surveillance methods, including facial recognition technology, large-scale data analytics, and automatic
number plate recognition (ANPR), enable law enforcement agencies to track individuals and vehicles in real-time. These
technologies facilitate the identification of suspects, criminal networks, and suspicious activities, significantly improving
crime prevention and investigation.
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User Authentication:

e Police personnel must log in using secure credentials to access the system.

Image Capture & Input:
e The system should support capturing criminal face images using a webcam or uploading from existing files.
e Police stations can input detection data through a connected camera.

Preprocessing:

e The system will preprocess the captured images to enhance quality, adjust for lighting, and normalize image
dimensions.

e It should perform face alignment, scaling, and filtering as part of the preprocessing step.
Feature Extraction:
e The application must extract unique facial features using deep learning algorithms or feature extraction techniques.
e The extracted features will be used for comparison against stored criminal records.
Model Training & Dataset Management:
e The system should allow for training a machine learning model with a dataset of criminal faces.
e The dataset should be periodically updated with new images and labels for accuracy.
e |t should support re-training the model as new data is added.
Criminal Identification:
e The system will compare the features of input faces against the trained dataset.
e If a match is found, it should identify the criminal and display their details.

e If no match is found, the system will provide a "Not Found" status

111. OBJECTIVE OF SYSTEM

e To primary objective of the Real-Time Criminal ldentification Application using facial recognition is to assist police
personnel in swiftly identifying criminals.

e To application aims to provide detailed information about specific criminals that law enforcement may be searching for.

e To Police officers can utilize this application to identify suspects in real-time, from any location, at any time.

e With internet access, any police personnel can access this application, ensuring flexibility and convenience in criminal
investigations.

IV. Literature Survey

Eigenfaces vs. Fisherfaces: Recognition Using Class Specific Linear Projection: We develop a face recognition algorithm which
is insensitive to large variation in lighting direction and facial expression. Taking a pattern classification approach, we consider
each pixel in an image as a coordinate in a high-dimensional space. We take advantage of the observation that the images of a
particular face, under varying illumination but fixed pose, lie in a 3D linear subspace of the high dimensional image space-if the
face is a Lambertian surface without shadowing. However, since faces are not truly Lambertian surfaces and do indeed produce
self-shadowing, images will deviate from this linear subspace. Rather than explicitly modeling this deviation, we linearly project
the image into a subspace in a manner which discounts those regions of the face with large deviation. Our projection method is
based on Fisher's linear discriminant and produces well separated classes in a low-dimensional subspace, even under severe
variation in lighting and facial expressions.

Face Recognition: Features versus templates: Two new algorithms for computer recognition of human faces, one based on the
computation of a set of geometrical features, such as nose width and length, mouth position, and chin shape, and the second based
on almost-gray-level template matching, are presented. The results obtained for the testing sets show about 90% correct
recognition using geometrical features and perfect recognition using template matching. However, since faces are not truly
Lambertian surfaces and do indeed produce self-shadowing, images will deviate from this linear subspace. Rather than explicitly
modeling this deviation, we linearly project the image into a subspace in a manner which discounts those regions of the face with
large deviation. Our projection method is based on Fisher's linear discriminant and produces well separated classes in a low-
dimensional subspace, even under severe variation in lighting and facial expressions. The eigenface technique, another method
based on linearly projecting the image space to a low dimensional subspace, has similar computational requirements. Yet,
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extensive experimental results demonstrate that the proposed "Fisherface™ method has error rates that are lower than those of the
eigenface technique for tests on the Harvard and Yale face databases.

Rapid object detection using boosted cascade of simple features: This paper describes a machine learning approach for visual
object detection which is capable of processing images extremely rapidly and achieving high detection rates. This work is
distinguished by three key contributions. The first is the introduction of a new image representation called the "integral image"
which allows the features used by our detector to be computed very quickly. The second is a learning algorithm, based on
AdaBoost, which selects a small number of critical visual features from a larger set and yields extremely efficient classifiers. The
first is the introduction of a new image representation called the “Integral Image” which allows the features used by our detector
to be computed very quickly. The second is a learning algorithm, based on AdaBoost, which selects a small number of critical
visual features and yields extremely efficient classifiers. The third contribution is a method for combining classifiers in a
“cascade” which allows background regions of the image to be quickly discarded while spending more computation on promising
object-like regions. A set of experiments in the domain of face detection are presented. The system yields face detection
performace comparable to the best previous systems. Implemented on a conventional desktop, face detection proceeds at 15
frames per second.

Fast Adaboost Training Algorithm by Dynamic Weight Trimming: This paper presents a novel fast Adaboost training
algorithm by dynamic weight trimming, which increases the training speed greatly when dealing with large datasets. At each
iteration, the algorithm discards most of the samples with small weight and keeps only the samples with large weight to train the
weak classifier. Then it checks the performance of the weak classifier on all the samples, if the weighted error is above 0.5, it will
increase the number of training samples and retrain the weak classifier. During training, only a small portion of the samples are
used to train the weak classifier, so the speed is increased greatly. Fig.2: Face recognition system. 2.6 Feature-Based Face
Recognition Using Mixture Distance: We consider the problem of feature-based face recognition in the setting where only a single
example of each face is available for training. The mixture-distance technique we introduce achieves a recognition rate of 95% on
a database of 685 people in which each face is represented by 30 measured distances. This is currently the best recorded
recognition rate for a feature-based system applied to a database of this size. A mixture perspective is also taken for individual
Gaussians to choose between first order (variance) and second order (covariance) models. Here an approximation to flat
combination is proposed and seen to perform well in practice. Our results demonstrate that even in the absence of multiple
training examples for each class, it is sometimes possible to infer from a statistical model This paper describes a visual object
detection framework that is capable of processing images extremely rapidly while achieving high detection rates. There are three
key contributions. The first is the introduction of a new image representation called the “Integral Image” which allows the features
used by our detector to be computed very quickly.

V1. SYSTEM ARCHITECTURE

Finding criminal and decrease crime in real time very difficult task,so we are developing innovative system to helping police to
detect criminal using face recognition.

SYSTEM ARCHITECTURE

Figure 1. System Architecture

1. This project is aimed at developing an application called Real-Time criminal identification system based on face
recognition. We are able to detect and recognize faces of the criminals in an image and in a video stream obtained from a
camera in real time. We have used Haar feature based cascade classifiers in OpenCV approach for face detection. It is a
machine learning based approach where a cascade function is trained from a lot of positive and negative images. It is then
used to detect objects in other images. Also, we have used Local Binary Patterns Histograms (LBPH) for face
recognition.

1. Collection of Criminal Faces

A database of known criminals' faces is created by collecting images of individuals with criminal records.

These images are stored in a dataset for future comparisons. In a criminal face detection system, capturing an image
refers to the process of acquiring and processing a visual representation of a person's face, typically for the purpose of
identification, verification, or investigation.
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2. Capturing Image
When an unknown person needs to be identified, an image is captured. The captured image is usually a digital
photograph or video frame that contains the face of the individual. This image is then analyzed using facial recognition
algorithms, which extract unique features from the face, such as:
1. Facial landmarks (e.g., eyes, nose, mouth)
2. Geometric measurements (e.g., distance between eyes)
3. Texture and pattern analysis (e.g., wrinkles, scars)

3. Pre-processing

Captured images go through a preprocessing stage to enhance quality and remove noise. In a criminal face detection
system, pre-processing refers to the steps taken to prepare and enhance the captured image of a face, making it suitable
for feature extraction and analysis. The goal of pre-processing is to improve the quality and accuracy of the face
detection and recognition process.

Common pre-processing steps in a criminal face detection system include:

1. Image resizing: Scaling the image to a standard size to reduce computational complexity.

2. Image normalization: Adjusting the brightness, contrast, and color balance to ensure consistency across images.

3. Face alignment: Rotating and aligning the face to a standard position, ensuring that facial features are properly
oriented.

4. Face cropping: Removing unnecessary background and focusing on the face region.

5. Noise reduction: Removing random variations in the image, such as salt-and-pepper noise.

6. Image enhancement: Sharpening or smoothing the image to improve feature visibility.

7.1llumination normalization: Compensating for varying lighting conditions to reduce shadows and highlights.

8. Pose normalization: Adjusting the face to a standard pose, reducing the impact of pose variations.

9. Facial landmark detection: Identifying key facial features, such as eyes, nose, and mouth, to aid in face alignment
and feature extraction.

10. Data augmentation: Artificially generating additional images through techniques like rotation, flipping, and scaling
to increase the diversity of the training dataset.

By applying these pre-processing steps, the face detection system can:

1. Improve face detection accuracy

2. Enhance feature extraction and analysis

3. Increase robustness to variations in lighting, pose, and expression
4. Reduce the impact of noise and other image artifacts

Pre-processing is a critical component of a criminal face detection system, as it lays the foundation for accurate and
reliable face recognition and analysis.

3. Feature Extraction

key facial features are extracted using advanced techniques. In a criminal face detection system,feature extraction is the
process of identifying and isolating distinctive characteristics or features from a face image. These features are used to
create a unique representation of the face, which can be compared to other face images to identify matches.

Feature extraction is a critical step in face recognition, as it enables the system to:

1. Discriminate between faces: Identify unique characteristics that distinguish one face from another.
2. Robustly recognize faces: Accurately recognize faces despite variations in lighting, pose, expression, and other
factors.

Common feature extraction techniques used in criminal face detection systems include:

1. Geometric features: Measuring distances and angles between facial landmarks, such as the eyes, nose, and mouth.

2. Appearance-based features: Analyzing the texture, pattern, and shape of facial features, such as wrinkles, scars, and
facial hair.

3. Local Binary Patterns (LBP): Extracting features from local patterns in the face image, such as edges and corners.

4.. Deep learning-based features: Using convolutional neural networks (CNNs) to extract features from face images,
which can learn to recognize patterns and relationships.

The extracted features are typically represented as a:

1. Feature vector: A numerical representation of the face features, which can be compared to other feature vectors.
2. Face template: A compact representation of the face features, which can be stored in a database for comparison.

By extracting distinctive features from face images, a criminal face detection system can accurately identify and verify
individuals, aiding in investigations and crime solving.
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5. Train Model
A machine learning or deep learning model is trained using the dataset of criminal faces. In a criminal face
detection system, a train dataset is a collection of face images used to train a machine learning algorithm to recognize and
identify faces. The train dataset plays a crucial role in the development of an accurate and reliable face recognition
system.

Training involves:
® Learning unique facial patterns
® Creating a recognition model
® Saving trained patterns for future matching
® Social media datasets: Collections of face images extracted from social media platforms.
6. Train Dataset

The criminal face dataset is continuously updated with new images to improve detection accuracy. In a criminal

face detection system, a police station login refers to a secure authentication process that allows authorized personnel
from a police station to access the system. The login process ensures that only authorized users can;

1. Upload images: Add face images of suspects, criminals, or missing persons to the system.

2. Search databases: Query the system's databases to identify potential matches.

3. View results: Access search results, including images, profiles, and other relevant information.
4. Manage data: Update, edit, or delete face images and associated data.

The police station login typically involves:

1. Username and password: Authorized personnel enter their unique username and password to access the system.

2. Role-based access control: Users are assigned specific roles, such as administrator, investigator, or analyst, which
determine their level of access and permissions.

3. Two-factor authentication: An additional layer of security, such as a fingerprint scan, facial recognition, or one-time
password, may be required to ensure the user's identity.

4. Secure connection: The login process is typically encrypted to prevent unauthorized access or data interception.

Once logged in, authorized personnel can utilize the criminal face detection system to:

1. Investigate crimes: Identify suspects, track movements, and gather evidence.
2. Identify missing persons: Locate missing individuals by matching face images.
3. Enhance public safety: Monitor and respond to potential security threats.

By implementing a secure police station login, the criminal face detection system ensures that sensitive information is
protected and only accessible to authorized personnel.

7. Police Station Login (Detection Input)
A police officer logs into the system to scan a suspect's face using a webcam or CCTV footage.
The captured image is sent for preprocessing and feature extraction just like in step 3 and 4.

In a criminal face detection system, the collection of criminal faces refers to a database or repository of face images of
known criminals, suspects, or individuals of interest. This collection is used to:

1. Identify matches: Compare face images from surveillance footage, mugshots, or other sources to identify potential
matches.

2. Track movements: Monitor the movements and activities of known criminals or suspects.

3. Investigate crimes: Use face recognition to identify suspects, gather evidence, and solve crimes.

VII. Advantages

High Accuracy and Speed
o Al-powered facial recognition can quickly identify criminals from large databases, significantly reducing the time
required for manual verification.
Real-Time Identification
e  Security agencies and law enforcement can detect and track suspects in real-time using surveillance cameras and Al-
based systems.
Automated Crime Prevention
e Al can analyze video footage and alert authorities when a known criminal is detected in restricted or high-security areas,
preventing potential crimes.
Enhanced Public Safety
e The system can be deployed in public places like airports, train stations, and malls to identify and apprehend criminals
before they commit unlawful acts.
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Integration with Existing Security Systems

e Al-based facial recognition can be integrated with CCTV cameras and law enforcement databases to improve security
monitoring and crime detection.
Reduction in Human Error

e Al eliminates the risks of human biases and mistakes, ensuring accurate and consistent criminal identification.
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VIII. Implementation & Result

Login:
A user authentication page where credentials are entered to access the system.
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Home/Dashboard: The main interface displaying key system features and navigation options
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Add Criminal Face: Here we are train face
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Figure 6. Train Criminal

Update Criminal Details/Faces: A form allowing modifications to an existing criminal record.
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View Criminal Records: A list of registered criminals with search and filtering options
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Detection of Criminal: After match face criminal details will be show
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Figure 10. Detection Criminal Record

IX. CONCLUSION

There has been considerable scholarly treatment of the human rights impacts of FRT deployment by police and security services.
The parameters and details of principled regulation have had comparatively less analysis, but with recent rapid developments in
global regulation, it is possible to observe distinct categories of regulatory approaches to FRT. This contribution has considered
three diverse case studies of regulation of FRT in the policing and security contexts—self-regulation through policy and practice
guidelines, wide-ranging cross-national regulation, and national attempts to provide specific legislation. Each shows different
challenges and opportunities in regulating the spectrum of use of FRT in policing and security. The overarching theme in each of
these is a struggle to properly define the interests at play. Technology supplier and police-led developments are a feature of early
adoption examples. While innovation in technology use in policing and security is absolutely necessary, these instances are
unlikely to properly take public and community views into account or have the necessary transparency and legitimacy
requirements. There are many examples of good practice in terms of robust guidelines or oversight by independent observers and
reviewers, but there is the ever-present risk of internal policy settings changing due to changes in leadership or attitudes.
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