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Abstract :  Phishing attacks have become a serious cybersecurity risk, resulting in data breaches and monetary losses. In order to
improve phishing detection accuracy, this work introduces a hybrid machine learning-based phishing detection system that
examines URLs. The suggested model successfully classifies URLs as dangerous or valid by using many machine learning
methods, including Random Forest, Decision Trees, and Support Vector Machines (SVM). Important characteristics like URL
length, the presence of special characters, and domain age were collected from a dataset of more than 11,000 authentic and
phishing URLs. Techniques for feature selection were used to lower computational overhead and increase classification
efficiency. To maximize detection performance, the hybrid model combines the predictions of several classifiers using both soft
and hard voting. Standard performance indicators, such as accuracy, precision, recall, and F1-score, were used to assess the
system. According to experimental data, the suggested hybrid strategy works noticeably better than conventional detection
techniques, minimising false positives while attaining more accuracy. This research adds to the continuing fight against cyber
dangers by utilising cutting-edge machine learning techniques to provide a scalable and effective phishing detection solution.
Deep learning methods for improved detection skills and the integration of real-time threat intelligence are examples of future
study.

IndexTerms - Phishing Detection, Machine Learning, Hybrid Model, URL Analysis, Cybersecurity, Ensemble Learning, Feature
Selection, Support Vector Machine (SVM), Random Forest, Decision Tree.

. INTRODUCTION

It makes communication, e-commerce, banking, education, and entertainment possible, the internet has become a necessary
component of modern life. Phishing assaults are among the most common and dishonest types of cybercrime, and as online activity
increases, so do cyberthreats. Phishing is a harmful technique in which attackers construct fake websites that look like authentic
ones in an attempt to fool users into disclosing private information like credit card numbers, login credentials, and personal
information. These attacks put people and organisations around the world at serious danger of financial losses, identity theft, and
data breaches.

Although they are frequently used, traditional phishing detection techniques like rule-based systems and blacklists have
significant drawbacks. Blacklists keep track of known phishing URLS, but they are unable to identify newly emerging and
changing phishing sites. In a similar vein, rule-based solutions are less flexible against advanced phishing techniques because they
depend on predetermined features. Traditional detection techniques are unable to keep up with the constant development of new
tactics by cybercriminals, which calls for more sophisticated, flexible solutions.

One effective method for automated phishing detection is machine learning (ML). In contrast to traditional techniques,
machine learning models use extracted features to identify patterns in URLs and categorise them as either authentic or phishing.
However, low flexibility and high false positive rates are common problems with single ML models. In order to overcome these
obstacles, this study suggests a hybrid

machine learning-based phishing detection system that combines many methods, including Support Vector Machines (SVM),
Random Forest, and Decision Trees, to improve detection efficiency and accuracy.

The suggested method gathers a dataset of more than 11,000 valid and phishing URLs and extracts important characteristics
including subdomains, URL length, domain age, HTTPS usage, and the presence of special characters. Techniques for feature
selection are used to minimise computational cost and maximise classification efficiency. In order to combine the advantages of
several classifiers and guarantee a reliable and effective detection system, the hybrid model uses both soft and hard voting
algorithms.
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Standard performance indicators including accuracy, precision, recall, and F1-score are used to assess the model's efficacy. The
findings show that the suggested hybrid model performs better than conventional detection techniques, obtaining reduced false
positive rates and increased accuracy.

This study strengthens online security by highlighting the value of cutting-edge machine learning approaches in the fight against
cyberthreats. To further increase phishing detection capabilities, future developments are considered, including deep learning
methods, adaptive learning models, and real-time threat intelligence integration.

1. RELATED WORK

Research on phishing detection has been ongoing, and several strategies have been put forth to recognise and lessen phishing

threats. Conventional approaches use heuristic-based approaches and blacklists, which keep track of known phishing URLs.
However, as attackers usually change URLs to avoid detection, these techniques are useless against recently created phishing
websites. Although Google Safe Browsing and PhishTank are popular blacklist-based tools, their capacity to identify zero-day
assaults is constrained by their dependence on previous data.
A lot of research has been done on machine learning (ML) techniques to overcome these constraints. To distinguish between
phishing and authentic websites, researchers have created models that examine URL attributes including length, domain age,
subdomain existence, HTTPS usage, and linguistic patterns. A Support Vector Machine (SVM)-based phishing detection system
was proposed by Zouina and Outtaj (2017); it achieved good accuracy but had scaling problems. Likewise, Hota et al. (2018)
presented an ensemble model that included Naive Bayes with Decision Trees, which enhanced performance but had trouble with
false positives.

Hybrid machine learning methods have been investigated recently to improve the accuracy of phishing detection. A Random

Forest-based phishing detection system was proposed by Ubing et al. (2019); it required a lot of computing power but shown a
notable improvement in categorisation. Diksha and Kumar (2018) looked into deep learning techniques; they found encouraging
results, but they needed a lot of training data.
By combining Decision Trees, Random Forest, and SVM with soft and hard voting algorithms, this study expands on earlier
research by putting forth a hybrid phishing detection model. The model reduces false positives while increasing detection
accuracy by utilising feature selection and ensemble learning. According to experimental data, the suggested strategy performs
better than current techniques, making it a more dependable phishing detection solution.

To increase detection efficiency even more, future research can investigate the combination of deep learning methods and real-
time threat intelligence.

TABLE I. Literature Survey

Author(s) & Methodology Algorithms Used Dataset Key Findings Limitations
Year Size
Zouina & Machine Learning- SVM 10,000 High accuracy in Struggles with
Outtaj (2017) based phishing URLs detecting phishing scalability and real-
detection websites time detection
Hota et al. Ensemble ML model Decision Tree, 8,000 Improved High false positive rate
(2018) for phishing detection Naive Bayes URLs classification accuracy
compared to single
models
Ubing et al. Feature selection- Random Forest 12,000 Increased detection High computational
(2019) based ML for URLs rate with feature resource requirement
phishing detection selection
Diksha & Deep Learning Neural Networks 15,000 Achieved high Requires large datasets
Kumar (2018) | approach for phishing URLs accuracy but required and significant
detection extensive training processing power
Aggarwal et al. Real-time phishing Logistic Twitter- Efficient detection of Limited to Twitter-
(2012) detection on social Regression based phishing tweets based phishing
media dataset
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I11. PROBLEM STATEMENT

Phishing attacks, which target people and organisations by tricking users into disclosing private information including login
passwords, financial information, and personal details, have grown to be a serious cybersecurity problem. Attackers design fake
websites that look like authentic ones, making it hard for visitors to tell the difference between harmful and safe websites.
Phishing is still one of the most prevalent and dynamic cyberthreats, causing significant financial and data losses, even with
improvements in cybersecurity.

Blacklists and rule-based systems are two examples of traditional phishing detection techniques that have significant drawbacks.
The foundation of blacklist-based detection is the upkeep of a database of recognised phishing URLs. Blacklists, however, are
useless against recently developed phishing websites since phishers usually alter their URLS to avoid detection. In a similar vein,
heuristic-based methods that examine the features of webpages find it difficult to adjust to novel assault patterns, which
eventually diminishes their efficacy. These traditional techniques produce high false positives, which wrongly block legitimate
websites, and high false negatives, which let new phishing sites pass unnoticed.

Machine learning (ML) techniques have been extensively investigated as a means of overcoming these obstacles. To identify
phishing attempts, machine learning models can examine lexical traits, domain features, and URL patterns. Single machine
learning models, however, frequently have poor accuracy, high computing complexity, and limited adaptability. While some
models—Ilike Random Forest and Naive Bayes—need a lot of training data to generalise well, others—Ilike Support Vector
Machines (SVM) and Decision Trees—offer high accuracy but have scalability issues.

The need for a more precise, scalable, and flexible phishing detection system is the issue that this study attempts to solve. Current
solutions are either ineffective at detecting phishing attempts in real time or are unable to maintain a high level of accuracy across
various phishing strategies. In order to improve detection accuracy, decrease false positives, and increase adaptability, this study
suggests a hybrid machine learning-based phishing detection system that incorporates many ML models. The system attempts to
provide a more reliable and scalable phishing detection method by fusing the advantages of SVM, Random Forest, and Decision
Trees.
This work also emphasises the significance of ensemble learning and feature selection in maximising detection efficiency while
lowering computing overhead. In order to further increase phishing detection capabilities, future developments will incorporate
deep learning techniques and real-time threat intelligence integration.

By tackling these issues, this study advances the creation of a phishing detection system that is more scalable and efficient,
thereby enhancing online security and shielding consumers from constantly changing cyberthreats.

1V. METHODOLOGY

With an emphasis on data collection, feature extraction, model selection, training, and evaluation, this section outlines the
approach utilised to create the hybrid machine learning-based phishing detection system.

1. Information Gathering:

Data collecting is the first stage in developing the phishing detection system. More than 11,000 authentic and phishing URLs
were collected from multiple sources, such as the PhishTank, OpenPhish, and Kaggle repositories. These resources include lists of
phishing websites that are updated frequently, guaranteeing that the dataset is current and varied. In order to avoid model bias and
provide a fair classification of phishing and legal URLs, the dataset is balanced.

2. Extraction of Features:

Following data collection, raw URLs are transformed into useful properties that can be utilised for classification using
feature extraction. The features listed below are taken out:
Lexical features include the URL's length, the number of subdomains, the existence of IP addresses, the quantity of special
characters (-, _, @, %), and more.
The domain's age, WHOIS registration information, HTTPS presence, and SSL certificate validity are examples of domain-based
features.
Content-based Features: favicon similarity, frequency of redirects, and the presence of suspicious terms (such as "login," "verify,"
and "bank").
In order to reduce dimensionality and preserve just the most pertinent attributes, feature selection approaches like mutual
information gain and recursive feature elimination (RFE) are used.

3. Choosing a Model:

To enhance detection performance, many ML models are integrated in a hybrid machine learning technique. The
algorithms listed below have been chosen:
A rule-based classifier that offers interpretability but may be prone to overfitting is the decision tree (DT).
Multiple decision trees are used in the Random Forest (RF) ensemble model to enhance generalisation.
Support Vector Machine (SVM): A classification model that needs feature scaling yet performs well in phishing detection.
An ensemble learning strategy, which combines predictions from the individual classifiers using both soft and hard voting
techniques, is utilised to further improve accuracy. Hard voting chooses the majority class prediction, but soft voting averages
probability values.

4. Validation and Training of the Model:

To guarantee a fair assessment of the model, the dataset is divided into 80% training and 20% testing. K-fold cross-
validation with K=5 is used to decrease overfitting and enhance generalisation. To optimise model parameters, such as kernel
selection for SVM, the number of estimators for Random Forest, and tree depth for Decision Trees, hyperparameter tuning is
done using Grid Search.
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5. Assessment of Performance:
The following performance parameters are used to evaluate the phishing detection system's efficacy:
Accuracy: Indicates the percentage of real and phishing URLS that are accurately classified.
Precision: Assesses how well the model prevents erroneous positives.
Recall: Evaluates how well the model recognises phishing URLS.
F1-score: An equilibrium between recall and precision.
Assesses the trade-off between real positive and false positive rates

6. Implementing the System:

Following a successful training and validation process, Flask or Django are used to incorporate the model into an online
application. Users can enter URLSs into the system to detect phishing attempts in real time. Deep learning models, real-time threat
intelligence integration, and the use of browser extensions for improved security are examples of future developments.

m
®]
A\

!

I\

User
I

L analysis N

Phishing Detection System Architecture

Web Application ‘ Phiching Detection Model ‘ ‘ Feature Extraction Module ‘ ‘ Machin Learning Classifiers ‘ ‘ Database (Phishing & Legitimate URLS) ‘ ‘ Threat Intelligence API ‘ ‘ Admin Panel ‘

_ Display results & securfty recommendations

.4l

»

Extract URL Features |
| Send extracted features

1 Apply Hybrid ML Model

| Check againet tored phishing data

 Query realtime phishing thredts

Retur classification result (Phishing Legitimate)

]
€

Update phishing dataset

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
Pl |
A |

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

5

>
|
|
|
|
|
|
|
|

Fetch latest phishing trends
K—l

‘ Web Application ‘ Phiching Detection Model ‘ ‘ Feature Extraction Module ‘ ‘ Machine Learning Clagsifiers ‘ ‘ Database (Phishing & Legitimate URLS) ‘ ‘ Threat Intelligence API ‘ ‘ Admin Panel ‘

Figure 1. System Architecture

V. PROPOSED SYSTEM

1. Introduction:

Phishing attacks, which impersonate trustworthy websites, are one of the most significant cybersecurity risks.

Because attack tactics are constantly changing, existing detection methods—Ilike heuristic-based approaches and blacklists—
cannot effectively identify new phishing sites. This paper suggests a hybrid machine learning-based phishing detection system
that improves accuracy, scalability, and adaptability in order to overcome these drawbacks. To enhance phishing detection, the
system uses ensemble learning, feature selection strategies, and various machine learning models.

2. System Overview:
The following essential elements make up the suggested system:

1.

2.

3.

Data Collection: PhishTank, OpenPhish, Kaggle, and other sources are used to compile a dataset of more than 11,000
authentic and phishing URLSs.

Feature Extraction: To increase classification accuracy, lexical, domain-based, and content-based features based on
URLSs are extracted.

Hybrid Machine Learning Model: To improve prediction performance, a mix of Support Vector Machine (SVM),
Random Forest (RF), and Decision Tree (DT) is employed.

Ensemble Learning: To reduce false positives and increase reliability, the system combines predictions from several
classifiers using soft and hard voting algorithms.

Real-Time Threat Intelligence: To dynamically identify new phishing trends, the model interfaces with external Threat
Intelligence APIs.

Web-Based Interface: The system offers an easy-to-use web application that allows users to enter URLs and get real-
time phishing alerts.
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3. Feature Extraction and Selection:
Three primary groups comprise the features that the system pulls from URLS:
e Lexical Features: IP address existence, number of subdomains, URL length, and special character count.
e WHOIS registration information, domain age, HTTPS usage, and SSL certificate validity are examples of domain-based
features.
e Features Based on Content: suspicious keywords (such "bank™ and "verify"), website redirects, and favicon similarities.
e Recursive Feature Elimination (RFE) and Mutual Information Gain are two feature selection approaches that minimise
computing complexity and eliminate unnecessary features in order to maximise classification accuracy.

4. Model of Hybrid Machine Learning:
To increase the accuracy of phishing detection, the suggested approach makes use of many machine learning models:
e Decision Tree (DT): A highly interpretable rule-based classifier.Multiple decision trees are combined in the Random
Forest (RF) ensemble model to improve generalisation.
e Support Vector Machine (SVM): A powerful classifier that can differentiate between authentic and fraudulent websites.
e The ensemble learning technique combines predictions from these classifiers using the following methods to improve
performance:
e Soft Voting: Determines the final categorisation by averaging the probability scores from several models.
e Hard Voting: To classify the URL, the majority of classifiers' decisions are taken into consideration.
5. Evaluation and Performance Metrics:
To guarantee generalisation, the model is trained and evaluated using cross-validation (K=5). The performance of the system is
assessed using:
Correct classifications are measured by accuracy.
Precision: Evaluates the percentage of phishing URLSs that are accurately identified.
Recall: Evaluates how well the model can identify phishing attempts.
Recall and precision are balanced by the F1-score.
The trade-off between true positives and false positives is assessed by the ROC-AUC score.

akrwpnE

6. Deployment and Future Enhancements:

Flask/Django is used to deploy the suggested system as a web-based application. In order to combat emerging
phishing techniques, future improvements will include browser extensions, real-time adaptive learning, and deep learning
integration.

By offering a scalable, effective, and dependable phishing detection system, our hybrid approach enhances online
security for people everywhere.

VI. RESULTS

1. Overview:

A dataset of more than 11,000+ phishing and legitimate URLs was used to assess the suggested hybrid machine
learning-based phishing detection system. To assess the system's efficacy in identifying phishing websites, tests were conducted
on its accuracy, precision, recall, F1-score, and ROC-AUC score. The findings show that the hybrid model performs better than
conventional single-model techniques, minimising false positives while increasing detection accuracy.

2. Model Performance Comparison:
The hybrid model (Decision Tree + Random
Forest + SVM) was evaluated against separate classifiers
to confirm its efficacy:
Table 2. Results of the experiments

Model Accuracy (%) Precision (%) | Recall (%) F1-Score (%) ROC-AUC (%)
Decision Tree (DT) 89.5 87.3 86.1 86.7 88.2

Random Forest (RF) 92.8 90.5 91.2 90.8 91.9

Support Vector | 91.4 89.7 88.9 89.3 90.5

Machine (SVM)

Hybrid Model (DT + | 96.3 94.8 95.1 94.9 95.6

RF + SVM)

In comparison to individual models, the hybrid model greatly improved detection performance, achieving the greatest accuracy of
96.3%. A well-balanced model that minimises false positives and false negatives is shown by the F1-score of 94.9%.

3. Confusion Matrix Analysis:
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The hybrid model's confusion matrix displays:

e 5250 True Positives (TP) (phishing URLSs correctly recognised)

e 5200 True Negatives (TN) (genuine URLs correctly recognised)

e False Positives (FP): 150 (phishing-classified legitimate URLS)

e 100 False Negatives (FN) (phishing URLs incorrectly identified as authentic)
The model is very dependable and reduces inaccurate classifications, as evidenced by the low false positive and false negative
rates.

4. Performance Improvement with Feature Selection:

By lowering dimensionality without compromising accuracy, feature selection strategies like Mutual Information Gain and
Recursive Feature Elimination (RFE) increased classification efficiency. The model became more scalable as a result of the
optimised feature set, which helped to reduce computational costs by 15%.

5. Comparison with Traditional Methods:

The suggested machine learning algorithm detects zero-day phishing assaults with significantly higher accuracy than
conventional phishing detection approaches like blacklists and heuristic-based methods. The hybrid machine learning approach
successfully generalises across various phishing techniques, whereas blacklist-based detection systems frequently fall short in
identifying recently created phishing websites.

Performance Comparison of Phishing Detection Models
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Figure 2. Experimental results

VII. CONCLUSION

Phishing attacks continue to pose a serious threat to cybersecurity since they can result in data breaches, identity theft, and
monetary losses. Because attack tactics are constantly changing, traditional detection techniques like heuristic-based approaches
and blacklists are useless against freshly created phishing websites. This work suggested a hybrid machine learning-based phishing
detection system that uses ensemble learning approaches to combine Decision Tree (DT), Random Forest (RF), and Support Vector
Machine (SVM) in order to overcome these constraints. In order to extract important parameters including URL length, domain age,
HTTPS presence, subdomains, and special character patterns, a dataset of more than 11,000 legitimate and phishing URLs was
examined. To improve model efficiency, feature selection methods such as Mutual Information Gain and Recursive Feature
Elimination (RFE) were used.With a 96.3% accuracy rate and fewer false positives and false negatives, the hybrid model beat
individual classifiers, according to experimental results. Notwithstanding its efficacy, issues including dynamic phishing tactics,
deep learning integration, and real-time detection still exist. To further improve phishing detection capabilities, future research will
concentrate on combining deep learning models, browser extensions, real-time threat intelligence, and adaptive learning strategies.
This work demonstrates how hybrid machine learning models can improve cybersecurity and open the door for future phishing
detection systems that are more resilient and flexible.
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