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ABSTRACT:

CheatGuardX uses Al technology to establish examination trustworthiness by performing real-time observation
and automatic fraud detection functions. Reinforcement Learning-based Convolutional Neural Networks (RL-CNN)
enable the system to detect suspicious activities which include improper head movements together with multiple facial
appearances and external object usage accurately. This system uses multiple elements including the detection of head
pose along with assessment of noise and tracking of objects and faces to secure exam conditions. The warning system
operates through a defined protocol which starts with repeated alerts for minor offenses yet triggers instantaneous
termination to account for multiple face detection and object regulations. The interface of CheatGuardX allows users to
engage easily in assessments but it ensures rigorous monitoring rules along the way. The system efficiently handles
video stream processing which leads to reduced latency and improved capability of detecting fraudulent activities. Real-
time examination monitoring tools in the Admin Dashboard enable administrators to observe participant status together
with violation detection and they can regulate exam permissions while receiving instantaneous reporting data.
CheatGuardX demonstrates excellent capacity to scale across large online assessment operations which enables fair and
secure remote tests for numerous participants. The evaluation covers system architecture and functionality alongside its
effects on remote exam monitoring while proving CheatGuardX as an advanced artificial intelligence solution for
testing security.

KEYWORDS: CheatGuardX, Reinforcement Learning-based Convolutional Neural Networks (RL-CNN), Online
Assessment, Artificial Intelligence, Fraudulent Activities.

1. INTRODUCTION

As digital learning increases students need reliable digital exam monitoring systems more than ever today. Manual exam
watching becomes impossible during mass online exams and basic artificial intelligence systems cannot catch new ways students
attempt to cheat. Students now use artificial intelligence to create faces and connect to devices while screen mirroring their activities
and speaking secretly through their audio equipment all test current monitoring systems. Proctoring tools are less effective because
students fear invasion of their privacy and staff cannot react instantly to problems.

CheatGuardX uses Al technology to defend exam safety by training its RL-CNN system to spot new cheating behaviors.
As it learns from new cheating patterns the system gets better at finding cheating while still making few mistake detections. This
system uses multiple face tracking, head movement monitoring, audio analysis and object detection as separate security layers with
advanced detection methods. CheatGuardX delivers better response speeds plus reduced bias and extended application reach
because of its automated intelligent features.The team has verified CheatGuardX by testing it on different online assessment systems
in practical environments. Its updated Al technology keeps watch on students continuously while holding personal privacy safe
which proves superior to current exam supervising practices. The automatic Al monitoring system uses monitored student behavior

JETIR2504056 ] Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org ‘ a450


http://www.jetir.org/

© 2025 JETIR April 2025, Volume 12, Issue 4 www.jetir.org (ISSN-2349-5162)

data to create a dependable non-obtrusive check system.This extensive document explains all the components and technology
updates of the CheatGuardX system. More students now use online study platforms but proper exam security remains our top
concern so CheatGuardX leads this important change.

2. OBJECTIVES OF STUDY
Online assessments have created issues that affect how students prove their knowledge with secure methods online.
Traditional proctoring with human employees causes high expenses while resulting in poor checking performance and unequal
treatment. Human proctors cannot watch many students at different examination locations as testing numbers increase. Many Al-
based testing monitors fail to detect suspicious behavior because they produce many wrong alarms throughout tests. People who
want to cheat often escape detection because they possess complex ways to do it using whispers, hidden tools, and eye movements.

CheatGuardX developed an Al system to surveil online exams accurately and protect personal privacy using real-time
monitoring. The system includes:

e Anomaly detection with artificial intelligence responds instantly to notice unauthorized head movements plus detects
background sounds multiple faces and questionable objects to stop cheating.

e Through RL-CNN dynamic sensitivity the system differentiates between normal body movements and security threats to
keep wrong positive detection low.

e The system protects exam security by detecting unusual noises and objects with YOLOv8 and NLP methods while
monitoring speech patterns to identify unauthorized help.

e  Our privacy-first monitoring plan keeps examinees protected with proper online observation that stays out of their personal
space.

e This system lets institutions run online tests across many accounts without needing many people to oversee them.

e The advanced Al systems of CheatGuardX help create a strong secure and effective large-scale exam monitoring service.
The system protects virtual tests from unfairness and deceitfulness so academic institutions can maintain honest standards at
reasonable budget levels.

3. BACKGROUND WORK
The most crucial phase in software development is the background work. Numerous writers conducted preliminary studies
on this relevant topic, and we will consider key papers to expand our work.
Online exam use has prompted the development of Al tools that fight cheating during tests and protect their honesty. This
research review includes findings from latest research about Al-based test monitoring systems:

Paper Title Authors Year Key Contributions

Proposed an  Al-based  system
integrating  proctoring and grade

Preethi D., rediction using machine learnin

Reshma\K.. gl orithms like gk-NN Naive Ba esg

Artificial Intelligence based Student Proctoring in Online | Vigneash L., P. g o . y '

L. - . . 2023 SVM, and Lion  Optimization.
Examination and Grade Prediction[1] Divya, Senthil . .

Ganesh R Achieved 95.2% accuracy in grade

prediction and utilized anomaly
detection for identifying cheating
behaviors.

Sivakumar S. A.

Developed an intelligent online

proctoring system (IOPS) utilizing Al

for monitoring online exams.

The Design, Implementation and Pilot Application of an . Implemented real-time face recognition
. . . . JiaJ., He. 2022 . .

Intelligent Online Proctoring System for Online Exams[2] and voice detection, and successfully

applied the system in a university

setting during the COVID-19

pandemic.
. - . Developed a deep learning-based
Towards Effective and Efficient Online Exam Systems P P . g .
. . . . Kaddoura S., approach for real-time cheating
Using Deep Learning-Based Cheating Detection . 2022 . L
Gumaei A. detection using video frames and
Approach[3]

speech analysis. Utilized convolutional
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neural networks (CNNs) and Gaussian-
based discrete Fourier transform (DFT)
methods, demonstrating the system's
efficiency and effectiveness.
Proposed an automated online exam
proctoring system leveraging
. . - multimedia analytics to detect cheating
Automated Online Exam Proctoring [4] Not specified 2017 . . .
behaviors. Emphasized the importance
of integrating various data sources for
comprehensive monitoring.
Conducted a comprehensive review of
A Systematic Literature Review on Online Assessment Garg M., Goel of‘"”_e as§essment security measures,
Security [5] A 2022 highlighting th«.a challer?ges and .
advancements in Al-driven proctoring
systems.
Explored the ethical considerations of
. . . . . Terpstra A., De . . .
Online Proctoring: Privacy Invasion or Study Alleviation? RoOij A., 2023 online proc_tor_mg, b_alanc,tmg the need
[6] Schouten A. for academic integrity with privacy
concerns.
Cleophas C., Investigated patterns of collusion in
Who’s Cheating? Mining Patterns of Collusion from Text | Honnige C., 2023 online exams using data mining
and Events in Online Exams[7] Meisel F., techniques, providing insights into
Meyer P. common cheating behaviors.
VermaP., Developed a smart Al-based proctoring
Automated Smart Artificial Intelligence-Based Proctoring | Malhotra N., 2024 system employing deep learning to
System Using Deep Learning[8] Suri R., Kumar enhance the detection of cheating
R. activities in online exams.
Addressed the challenges of
Video-Based Action Detection for Online Exam Felsinger D., ?mplementing videg-based proctoring
L . . Halloluwa T., 2024 in resource-constrained environments,
Proctoring in Resource-Constrained Settings[9] | - . .
Fonseka I. proposing efficient action detection
methods.
Cui C., Hung J.,
Malhotra V.,
Goel H., Introduced Examinator v4.0, a system
Examinator v4.0: Cheating Detection in Online Take- Apoorv R., 2024 designed to detect cheating in online
Home Exams [10] Starner T., take-home exams using advanced Al
Joyner D., Kim techniques.
M., Wang X.,
Xia M.

These studies collectively emphasize the evolution of Al-driven proctoring systems, from traditional rule-based methods to
adaptive and intelligent mechanisms incorporating machine learning and deep learning techniques. The integration of facial
recognition, gaze tracking, sound analysis, and reinforcement learning has significantly enhanced the adaptability and accuracy of
these systems in maintaining academic integrity during online assessments.

4. EXISTING SYSTEM
Standard online examination watch systems use people, programmed Al checks, and basic facial discovery methods. Basic
exam protection systems have fundamental problems that reduce their strong security performance.

The following are the primary drawbacks of the current system.

Limitations of Current Systems:

1) High False Positive Rates: Al systems with rule-based functions frequently analyze regular student actions as cheating
incidents. The system might produce mistakes because small changes in the room environment happen during testing.Al
detectors produce wrong results which complicate learning for students and make checking work more demanding.

2) Limited Real-time Adaptation: Almost all Al proctoring tools use fixed detection rules. The system cannot add new
abilities to find cheating tactics that professionals have not yet detected. Modern students find ways to cheat that outdate
these monitoring systems.
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3) Human Dependency: Most exam proctor systems need human staff to monitor users. Increases operational costs and
leads to inconsistent monitoring. Exam results become less just because examiners bring personal preferences while
doing their job.

4) Lack of Multi-Modal Analysis : Most systems use technology that checks your facial appearance and watches screen
activities. Our solution does not contain functions such as sound analysis, object detection, and behavioral monitoring.
Student vulnerabilities can exist because the technology does not prevent them from sharing information through
whispers or hiding items.

5) Scalability Issues: Big monitoring operations during exams struggle because of limited available resources. The systems
need additional funding to work across larger groups yet generate small performance improvements. Most educational
organizations find it hard to deliver stable supervision to all their students at once.

Improving Al-driven exam monitoring needs reinforcement learning technology combined with real-time checks of
various data types to make testing better in every setting.

5. PROPOSED SYSTEM

CheatGuardX uses engineered RL-CNNSs to protect digital exams with Al-guided monitoring technology. Traditional
proctoring systems have fixed barriers that create wrong alerts yet CheatGuardX updates its security response to spot and stop
cheating earlier. Our system uses multiple surveillance types such as facial orientation, audio noise listening, item detection
(YOLOV8), browser switches monitoring, and behavior recognition to fully protect online tests. Real-time Admin Dashboard
technology gives exam supervisors full monitoring access with automatic warning tools and let them adjust detection sensitivity
for each test. CheatGuardX offers a cloud-based structure that connects to Learning Management Systems and serves
organizations of any size during online exams while upholding secure data handling and privacy rules.
Advantages of the Proposed System:

1) RL-CNN finds cheats better than other systems and stays updated with new ways students try to cheat.The solution
decreases the number of wrong alerts against students when environment factors fluctuate.The system makes automatic
decisions which decreases dependence on human proctors and saves operation expenses.

2) Multi-Modal Monitoring — Combines facial recognition, sound analysis, object detection, and behavioral tracking for
enhanced securitOur cloud system can handle many exam students while connecting easily to Learning Management
System platforms.

3) Real-Time Alerts & Exam Termination — Issues immediate warnings and auto-terminates exams upon severe violations.
The system shows what administrators need to see by giving live tracking and letting users adjust privacy settings.

4) User-Friendly Interface — Simplifies navigation for both students and administrators.

5) Privacy-Focused Approach — Implements data encryption and compliance with privacy regulations. Our solution operates
effectively with laptops desktops and mobile devices that our software supports. Our Al system teaches itself through RL
technology and develops better detection methods day by day.

6. PROPOSED MODEL

In this section we are going to discuss multiple models which are used in this current work. CheatGuardX
implements a structured automatic algorithm to deliver secure and adaptive automated online proctoring services. The
following list details CheatGuardX's system components using an algorithmic explanation of their operations.
1) User Authentication Algorithm

The authentication system protects test access by checking only the genuine candidates.
Algorithm: Secure Login & Authentication

Input: Username, Password, Face Image

Output: Access Granted or Denied

System accepts credentials which consist of username and password from the user.
The System checks the input credentials against stored information in the database.
Face verification occurs only after successful verification of credentials.
The system conducts image capture of the current face which gets compared to saved face data from
registration records.
If match > threshold — Grant access.
Else — Deny access and prompt retry.
If multiple failed attempts, trigger account lock.
5. The system requires constant time O(1) to fetch information from the database along with face recognition
comparisons.

Mo
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2) Al-Based Exam Proctoring Algorithm

This module monitors real-time candidate behavior using multiple Al models.
Algorithm: Al-Driven Proctoring
Input: Live Webcam Feed, Audio Feed, System Activity
Output: Normal or Flagged Activity

1. The monitoring proceeds in real-time immediately after starting the examination.
2. Run the following checks concurrently:
Head Pose Detection:

Suspicious activity flag gets activated if the user's head moves beyond specified thresholds.
Gaze Tracking:

The system will generate a warning notification once user gaze remains outside the screen area longer than
specified timeframe.

Noise Detection:
The detection of background speech will activate the system alert.
Object Recognition (YOLOVS):
The system detects unauthorized items that include mobile devices and books and additional facial items. System will
stop the assessment immediately upon noticing any cheating behavior.
Tab Switching & System Monitoring:

A warning gets triggered when a user switches tabs X times within the time period Y.The system will
automatically end the examination after Z detected violations occur. The system should record all recorded events
within its database.When cheating violations pass the set threshold value the examination requires immediate
termination.The system will keep monitoring until the examination period completes.The frame processing takes time
proportional to the amount of concurrent Al checks which is denoted as n.

3)Warning & Termination Algorithm
Ensures fair and adaptive decision-making.
Algorithm: Multi-Stage Violation Handling
Input: Flags from Al models
The system produces either continuing the exam session or issuing an alert or ending the test process.
Initialize violation counter (V = 0).
For each detected violation:
If minor violation (e.g., short gaze shift) — Issue a warning and increment V.
A termination of the examination happens instantly when major violations such as detecting multiple faces
occur.
If V > max threshold (e.g., 3 warnings) — Terminate exam.
The system will record violation occurrences while alerting the examination supervisor through notification.
Each violation check requires only a constant amount of time (O(1)) during processing.

4) Reinforcement Learning-Based Adaptive Al Algorithm (RL-CNN)

RL-CNN operates as a Reinforcement Learning-Based Adaptive Al Algorithm to run the system detection
parameters.Through this method the system acquires knowledge from previous cheating incidents while adjusting
detection thresholds automatically.

Algorithm: Reinforcement Learning-Based Model Training
Input: Past Exam Data, Flagged Cases
Output: Updated Al Model with Improved Accuracy
1. Past exam records with indications of cheating must be brought into the system before starting the training
process.
2. Training Reinforcement Learning (RL-CNN) models requires a process to achieve optimization.
3. The system sensitivity should be tuned down to reduce how frequently incorrect alarms get triggered.
Dynamic Adaptation: Identify new cheating trends from exam data.
Use reward-based training:
Correct detection — Positive reward
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False positive — Negative reward
Negative reward follows from failed instances of catching cheating during exams.

The updated model weights will be provided to deploy an improved version of artificial intelligence through
continual weight updates to the system.
Complexity: O(m x n) (where m = training iterations, n = dataset size).

5) Admin Dashboard & Reporting Algorithm
The system enables immediate observation and creates assessments after exams have finished. The Admin
Dashboard & Report Generation system operates based on the following algorithm.
Input: Exam Logs, Proctoring Data
Output: Violation Reports, Action Logs

1. The system should retrieve complete records of exams that proctors managed.
2. The platform allows users to select one or multiple statuses (Completed or Terminated or Flagged Cases) from
its list.
Generate cheating reports, including:
Violation Type, Timestamp, Candidate Details.
The system uses Chart.js graphical analysis to detect trends.
The audit team can access exam logs through the CSV file format.
The system provides admins with a function to modify future sensitivity settings.
The sorting operation for log visualizations requires complexity at the level of O(n log n).

A

Advantages of CheatGuardX (Algorithmic Impact)

The precise identification of anomalies benefits from the usage of RL-CNN detection algorithms.Dynamic
sensitivity controls assist in decreasing the number of unwanted system alerts.
Real-Time Alerts & Actions — Immediate response to suspicious activities.
Multi-Modal Monitoring — Uses gaze tracking, object detection, and noise analysis.
The system terminates examinations automatically while avoiding the need for human operator involvement in critical
situations.
Scalability — Supports large-scale online exams via cloud-based architecture.The detection capabilities of Al-Driven
Continuous Learning systems improve through time because of the reinforcement learning mechanism.
Admin Dashboard & Reports — Enables post-exam audits and pattern analysis.

7. EXPERIMENTAL RESULTS

In this project, we utilized Python as the programming language to develop the proposed application, which is executed on
web interface. These images demonstrate how CheatGuardX arranges its interfaces while presenting its artificial intelligence
proctoring system combined with administrative management tools. These screenshots include:

Login & Registration Pages :

Joinwith us ! Welcome !

Explanation: From the above images, we can clearly see registration and login are required for user or admin authentication.
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Dashboard Page:

S SMART PROCTORING = SMARTPROCTORING

DASHBOARD DASHBOARD

Welcome, Geethika! Upcoming Exams

s E]

PCOMGENS

Explanation: From the dashboard administrators can view the examinees as well as track violations and manage all settings related
to exams.

Explanation: The Exam Monitoring System utilizes Al through an interface that combines face detection with head pose
recognition and sound examination and object identification.

vy —_
Take Exam Access Control

Usermame Email

Explanation: The system displays complete logs and graphical representations to show how examinees finish their exams along
with cases of misconduct detection.
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Explanation : The screenshots show how the system operates while maintaining smooth monitoring functions for preventing
cheating and ensuring exam integrity.

8. CONCLUSION & FUTURE WORK

CheatGuardX is a state of the art Al based proctoring system which makes use of advanced deep learning to improve the
security and integrity of examinations while being online. The system manages to mitigate down the shortcomings of features of
regular proctoring methods, such as inefficiencies, an excessive variety of false positives, and lack of adaptability to changes in
cheating tactics. CheatGuardX is an Al powered face tracking, head pose estimation, noise detection and real time object
recognition based tool that assures accurate and fair exam monitoring.To dynamically switch between the sensitivity thresholds
needed to reduce the false alerts while maintaining the strict proctoring standards, the system integrates OpenCV, Mediapipe,
YOLOVS, and RL-CNN. It provides you with an Admin Dashboard which is intuitive to monitor examinee, track the violation and
manage the exam settings. Additionally, it has been equipped with real time alerts, automatic examination termination incase of
multiple violations and visual analytics through the use of Chart.js.Realising this CheatGuardX places high value on adaptability,
real-time monitoring and use of Artificial Intelligence for decision making which increases the value from the traditional rule-based
proctoring methods. It can handle large scale online exams and at the same time meet its highly stringent security requirements by
virtue of its architecture.

Future Work

On the other hand, CheatGuardX’s future development should involve scaling up its Al capabilities, increasing its accuracy
and scalability to be able to serve more users. The 24 of multi modal biometric authentication is one of the key area of

improvement which is a combination of face recognition with the help of voice or fingerprint authentication. Further, speech
recognition based on Natural Language Processing (NLP) can be deployed to recognize the unauthorized verbal aids amid tests. The
detection accuracy will be improved and the false positives will be minimized by training deep learning models on diverse datasets.
By being Cloud based and deployed on AWS or Google Cloud, the system will be able to manage thousands of simultaneous
examinees. It is future planned update is behavioral analysis through predictive Al models, so that the system can flag at potential
cheat attempts before it happens. In addition, administrators can determine their own proctoring policies to reduce the user
experience change between various types of assessment. Finally, we will develop a real time live proctoring dashboard for
administrators that will provide more control to the administrators, such as manual intervention, live video feeds and automated
violation categorization. Continuous evolution with latest Al techniques and user feedback would be the way for CheatGuardX to
redefine the benchmarks for remote proctoring driven by Al—aiming for insignificant disturbances while ensuring a secure and
seamless online examination experience..
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