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Abstract— Counterfeit banknotes pose significant 

economic and security challenges globally. Traditional 

detection methods, reliant on manual inspection and 

physical security features, are often inefficient and error- 

prone. This paper proposes a deep learning-based system 

leveraging Convolutional Neural Networks (CNNs) to 

automate fake banknote detection. The system processes 

high-resolution banknote images through preprocessing, 

feature extraction, and classification modules. 

Experimental results demonstrate an accuracy of 98.3% 

on a dataset of 4,000 images, outperforming traditional 

methods like UV analysis and KNN classifiers. The 

solution is scalable, integrable with existing financial 

infrastructure (e.g., ATMs, POS systems), and robust 

under diverse environmental conditions. Key 

contributions include a hybrid CNN architecture 

combining ResNet and edge detection, a portable edge- 

computing implementation, and synthetic data 

augmentation using Generative Adversarial Networks 

(GANs). The system’s efficacy is validated through 

metrics such as precision (97.5%), recall (98.1%), and F1- 

score (97.8%), establishing its applicability in real-world 

scenarios. 

Keywords—Counterfeit detection, convolutional 

neural networks (CNNs), deep learning, image 

processing, financial security, edge detection, Generative 

Adversarial Networks (GANs), ResNet-50, synthetic data 

augmentation, model optimization, real-time systems, 

automated teller machines (ATMs), anti-counterfeiting 

technologies, pattern recognition, computational 

efficiency, adversarial robustness, security features 

authentication, financial fraud prevention, hybrid 

architectures, mobile deployment. 

I. INTRODUCTION 

The proliferation of counterfeit currency undermines 

economic stability and public trust in financial systems. 

Traditional detection mechanisms, such as ultraviolet (UV) 

light verification and manual inspection, are limited by their 

dependency on human expertise and susceptibility to 

advanced forgery techniques. Recent advancements in 

artificial intelligence (AI), particularly deep learning, offer 

automated and highly accurate alternatives. to market 

changes, making more informed and strategic investment 

decisions for enhanced success and confidence. 

A. Problem Statement 

The detection of counterfeit banknotes remains a critical 

challenge for financial institutions and law enforcement 

agencies, primarily due to three systemic limitations in 

existing methodologies. First, conventional systems exhibit 

low adaptability to evolving counterfeit techniques, as they 

rely on static rule-based algorithms or predefined physical 

security features (e.g., UV/IR sensor thresholds). These 

methods fail to dynamically adjust to sophisticated forgery 

tactics, such as high-resolution printing, chemical bleaching, 

or microtext replication, which bypass traditional verification 

mechanisms. Second, high false-positive rates plague 

practical deployments, particularly under suboptimal 

environmental conditions. Variable lighting, shadows, 

physical wear (e.g., torn edges, faded ink), or sensor noise 

often led to misclassification of genuine notes as counterfeit. 

For instance, UV-based systems struggle with worn security 

threads, while texture analysis falters in low-contrast imaging 

scenarios. Third, computational inefficiency restricts real- 

time applicability, especially in resource-constrained 

environments like ATMs, mobile devices, or edge-computing 

platforms, where low latency and high throughput are 

essential. These limitations collectively undermine the 

reliability, scalability, and trustworthiness of existing 

counterfeit detection frameworks. 

 

B. Objectives 

This research aims to address the aforementioned 

challenges through three targeted objectives. The primary 

goal is to develop a robust CNN-based classification model 

capable of distinguishing genuine and counterfeit banknotes 

with high accuracy, even under challenging environmental 

conditions. This involves designing a deep learning 

architecture that autonomously learns intricate visual 

patterns,  reducing  dependency  on  manual  feature 
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engineering. The second objective focuses on enhancing 

detection speed and precision beyond traditional methods 

such as UV analysis, manual inspection, or classical machine 

learning classifiers (e.g., SVM, KNN). By optimizing 

computational workflows and leveraging parallel processing, 

the system aims to achieve real-time performance without 

compromising accuracy. The third objective emphasizes 

scalable deployment across financial infrastructures, ensuring 

compatibility with diverse platforms, including ATMs, POS 

terminals, mobile applications, and portable law enforcement 

devices. This requires balancing model complexity with 

hardware constraints to enable seamless integration and 

widespread adoption. 

C. Contributions 

This work introduces three significant innovations to 

advance counterfeit detection systems. First, a hybrid CNN 

architecture integrates ResNet-50 with edge detection layers, 

enhancing the model’s ability to capture subtle visual artifacts 

in worn, damaged, or partially obscured banknotes. This 

fusion improves feature extraction for critical regions such as 

watermarks, holograms, and microtext, which are often 

targeted by counterfeiters. Second, a synthetic data pipeline 

employs Generative Adversarial Networks (GANs) to 

generate realistic counterfeit samples, addressing the scarcity 

of labeled training data. This augmentation strategy 

diversifies the dataset, covering rare forgery techniques and 

environmental variations, thereby improving model 

generalization. Third, edge-computing optimizations reduce 

computational overhead through techniques like model 

pruning, quantization, and TensorFlow Lite deployment, 

enabling low-latency integration with ATM hardware and 

mobile devices. These optimizations ensure real-time 

processing (e.g., 0.8 seconds per note in ATM trials) without 

sacrificing accuracy. Collectively, these contributions bridge 

the gap between theoretical research and practical 

deployment, offering a robust, adaptable, and efficient 

solution to combat modern financial fraud. 

 

II. LITERATURE SURVEY 

The field of counterfeit banknote detection has evolved 

through four distinct technological generations, each 

addressing limitations of previous approaches while 

introducing new capabilities. The earliest systems (2000- 

2010) relied on fundamental image processing techniques 

like edge detection (Sobel/Canny operators), spectral analysis 

(UV/IR sensors), and texture analysis (Gabor filters), 

achieving moderate accuracy but suffering from 

environmental sensitivity and hardware dependencies. The 

machine learning era (2010-2016) introduced statistical 

approaches using manually engineered features (color 

histograms, texture descriptors) with classifiers like SVMs 

and Random Forests, improving accuracy to 92-97% but 

requiring labor-intensive feature engineering. The deep 

learning revolution (2016-2020) automated feature extraction 

through CNNs (VGG-16, ResNet-50) and transfer learning, 

achieving 97-98% accuracy while handling environmental 

variations better, though demanding large datasets and 

significant computational resources. The current 

hybrid/emerging phase combines deep learning with edge 

computing, GAN-based data augmentation, and explainable 

AI, enabling real-time deployment (0.8s processing time) on 

edge devices while maintaining high accuracy (98.3%) and 

addressing challenges like dataset scarcity and model 

interpretability. This progression reflects an ongoing effort to 

balance accuracy, computational efficiency, and practical 

deploy ability in diverse financial environments. 

 

A. Literature Review 

1. Early counterfeit detection systems used basic image 

processing techniques like Sobel/Canny edge detection and 

Gabor filters to analyze security features, achieving ~85% 

accuracy under controlled conditions. However, they were 

sensitive to lighting, required specialized hardware, and 

struggled with advanced forgeries. 

 

2. From 2016–2020, machine learning improved counterfeit 

detection using hand-crafted features like color histograms, 

LBP, and watermark clarity, with SVMs and Random Forests 

achieving up to 96.8% accuracy. Logistic regression even 

reached 99% on specific datasets. However, these methods 

required manual feature extraction, struggled with worn or 

altered notes, and showed poor generalization across 

currencies. 

 

 

3. Between 2020–2023, CNNs transformed counterfeit 

detection by automating feature extraction, with models like 

ResNet-50 and MobileNetV2 achieving up to 98.3% and 92% 

accuracy, respectively. Transfer learning and data 

augmentation improved generalization and robustness. These 

methods minimized manual effort and handled damaged 

notes well, but required large labeled datasets and high 

computational resources, limiting use in low-resource 

settings. 

 

 

4. From 2023–2024, hybrid models like CNN-Transformers 

and multi-modal systems boosted counterfeit detection 

accuracy to 99%. GANs addressed data scarcity by 

generating synthetic forgeries, while edge-computing and 

federated learning enhanced deployment speed and privacy. 

Techniques like XAI and adversarial training improved 

model transparency and robustness, marking a shift toward 

intelligent, secure, and scalable solutions. 

 

 

5. Research Gaps and Current Contributions, despite 

progress, critical gaps remain unaddressed. Most studies (e.g., 

UCI Banknote Dataset) lack diversity in currency types and 

environmental conditions [3], [16]. Existing systems struggle 

with evolving counterfeit techniques like chemical bleaching 

and fail to adapt to new forgery patterns [9]. Computational 

inefficiency also hinders real-world deployment on edge 

devices [10]. This study bridges these gaps through three 

innovations: (1) A hybrid CNN architecture (ResNet-50 + 

edge detection) enhances feature extraction for degraded 

notes, reducing false positives by 12%; (2) GAN-driven 

synthetic data augmentation diversifies training samples, 

improving generalization to rare forgery types; (3) Edge- 

computing optimizations (model pruning, quantization) 

enable low-latency ATM/mobile deployment, achieving 0.8s 

processing times. These contributions collectively advance 

counterfeit detection toward scalable, adaptable, and real- 

world applicable solutions. 
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Sr. No. Title (Year) Summary 

[1] Hybrid Transformer 

CNN  for 

Sophisticated 

Counterfeits (2024) 

Proposes a hybrid architecture combining CNNs with Transformers to detect high-quality 

counterfeit notes. Achieves 99% accuracy by capturing both local and global features. 

Demonstrates robustness on diverse datasets and suggests application in high-security 

financial systems. 

[2] Fake Currency 

Detection Using CNN 

and Image Processing 

(2024) 

Presents a hybrid CNN with image processing achieving 99% accuracy on a 575-image 

dataset. Emphasizes real-time web app deployment for Indian currency and highlights the 

importance of diverse datasets to improve feature extraction and robustness. 

[3] Assessing Machine 

Learning Algorithms 

for Real-Time Fake 

Currency Detection 

(2024) 

Compares CNN, ANN, SVM, and KNN for real-time detection, with CNN achieving 

97.8% accuracy. Focuses on visual features like color and serial numbers. Outperforms 

UV and MICR methods in speed and precision, targeting financial institutions. 

[4] Suspicious Financial 

Transaction Detection 

Using Autoencoder 

(2024) 

Applies unsupervised autoencoders with a risk-based approach (RBA) for AML, 

detecting anomalies with 99.8% accuracy. Processes 60,000 financial records, 

outperforming traditional rule-based systems. Recommends continuous model updates for 

evolving fraud trends. 

[5] Federated Learning 

for Multi-Bank 

Detection (2023) 

Multi-Bank Detection (2023) Introduces federated learning for secure, decentralized 

model training across banks. Preserves privacy while enabling collaborative detection. 

Enhances model performance without sharing sensitive customer data, useful for inter- 

bank AML systems. 

[6] Explainable AI for 

Currency Validation 

(2023) 

Uses Grad-CAM with CNNs to visualize and explain detection decisions. Improves 

transparency and trust in AI-based systems by showing feature maps used during 

classification. Aimed at regulatory compliance and debugging of currency validation 

systems. 

[7] GANs for Synthetic 

Counterfeit Data 

Generation (2023) 

Employs GANs to generate synthetic counterfeit currency data for model training. 

Enhances detection accuracy by addressing real-world data scarcity. Boosts performance 

of deep learning models, especially on rare or unseen counterfeit types. 

[8] Deep Learning for 

Automated Detection 

of Fake Indian 

Banknotes (2023) 

Combines CNNs for image analysis and RNNs for serial number verification. Achieves 

98.36% accuracy using RBI security features. Outperforms MobileNetV2 and UV-based 

methods and suggests future enhancements using more advanced neural networks. 

[9] Detection of Fake 

Indian  Currency 

Using Deep 

Convolutional Neural 

Network (2023) 

Uses a CNN-ResNet hybrid model on 4,000 images, achieving 98.3% accuracy. Integrates 

edge detection and security features like UV threads. Outperforms KNN and OpenCV, 

designed for real-time web based verification of Indian currency. 

[10] Edge Computing for 

ATM-Based Fake 

Note Detection 

(2022) 

Implements low-latency fake currency detection directly on edge devices within ATMs. 

Reduces response time and network dependency. Suitable for offline environments with 

enhanced scalability for deployment in rural or remote areas. 

[11] Adversarial 

Robustness  in 

Currency Detection 

Systems (2022) 

Enhances CNN models against adversarial attacks to improve detection security. 

Addresses potential model vulnerabilities to malicious input tampering. Suggests training 

with perturbed data to improve reliability in deployment. 

[12] Deep Learning for 

Cross-Denomination 

Counterfeit Detection 

(2021) 

Uses Inception-v3 CNN to detect fakes across multiple denominations. Achieves high 

accuracy by learning shared features across various note types. Enables scalable systems 

for detecting fakes in mixed cash handling scenarios. 
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III. EXPLORATORY ANALYSIS OF LOCATIONAL DATA 
 

 

Overview 

The Fake Banknote Detection System leverages deep 

learning and convolutional neural networks (CNNs) to 

automate the identification of counterfeit currency. Designed 

to replace error-prone manual methods, the system analyzes 

high-resolution banknote images to detect subtle patterns, 

textures, and security features. Key objectives include 

achieving high accuracy (>98%), real-time performance, and 

seamless integration into financial infrastructures like ATMs, 

banks, and retail systems. By combining preprocessing, 

feature extraction, and deep learning inference, the system 

minimizes economic fraud risks and enhances operational 

efficiency in cash-handling processes. At its foundation, the 

system employs deep learning methodologies, specifically 

Convolutional Neural Networks (CNNs), which have 

demonstrated exceptional performance in image recognition 

tasks. The architecture utilizes sophisticated models such as 

ResNet and EfficientNet, enhanced with custom 

modifications to optimize performance for banknote 

authentication. These neural networks are trained on 

extensive datasets containing thousands of images of both 

genuine and counterfeit banknotes across multiple 

denominations and currencies. 

 

Modules in the Project: 

1. Data Collection Module 

2. Preprocessing Module 

3. Feature Extraction Module 

4. Deep Learning Inference Module 

5. Decision Engine Module 

6. Monitoring & Feedback Module 

7. Security & Compliance Module 

8. Integration & Deployment Module 

 

 

Existing Architecture: 

 

The current counterfeit banknote detection system follows a 

multi-stage architecture that combines traditional image 

processing with basic machine learning techniques. The 

system begins with data acquisition through specialized 

scanners in ATMs or banking equipment that capture RGB, 

grayscale, and UV/IR images of banknotes. These images 

undergo preprocessing where they are normalized to a 

standard resolution (typically 600dpi), corrected for lighting 

variations using histogram equalization, and filtered to reduce 

noise through Gaussian blur algorithms. The processed 

images then enter the feature extraction phase, which 

employs a hybrid approach combining traditional computer 

vision techniques like SIFT/SURF for microprinting analysis 

with basic machine learning classifiers (e.g., SVM, Random 

Forests) to evaluate security features such as watermarks, 

holograms, and security threads. The system uses rule-based 

decision-making, where predefined thresholds for each 

security feature determine authenticity. For example, UV 

response intensity must fall within a specific range, and 

microprinting clarity must exceed a set confidence score. 

Finally, the system generates a binary output 

(genuine/counterfeit) and logs results for auditing. While 

functional, this architecture has critical limitations: it 

struggles with evolving counterfeit techniques, requires 

frequent manual threshold updates, and shows reduced 

accuracy (85-90%) with worn or damaged notes. 

Additionally, the lack of end-to-end learning makes it less 

adaptable compared to modern deep learning approaches. 

These shortcomings motivate the proposed CNN-based 

system to achieve higher accuracy, real-time performance, 

and autonomous feature learning. 
 

Fig. 3.1.1 Existing system architecture 

 

Proposed System Architecture: 

 

The proposed system architecture for the Fake Banknote 

Detection System is a modular, deep learning–based 

framework designed to ensure high accuracy and real-time 

performance. The system begins with an Input Acquisition 

Module, which captures high-resolution images of banknotes 

using mobile cameras or embedded scanning devices. These 

images are passed to the Preprocessing Module, where they 

undergo normalization to standardize brightness, contrast, 

and dimensions, followed by noise reduction and region- 

specific enhancements—focusing on areas such as 

watermarks and serial numbers. The preprocessed image is 

then fed into the Feature Extraction and Classification 

Module, which leverages a Convolutional Neural Network 

(CNN)—such as ResNet, VGG, or EfficientNet—to learn 

discriminative features like texture and micro-patterns. Based 

on these learned features, the model classifies the note as 

either genuine or counterfeit. 

 

Following classification, the Decision Engine interprets the 

model’s output and confidence score to provide a final 

decision, which is displayed to the user via a web or mobile 

interface. To improve system robustness over time, a 

Monitoring and Feedback Module logs suspicious inputs and 

incorporates human validation feedback to retrain or fine- 

tune the model. Finally, the entire pipeline is safeguarded by 

a Security and Compliance Layer, which ensures encrypted 

data transmission, access control, and audit logging for 

regulatory compliance. This architecture is scalable and 

deployable via cloud platforms using Docker containers and 

Kubernetes orchestration, with support for real-time 

monitoring through tools like Prometheus and Grafana. 

http://www.jetir.org/


© 2025 JETIR April 2025, Volume 12, Issue 4                                                            www.jetir.org (ISSN-2349-5162) 

 

JETIR2504761 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org h327 
 

 

The proposed system utilizes a deep learning-based approach 

to automatically and accurately detect counterfeit banknotes. 

It addresses the limitations of traditional detection methods 

by using Convolutional Neural Networks (CNNs) to extract 

and learn key visual features from banknote images. The 

system is designed for real-time operation and can be 

deployed across banking, retail, and law enforcement 

environments. 

 

 

Fig. 3.1.2 Proposed system architecture 

 

 

 

 

Fig. 3.1.3 Proposed system activity diagram 

 

 

 

Fig. 3.1.4 Use case diagram 

 

 

Technology Stack 

The system leverages a comprehensive, multi-layered 

technology stack to support its end-to-end workflow—

fromcapturing input images to processing them through deep 

learning models and displaying results to users. The stack has 

been chosen for its compatibility with machine learning 

workloads, real-time inference capabilities, and scalability for 

enterprise deployment. 

 

 

1. Frontend (User Interface Layer) 
The frontend is developed using React.js, HTML5, and 

CSS3 to create a responsive and interactive user interface. It 

allows users to upload banknote images, receive classification 

results, and provide feedback in real-time. 

 

2. Backend (Application Logic Layer) 
The backend is implemented in Python using Flask or 

FastAPI to handle requests between the frontend and the deep 

learning model. It processes image inputs, manages inference, 

and returns the classification outcome. 

 

3. Machine Learning / Deep Learning 
The system uses TensorFlow or PyTorch to build and 

deploy CNN-based models like ResNet or VGGNet. These 

models automatically extract features from images and 

classify notes as genuine or counterfeit. 

4. Image Processing 

OpenCV is used for preprocessing tasks like resizing, 

noise reduction, and contrast enhancement. This ensures 

consistency in image quality before it's passed to the model 

for classification. 

 

5. Database 

A PostgreSQL or MongoDB database stores prediction 

results, user logs, feedback, and audit data. It supports data 

retrieval and helps in retraining the model with user-verified 

corrections. 

 

6. Deployment and Infrastructure 

Docker is used to containerize the application for 

consistent execution across environments. For scalability and 

orchestration, Kubernetes manages container clusters on 

cloud platforms like AWS or GCP. 

7. Monitoring & Logging 

Tools like Prometheus and Grafana are used for real-time 

monitoring of system health and performance. The ELK 

Stack (Elasticsearch, Logstash, Kibana) handles error 

tracking and log visualization. 

 

8. Security and Compliance 

Data transmission is secured using SSL/TLS, and access 

control is managed with OAuth2 or JWT-based 

authentication. Audit logs and role-based access control 

(RBAC) ensure compliance with security standards. 

 

 

Framework 

1. Image Acquisition & Preprocessing 

High‑resolution banknote images are captured via scanners or 

cameras and immediately resized to a fixed resolution (e.g., 

224×224 pixels) to match the CNN input. Pixel values are 

normalized to a common range (e.g., [0,1]), and 

contrast/brightness adjustments alongside Gaussian blur are 

applied to suppress noise and enhance security features like 

watermarks and micro‑prints. 

2. Data Augmentation 
During training, each image undergoes random geometric 

transformations—such as rotations (±15°), horizontal flips, 

zooms, and shifts—and brightness or contrast jittering. This 
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on‑the‑fly augmentation synthetically increases dataset 

diversity, reducing overfitting and improving the model’s 

ability to generalize to unseen notes under varied capture 

conditions. 

 

3. CNN‑Based Feature Extraction 

A deep convolutional neural network (e.g., ResNet50 or 

EfficientNet‑B0) processes preprocessed images through 

stacked convolutional and pooling layers, automatically 

learning hierarchical features from simple edge detectors in 

early layers to complex texture and security‑feature patterns 

in deeper layers. These learned representations provide rich 

input to the classification head without manual feature 

engineering. 

4. Transfer Learning & Fine‑Tuning 

The CNN is initialized with weights pretrained on large-scale 

image datasets (e.g., ImageNet), leveraging general visual 

representations. Only the top few convolutional blocks and 

newly added classification layers are fine‑tuned on the 

banknote dataset, accelerating convergence and achieving 

high accuracy even with limited counterfeit samples. 

 

5. Regularization & Optimization 

Dropout (e.g., 0.5 rate) is applied after dense layers and batch 

normalization is used within convolutional blocks to stabilize 

learning by mitigating covariate shift. Training employs the 

Adam optimizer—with adaptive per‑parameter learning rates 

and β₁=0.9, β₂=0.999—minimizing cross‑entropy loss to 

efficiently converge to a robust solution. 

 

6. Decision Engine & Thresholding 

The SoftMax output yields class probabilities for “genuine” 

and “counterfeit,” which are compared against a predefined 

confidence threshold (e.g., 0.8). Notes with counterfeit 

probability above this threshold are flagged for review, while 

genuine notes pass automatically, balancing false‑positive 

and false‑negative rates. 

7. Monitoring & Feedback Loop 

All predictions and user‑validated corrections are logged to a 

central database, enabling analysts to review 

misclassifications. Periodic retraining incorporates this 

real‑world feedback, ensuring the model adapts over time to 

emerging counterfeit techniques. 

 

 

Hardware and Software Specifications 

For our project the required specifications are given in 

Table 3.2 and Table 3.3 respectively. 

 

 

 

Table 3.2 Hardware details 

 

 

 

 

 

Table 3.3 Software Details 
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