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Abstract :  The spread of misinformation poses a major challenge in today's digital landscape. This study presents a multi-modal 

fake news detection system that utilizes Machine Learning (ML) and Natural Language Processing (NLP) to classify news as real  

or fake. The system processes input from text, images, and speech, integrating Optical Character Recognition (OCR) and speech-

to-text technologies for comprehensive analysis. Leveraging Google Generative AI, the model evaluates extracted content for 

authenticity. This paper also explores recent advancements in fake news detection, highlighting challenges such as adversarial 

attacks, data limitations, and domain adaptation. By addressing these challenges, the study aims to contribute to the development 

of more reliable and scalable fake news detection models. 
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I. INTRODUCTION 

The rapid spread of misinformation across digital platforms poses serious threats to public trust, political stability, and societal 

harmony. Fake news influences elections, financial markets, and public health policies, necessitating robust detection 

mechanisms. With the internet and social media enabling real-time information dissemination, fabricated content can reach millions 

within seconds, amplifying its impact.  

 

Why is Fake News Detection Needed?  

Fake news has far-reaching consequences. Misinformation can sway public opinion, incite violence, disrupt economies, and 

endanger lives by spreading false health-related information. In a world increasingly dependent on digital media for news 

consumption, distinguishing between reliable and deceptive content is crucial to maintaining an informed society. 

 

II. LITERATURE SURVEY 

The detection of fake news has evolved significantly with advancements in Artificial Intelligence (AI), Machine Learning (ML), 

and Natural Language Processing (NLP). This section reviews existing methodologies, datasets, and emerging trends in fake  news 

detection while identifying key challenges and research gaps. 

 

2.1. Early Approaches to Fake News Detection  

Historically, fake news detection relied on journalistic integrity, where news outlets were responsible for verifying the credibility 

of sources before publication. Manual fact-checking by journalists and fact-checking organizations was the primary method of 

combating misinformation. However, this approach was time-consuming, labor-intensive, and lacked scalability (Smith et al., 2020). 

To address these challenges, rule-based systems were introduced, using predefined heuristics and manually curated databases of false 

claims to flag misinformation. While effective to an extent, these systems struggled to adapt to newly emerging misinformation 

patterns that were not explicitly programmed into their logic. The explosion of online content and social media made it increasingly 

difficult for human fact-checkers to keep pace with the rapid spread of misinformation. 

 

2.2. Machine Learning and NLP-Based Approaches  

With the rise of ML and NLP, researchers have developed advanced fake news detection models. Deep learning architectures, 

such as Bidirectional Encoder Representations from Transformers (BERT) and Generative Pre-trained Transformer (GPT), 

have significantly improved classification accuracy by leveraging contextual embeddings (Brown et al., 2023). NLP techniques 
enable AI models to analyze text-based content, detecting linguistic patterns associated with misinformation, such as 

sensationalist language, biased phrasing, or contradictions in factual claims. Sentiment analysis further enhances detection by 
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identifying emotionally charged or misleading narratives. Fact-checking AI systems equipped with knowledge graphs and retrieval-

based verification compare claims against trusted databases to assess their credibility.  

Despite their advancements, these models still face adversarial attacks, data scarcity, and challenges in domain adaptation (Zhang 

& Kumar, 2024). Additionally, while Large Language Models (LLMs) such as GPT-4 demonstrate promising results in fake news 

detection, issues related to bias, explainability, and misinformation amplification remain significant concerns (Davis et al., 2024). 

 

2.3. Multimodal and Ensemble Techniques 

Beyond text-based analysis, multimodal fake news detection has become a critical advancement. These models integrate multiple 

data sources—text, images, videos, and audio—to improve accuracy. Studies show that combining multiple modalities improves 

detection robustness (Miller et al., 2024). For example, deep learning models can cross-reference news headlines with their 

accompanying images to detect inconsistencies or use speech recognition to verify statements made in video content. Ensemble 
techniques that integrate NLP, image recognition, and video verification have demonstrated higher accuracy in detecting fake news 

(Singh & Patel, 2024). These approaches leverage deep learning-based feature fusion, allowing models to cross-check misleading 

content across multiple formats. However, computational complexity and data heterogeneity pose challenges in large-scale 

implementation (Rahman et al., 2024). 

 

2.4. Datasets for Fake News Detection  

The availability of high-quality datasets is crucial for training and evaluating fake news detection models. Several benchmark 

datasets, such as LIAR, FakeNewsNet, and BuzzFeedNews, have been widely used in recent research (Chen et al., 2024). However, 

many datasets suffer from class imbalances, limited real-world diversity, and language constraints, restricting the generalizability 

of trained models. A review by Williams & Garcia (2024) highlights the need for more diverse, multilingual, and up-to-date datasets 

to improve the performance of AI-driven detection systems. Additionally, fact-checking-based datasets have been explored to 

strengthen knowledge-graph-based misinformation detection (Nguyen et al., 2024). 

 

2.5. Research Gaps and Challenges  

Despite significant progress, fake news detection still faces several critical challenges:  

1. Data Scarcity – High-quality labeled datasets remain limited, especially for low-resource languages and emerging 

misinformation trends (Rahman et al., 2024).  

2. Domain Adaptation – Many models struggle to generalize across different topics, platforms, and news formats, leading to 

performance drops in real-world scenarios (Zhang & Kumar, 2024).  

3. Explainability & Bias – AI-based detection methods often lack interpretability, making it difficult for users to trust and 

verify model decisions (Davis et al., 2024).  

4. Adversarial Attacks – Fake news detection models are vulnerable to adversarial manipulation, where misinformation is 

deliberately crafted to evade automated detection systems.  

 

2.6. Objectives of This Study  

This study aims to:  

1. Analyze recent advancements in fake news detection techniques, including ML, NLP, and multimodal detection.  

2. Evaluate key challenges such as adversarial attacks, data scarcity, and domain adaptation.  

3. Review publicly available datasets and their role in training and testing fake news detection models.  

4. Propose future directions for improving detection accuracy, incorporating real-time fact-checking mechanisms, and 

enhancing cross-domain generalization.  

 

2.7. Scope of the Study  

This study focuses on the technological advancements in fake news detection, emphasizing AI-driven methods. It examines 

existing datasets, methodologies, and emerging challenges in the field while exploring potential solutions for enhancing detection 

models. 

 

III. PROPOSED SYSTEM 

This section outlines the methods, techniques, and tools used in the development of the Fake News Detector. The application 

leverages the Google Gemini 1.5 Flash model to classify news content as real or fake, eliminating the need for a manually curated 

dataset. Additionally, it integrates optical character recognition (OCR) for extracting text from images and speech recognition for 

transcribing spoken content into text. 

 

Methodology: 

3.1. Model-Based Approach (No Dataset Used)  

Unlike traditional fake news detection systems that rely on labeled datasets, this research employs the Google Gemini 1.5 Flash 

model, a pre-trained large language model (LLM) trained on diverse web-based data. This model utilizes contextual analysis, 

semantic understanding, and fact-checking mechanisms to classify news content.  
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3.2. Fake News Classification Using Gemini 1.5 Flash  

Once the input text is obtained, it is passed to the Google Gemini 1.5 Flash API, which performs the following steps: 

1. Linguistic & Semantic Analysis: Evaluates coherence, credibility, and linguistic patterns in the news content.  

2. Fact-Checking: Cross-references the information with its pre-trained knowledge and available contextual data.  

3. Classification & Explanation: Determines whether the news is real or fake and provides a explanation for the classification. 

 

3.3. Implementation Tools  

The system is built using the following technologies:  

1. Python 3.7+ – Core programming language for development.  

2. Google Gemini API – For AI-driven fake news classification.  

3. Tesseract OCR – For extracting text from images.  

4. Vosk Speech Recognition – For transcribing speech into text.  

 

3.4. System Workflow 

The Fake News Detector follows a structured workflow to process different types of user input:  

1. User Input: The user submits text, an image, or an audio file. If the input is an image, Tesseract OCR extracts text. If the 

input is audio, Vosk Speech Recognition converts it to text.  

2. Fake News Classification: The processed text is analyzed using Google Gemini 1.5 Flash for credibility assessment. The 

classification outcome is presented with an explanation to enhance transparency.  

 

IV. RESULT AND ANALYSIS 

This section presents the evaluation results of the Fake News Detector, covering model performance, comparisons using 

standard classification metrics, such as reasoning and knowledge, multilingual index, output speed, and total response time. 

Gemini 1.5 Flash stands out as a high-performance model, maintaining a stable output speed of around 180-200 tokens per second 

(TPS), surpassing competitors like Claude 3.5 Sonnet, Claude 3.5 Haiku, and Qwen 2.5 Max, which operate at lower or more 

inconsistent speeds. Unlike models such as DeepSeek V3 and Grok 3, which frequently experience performance drops, Gemini 1.5 

Flash remains steady, making it highly reliable proves to be choice for real-time applications, excelling in speed, efficiency, and 

reliability. 

 

1. Reasoning and knowledge: The percentage values indicate accuracy scores achieved by each model. 
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Fig. 1. Accuracy comparison of Gemini 1.5 Flash with other AI models on the MMLU-Pro (Massive Multitask Language 

Understanding - Pro) Reasoning & Knowledge benchmark. The accuracy percentages indicate each model’s capability in 

reasoning and knowledge-based tasks (Artificial Analysis, 2025). 

 

2. Multilingual Index (Artificial Analysis): Evaluates AI models on their multilingual capabilities.  

 

Fig. 2. Multilingual proficiency of Gemini 1.5 Flash in the Multilingual Index benchmark (Artificial Analysis, 2025). The 

percentage values represent the model’s capability in handling multiple languages, with Gemini 1.5 Flash achieving 81%, 
positioning it in the upper-mid tier of tested models. 

 

 

3. Intelligence vs. Total Response Time: measures the balance between performance and efficiency. The green quadrant 

highlights models that achieve high intelligence with low response time  

 

Fig. 3. Comparison of AI intelligence and total response time. The most optimal models are located in the high intelligence, 

low response time quadrant. Gemini 1.5 Flash excels in both speed and efficiency, maintaining a consistently fast response 

time compared to other models (Artificial Analysis, 2025). 

 

 

 

 

 

4. Output Speed Over Time: The graph illustrates the output speed of various AI models over time, measured in tokens per 

second.  
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Fig. 4. Output speed consistency of Gemini 1.5 Flash over time. The green line represents Gemini 1.5 Flash, demonstrating 

stable performance with speeds averaging 180–200 tokens/sec. It ranks among the fastest models while maintaining 

efficiency, making it a preferred choice for high-speed applications (Artificial Analysis, 2025). 

 

V. POTENTIAL ENHANCEMENT AND FUTURE WORK 

1. Automated Preprocessing: Future enhancements will integrate automated image quality assessment and speech noise 
filtering, improving the accuracy of preprocessing steps beyond basic validation.  

2. Results and Explanations in Original Input Language: The system will be upgraded to deliver results and explanations in 

the same language as the input (text, speech, or image), ensuring users receive information in their native or preferred 

language. 

3. Input Translation to English: To enhance accessibility, users will have the option to translate input into English alongside 

receiving results in the original language. This dual-language approach ensures clarity for both native speakers and English 

readers.  

4. Real-Time News Retrieval and Verification: Future developments will focus on integrating real-time news feeds from 

reliable sources while employing AI-powered verification techniques and trusted fact-checking APIs to ensure authenticity 

and credibility.  

 

VI. CONCLUSION 

Misinformation poses a major challenge in the digital era, impacting politics, public health, and the economy. This study proposes 

a multimodal fake news detection system using ML and NLP, integrating OCR and speech-to-text for analyzing text, images, and 

speech. Leveraging the Google Gemini 1.5 Flash model, it reduces reliance on labeled datasets while improving accuracy through 

contextual analysis and fact-checking. Key challenges include adversarial attacks, data scarcity, and domain adaptation. Future 

improvements, such as automated preprocessing and multilingual support, will enhance real-time detection, ensuring AI-driven 
fact-checking remains effective against evolving misinformation tactics. 
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