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Abstract : The Internet of Things (1oT) has revolutionized industries by connecting a number of devices, ranging from everyday
household appliances to critical infrastructure components. Significant security concerns have been introduced along with new
opportunities as a result of this integration. The integration of Internet of Things (loT) technologies into smart elevator systems
has revolutionized automation, operational efficiency, and user experience. However, this increased connectivity also brings
heightened cybersecurity risks, exposing systems to potential threats. This case study explores the application of Artificial
Intelligence (Al), particularly machine learning techniques, to detect and prevent such wulnerabilities in loT-powered smart
elevators. Using a telemetry dataset that simulates real-world elevator operations, the research implements LSTM Autoencoder
and CNN LSTM model to identify anomalous behavior. The model demonstrates strong potential in enhancing real-time threat
detection and initiating automated defense responses. Through simulations and scenario analysis, the study highlights the critical
role of unsupervised learning, precise threshold tuning, and sequence modeling in building resilient and secure systems.
Ultimately, the findings contribute to the growing body of research advocating for Al-driven cybersecurity frameworks within
increasingly connected loT ecosystems.

IndexTerms - 10T, Smart Elevator, Al, ML Technique, Cybersecurity, Threat Detection, LSTM, Autoencoder, CNN

l. INTRODUCTION

In recent years, smart elevators have become a key component of modern buildings, especially in smart cities and high-rise
infrastructures. These elevators go beyond traditional mechanical systems by incorporating Internet of Things (loT) technology.
This integration allows elevators to offer advanced features such as automated floor selection, personalized user experiences, and
real-time system monitoring. For example, a smart elevator can recognize a user through a mobile app or access card and
automatically take them to their usual floor, or notify maintenance teams if a component is malfunctioning.

These capabilities are made possible through a network of sensors, microcontrollers, and communication modules embedded
within the elevator system. These components collect and transmit data to cloud platforms or mobile applications, enabling
remote access, diagnostics, and control. While this connectivity greatly improves operational efficiency and user convenience, it
also introduces cybersecurity vulnerabilities. Because smart elevators are connected to the internet and other building systems,
they can become targets for unauthorized access, data breaches, or even malicious cyberattacks that could disrupt operations or
compromise user safety.

Traditional cybersecurity measures, such as firewalls or rule-based intrusion detection systems, often struggle to keep up with
evolving threats—especially those that are new or previously unknown. This is where Artificial Intelligence (Al), particularly
machine learning (ML), becomes essential. Al-based systems can learn from data patterns and detect unusual behaviour that may
indicate a security threat or system failure.

In this context, anomaly detection models - especially those using unsupervised learning - play a critical role. These models
analyse telemetry data (such as elevator movement, door activity, or sensor readings) to identify deviations from normal
behaviour. For instance, if an elevator suddenly stops at unexpected floors or shows irregular usage patterns, the Al model can
flag this as a potential issue. One powerful approach is the use of Long Short-Term Memory (LSTM) Autoencoders, which are
capable of understanding sequences of data over time and detecting subtle anomalies. And using a hybrid approach CNN LSTM
model where CNN extract spatial features and LSTM learns temporal dependencies. By combining Al with loT, smart elevator
systems can become not only more efficient but also more resilient and secure, capable of proactively identifying and responding
to threats before they cause harm.
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The integration of Al-based anomaly detection in smart elevator systems has broad applicability across various domains:

. Smart Cities: In urban environments where buildings, transportation, and utilities are interconnected, smart elevators
contribute to efficient vertical mobility. Al-enhanced security ensures these systems remain reliable and safe for public use.

. Hospitals and Healthcare Facilities: Elevators in hospitals often transport patients, medical staff, and sensitive
equipment. Ensuring their secure and uninterrupted operation is critical for patient safety and operational efficiency.

. Corporate and Government Buildings: High-security environments benefit from Al-driven monitoring to prevent
unauthorized access and ensure compliance with safety protocols.

. Residential Complexes: In smart homes and apartment buildings, Al can personalize elevator usage while maintaining
privacy and security.

. Airports and Transit Hubs: These high-traffic areas require robust systems that can detect and respond to anomalies in
real time to avoid disruptions and ensure passenger safety.
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Il. LITERATURE REVIEW

The literature on Al-based cybersecurity systems in IoT environments has grown significantly in recent years. Smart elevator
systems, being a part of smart infrastructure, are exposed to multiple vectors of attack, including remote hijacking, unauthorized
access, DOS, spoofing, and malware injection.

Research by Alrawais et al. (2017) emphasized that loT networks are particularly vulnerable due to their limited computational
resources and heterogeneous nature. This makes them difficult to secure using conventional firewalls or antivirus mechanisms. As
a result, machine learning (ML) and deep learning (DL) techniques have emerged as promising solutions for detecting unknown
or zero-day threats by learning patterns of normal and anomalous behavior.

Studies focusing on anomaly detection in cyber-physical systems have shown that sequence-aware models like Long Short-Term
Memory (LSTM) networks outperform traditional models, especially when analyzing time-series telemetry data. LSTM
Autoencoders, in particular, have been explored in domains such as industrial control systems (ICS), smart homes, and

autonomous vehicles. These models reconstruct input sequences and measure reconstruction error to infer anomalies.
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The TON_IoT dataset developed by the UNSW Canberra Cyber group is a benchmark dataset designed to simulate telemetry data
across multiple loT devices including smart fridges, garage doors, motion sensors, and lights. Several recent studies have utilized
this dataset for testing the performance of intrusion detection systems (IDS), both in supervised and unsupervised learning
contexts.

The literature also suggests that combining models (e.g., CNN-LSTM hybrids or ensemble methods) can improve performance.
Additionally, visualizing anomaly scores and incorporating real-time data streaming enhances model applicability in production
environments.

In conclusion, the review of existing literature reinforces that Al, particularly deep learning-based unsupervised models, holds
substantial potential for securing smart elevators and other loT infrastructure. However, model tuning, interpretability, and real-

time deployment remain ongoing challenges.

2.1 Review of Key Research Papers

1. LSTM-based Encoder-Decoder for Multi-sensor Anomaly Detection (Malhotra et al., 2016)

Overview:

Malhotra et al. introduced an innovative approach to anomaly detection in multivariate time-series data using a Long Short-Term
Memory (LSTM) based Encoder-Decoder architecture, termed EncDec-AD. This model is particularly adept at handling data
from mechanical systems equipped with multiple sensors, where external factors can introduce unpredictability in the time-series
data .

Methodology:

Encoder-Decoder Architecture: The model comprises two primary components: an encoder LSTM that processes the input
sequence and compresses it into a fixed-length context vector, and a decoder LSTM that reconstructs the sequence from this
vector.

Training on Normal Data: The model is trained exclusively on normal operational data, learning to reconstruct sequences that
represent typical system behavior.

Anomaly Detection: During inference, the reconstruction error (difference between the input and output sequences) is calculated.
Sequences with errors exceeding a predefined threshold are flagged as anomalies.

Experimental Validation:

The model was evaluated on various datasets, including:

Power Demand Dataset: Representing periodic time-series data.

Space Shuttle Dataset: Characterized by quasi-periodic patterns.

ECG Dataset: Containing quasi-periodic sequences.

Engine Datasets: Comprising both predictable and unpredictable behaviors.

The EncDec-AD model demonstrated robustness across these datasets, effectively detecting anomalies in both predictable and
unpredictable time-series data .

Reference :

P. Malhotra, A. Ramakrishnan, G. Anand, L. Vig, P. Agarwal, and G. R. Shroff, “LSTM-based Encoder-Decoder for Multi-sensor
Anomaly Detection,” Jul. 2016, doi: https://doi.org/10.48550/arxiv.1607.00148.

Relevance to Current Study:

In the context of smart elevators, which generate multivariate time-series data from various sensors (e.g., door status, weight
sensors, motion detectors), the EncDec-AD model's ability to learn normal operational patterns and detect deviations makes it a

suitable choice for unsupervised anomaly detection.
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2. A Deep Learning Approach for Intrusion Detection Using Recurrent Neural Networks (Yin et al., 2017)

Overview:

Yin et al. proposed a deep learning framework for intrusion detection systems (IDS) utilizing Recurrent Neural Networks
(RNNSs), specifically focusing on Long Short-Term Memory (LSTM) networks. The study aimed to enhance the detection
accuracy of various network attacks by capturing temporal dependencies in network traffic data .

Methodology:

RNN-Based IDS: The model employs LSTM networks to process sequences of network traffic data, capturing temporal patterns
that are indicative of normal or malicious activities.

Binary and Multi-class Classification: The study explores both binary classification (normal vs. attack) and multi-class
classification (identifying specific types of attacks).

Performance Evaluation: The model's performance was assessed using metrics such as accuracy, precision, recall, and F1-score.
Experimental Results:

The RNN-based IDS demonstrated superior performance compared to traditional machine learning algorithms, achieving higher
accuracy and better generalization in detecting various types of network intrusions .

Reference:

C.Yin, Y. Zhu, J. Fei, and X. He, “A Deep Learning Approach for Intrusion Detection Using Recurrent Neural Networks,” IEEE
Access, vol. 5, pp. 21954-21961, 2017, doi: https://doi.org/10.1109/access.2017.2762418.

Relevance to Current Study:

For smart elevator systems connected to networks, ensuring cybersecurity is paramount. The application of LSTM networks for
intrusion detection aligns with the need to monitor and analyze network traffic for potential threats, making this approach relevant

for supervised multi-class classification of known cyber threats in smart elevator environments.

2.2 Extant System Vs Prospective System

Table 2.1: Extant System Vs Proposed System

Feature Extant System Proposed System
Detection Method Rule-based or signature- | Al-based (LSTM Autoencoder, CNN-
based LSTM)
Adaptability to New Threats | Low High
Anomaly Detection Limited to known Capable of detecting unseen
patterns behavioral deviations
Multi-class Threat Not supported Supports classification of 8+ cyber
Classification threat types
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2.3

Response Time Manual or delayed Real-time detection and response

Application Scope Mostly commercial and | Broader scope including smart cities,
residential buildings hospitals, airports, and high-security

facilities

Technology Base Traditional loT-enabled | Al-integrated smart elevators with
elevators with basic advanced anomaly detection and
automation and adaptive learning
monitoring

Data Handling Basic telemetry logging; | Real-time telemetry analysis with
limited real-time feedback loops for continuous
analysis learning

How Al can predict upcoming threats in 10T based smart elevator

Study and Analyze Existing Threats

Unauthorized access attempts.

Network attacks like DDoS or man-in-the-middle.

Sensor malfunctions or unusual behavior.

Software bugs or abnormal commands.

Classify Threats

Hardware-level threats (e.g., tampering with sensors)

Software threats (e.g., malware in elevator control apps)

Network threats (e.g., Wi-Fi hacking)

User behavior anomalies (e.g., unauthorized person accessing admin settings)
Prediction of Future Threats

Machine Learning Models (e.g., Decision Trees, SVM, Neural Networks)
Anomaly Detection Algorithms

Behavioral Pattern Analysis

Real-time Monitoring and Notifications
Monitor the elevator system in real-time

Detect suspicious activity instantly

Send automatic alerts/notifications to admin or maintenance teams via: Mobile apps, Email, Dashboard alerts.
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2.4 Types of Threats

Table 2.2: Types of Threats

Cybersecurity Threat Real-World Example Severity Level Impact

Backdoor Malware installs a hidden backdoor | High Unauthorized access; attacker
on an elevator control system to may operate or sabotage
allow remote access elevator functions silently

DDoS Attackers overwhelm the building's | Critical Service disruption; prevents
access control servers, denying entry legitimate access, halts
to employees operations temporarily

DoS A malicious command floods the High Temporary system downtime;
elevator’s control software, causing impacts service reliability and
system reboot user safety

Injection Hacker exploits a flaw in a Critical Full control hijack; attacker
maintenance web app to inject could cause elevator to
commands into elevator logic malfunction dangerously

MITM (Man-in-the- Attacker intercepts data between High Data integrity breach; attacker

elevator panel display via
touchscreen interface

Middle) elevator control unit and monitoring could alter commands or leak
station sensitive data

Password Attack Brute force used to crack admin Medium to High Loss of control; enables
credentials for the elevator’s central unauthorized reconfiguration
system or shutdown

Ransomware System displays a ransom note; Critical Complete operational lockout;
elevators disabled until payment is financial loss, potential panic
made in high-rises

XSS (Cross-Site Scripting) | Malicious script entered into Medium Unauthorized content display;

possible phishing or social
engineering risk

I1l. CASE STUDY
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1. KONE Smart Elevators with AWS loT

Table 3.1: KONE Case study

Aspect Details

Data Collected Real-time telemetry from 1.6M+ elevators: speed, vibration, door cycles, fault codes, and
usage frequency.

Verification Data is validated through AWS IoT Core with 99.9% provisioning success. Faults are cross-
verified with technician reports and customer feedback.

Method Used Predictive analytics using AWS cloud services. While not explicitly LSTM-based, the
architecture supports integration with deep learning models.

Accuracy Performance measured by reduction in incidents: 40% fewer entrapments, 70% proactive
Calculation fault detection.
Graph AWS dashboards visualize fault trends, usage spikes, and predictive maintenance triggers.

Interpretations

Problem & Fix Legacy systems lacked real-time insights. Solution: migrated to AWS loT Core, enabling
scalable, secure, and proactive maintenance via KONE 24/7 Connected Services.

Reference KONE Unlocks New Efficiencies Using AWS 10T | KONE Case Study | AWS
loT architecture making the experiences possible KoNE
hE-r i O i
On site i AWS Cloud aws Consumers

,E, @ & @ S
E Data ingestions Analytics APls & applications KONE technicians
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Fig3.1 Architecture
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2. Elevator Fault Prediction Using LSTM-AE + Attention

Table 3.2: Elevator Fault Prediction Case study

Aspect Details

Data Collected Elevator operation parameters: current, voltage, speed, and vibration signals.

Verification At'Fribute Correlation Density Ranking (ACDR) for feature selection; TSO-VMD denoising to remove
noise.

Method Used VMD-BILSTM-AEAM: Variational Mode Decomposition + Bidirectional LSTM + Autoencoder with

Attention Mechanism.

Accuracy Achieved 91.9% True Positive Rate (TPR), 0.090 False Positive Rate (FPR), and AUC of 0.919 with 95%
Calculation confidence intervals.
Graph ROC curves, TPR/FPR plots, and denoised signal graphs illustrate model performance.

Interpretations

Problem & Fix Noise and redundancy in sensor data reduced prediction accuracy. Solution: hybrid model with denoising
and attention layers to enhance signal clarity and temporal learning.

Reference https://doi.org/10.1371/journal.pone.0320566
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Fig 3.2 Comparison before and after improvement of LSTM Autoencoder.
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3. CNN vs. LSTM for Elevator Traffic Flow Prediction

Table 3.3: Elevator Traffic Flow Prediction Case study

Aspect Details
Data Collected 655 real-world elevator traffic data points from a commercial building.
Verification Data preprocessed with normalization and time-series validation.
Method Used Comparative study using CNN and LSTM models for traffic flow prediction.
Accuracy LSTM outperformed CNN in temporal accuracy; metrics included RMSE and MAE across time intervals.
Calculation
Graph Time-series prediction vs. actual traffic flow graphs; error distribution plots.
Interpretations
Problem & Fix Static scheduling led to inefficiencies. Solution: dynamic prediction using LSTM improved dispatch
timing and reduced wait times.
Reference ojs.acad-pub.com/index.php/ICSE/article/download/1871/1104/
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Fig 3.3 Prediction results
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IV. PROBLEM STATEMENT

As smart elevators become increasingly integrated into modern infrastructure, their reliance on loT connectivity introduces
significant cybersecurity challenges. These systems, while efficient and user-friendly, are vulnerable to a range of threats including
unauthorized access, data tampering, and service disruptions. Traditional security mechanisms, which often rely on static rules or
signature-based detection, are inadequate for identifying novel or evolving threats in real time. This gap in security poses a risk not
only to the functionality of the elevator systems but also to the safety and privacy of users. Therefore, there is a pressing need for
intelligent, adaptive security solutions capable of detecting anomalies and potential cyber intrusions in smart elevator environments.

V. PROJECT BACKGROUND

The rapid advancement of Internet of Things (loT) technologies has led to the transformation of traditional infrastructure into
intelligent, interconnected systems. Among these, smart elevators have emerged as a key innovation in modern buildings, offering
enhanced functionality such as automated floor access, predictive maintenance, and real-time monitoring. These systems rely on a
network of embedded sensors, actuators, and communication modules that continuously collect and transmit operational data to
centralized platforms, often via cloud services.

As urban environments evolve into smart cities, the demand for intelligent vertical transportation systems has grown
significantly. Smart elevators not only improve user experience and operational efficiency but also contribute to broader goals such
as energy optimization, accessibility, and integrated building management. However, the increased connectivity and reliance on
digital infrastructure also introduce new cybersecurity risks. These include unauthorized access, data manipulation, and system
disruptions, which can compromise both safety and privacy.

Traditional security approaches, which often depend on predefined rules or static configurations, are insufficient in addressing
the dynamic and complex nature of modern cyber threats. This has led to a growing interest in Artificial Intelligence (Al) and
machine learning (ML) as tools for enhancing the security and resilience of loT-enabled systems. In particular, anomaly detection
models have shown promise in identifying unusual patterns in telemetry data that may indicate faults or malicious activity.

This project aims to explore the application of unsupervised machine learning techniques, specifically LSTM Autoencoders, for
detecting anomalies in smart elevator systems. By analyzing simulated telemetry data, the study seeks to develop a model capable
of identifying potential threats in real time, thereby contributing to the development of more secure and intelligent urban
infrastructure.

VI. GOALS/OBJECTIVE

The primary objective of this research is to develop and evaluate an Al-based anomaly detection model for loT-enabled smart
elevator systems. The specific goals include:

«  Toinvestigate the cybersecurity vulnerabilities associated with smart elevator systems in 0T environments.

*  To collect and simulate telemetry data that reflects real-world elevator operations and potential threat scenarios.

*  To design and implement an LSTM Autoencoder model capable of detecting anomalies in time-series data without prior
labeling.

*  To evaluate the model’s performance in terms of accuracy, precision, recall, and its ability to detect both known and
unknown threats.

»  To explore the practical applications of the proposed model in various smart infrastructure settings, such as smart cities,
hospitals, and commercial buildings.

«  Toidentify limitations and propose future improvements for enhancing real-time threat detection and system resilience.
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VIl. RESEARCH METHODOLOGY
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Fig 7.1 Flowchart 1

This research incorporates two powerful and complementary deep learning techniques—LSTM Autoencoder and CNN-LSTM to
address the detection and classification of cybersecurity threats in loT-based smart elevator systems. These models were selected
due to their proven performance in time-series analysis and cybersecurity applications. Both models were trained and validated
using telemetry data from the TON_loT dataset, which simulates realistic 10T device behavior and cyber threats.

1. LSTM Autoencoder: Unsupervised Anomaly Detection
Objective:
e To detect unseen or abnormal behaviors in smart elevator telemetry data without 818nalyses threat categories.

How it works:

e LSTM (Long Short-Term Memory) networks are designed to remember sequences of data and detect temporal
dependencies.

e  An autoencoder is a neural network that attempts to compress input data into a smaller representation (encoder) and then
reconstruct the original data from this representation (decoder).

e By combining both, the LSTM Autoencoder learns patterns of normal telemetry behavior—Ilike typical elevator door
states, signal fluctuations, or usage patterns.

Key Process:

The model is trained exclusively on normal (non-malicious) data.

During inference, it attempts to reconstruct incoming telemetry data.

If the reconstruction error exceeds a certain threshold, the event is flagged as anomalous.

This method is ideal for zero-day threats or unseen attack patterns, as it doesn’t rely on pre-labeled threat classes.

Application in Smart Elevators:

e Detects anomalies like unexpected door behavior, abnormal power or network signal drops, or unusual usage patterns—
potential indicators of cyber intrusion or hardware malfunction.

Strengths:

e Does not require labeled attack data.
o  Excellent for early detection and unknown threats.
o  Lightweight and efficient for loT environments.
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2. CNN-LSTM: Supervised Multi-Class Threat Classification
Objective:

e To classify telemetry events into specific types of threats (e.g., DoS, DdoS, MITM) by learning both spatial patterns and
temporal sequences.

How it works:

e CNN (Convolutional Neural Networks) are effective in extracting spatial features from structured input data.

e LSTM is used to model temporal dependencies and trends over time in the telemetry.

e The CNN-LSTM hybrid model first uses convolutional layers to learn spatial patterns (like frequency or value variations
across sensors), then passes this encoded information through LSTM layers to understand the time-dependent context.

Key Process:

Data is labeled with known attack types using the TON_IoT dataset.

CNN extracts complex features from each telemetry snapshot.

LSTM analyses sequences of these features to identify consistent patterns over time.

The final dense layer classifies input into one of 8 attack categories (e.g., DoS, DdoS, Backdoor, MITM, etc.).

Application in Smart Elevators:

e Helps facility IT teams identify exactly what type of attack is happening in real-time.
e  Supports proactive mitigation strategies based on specific threat intelligence.

Strengths:

e High classification accuracy (~99%).
e Capable of differentiating between multiple types of attacks.
e Useful for creating detailed alerts and automated responses.

Procedure:

o Dataset Collection:
o Dataset Used: TON_loT Telemetry Dataset (Garage Door Device)
o Relevance: Garage door data mimics elevator door behavior (open/close patterns), useful for anomaly detection. The
dataset includes sensor readings like door state, signal strength, and timestamps, which were adapted to fit a smart

elevator use case.

e Data Preprocessing:
o Removed non-numeric and redundant columns: date, time, sphone_signal, type.
o Encoded door_state: Converted ‘open’ to 1 and ‘closed’ to 0 using safe mapping.
o Handled missing values: Dropped rows with null values.
o Normalized data: Scaled using MinMaxScaler to bring all values between 0 and 1.
o Created time-based sequences: 10-time step windows were created for feeding into the LSTM model to preserve

temporal context.

e Model Development and Training:
o Model Type: LSTM Autoencoder & CNN LSTM

o Framework: TensorFlow/Keras

JETIR2506892 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | i819


http://www.jetir.org/

© 2025 JETIR June 2025, Volume 12, Issue 6 www.jetir.org (ISSN-2349-5162)

o Architecture:
o Input Layer - LSTM — Repeat Vector — LSTM — TimeDistributed Dense
o Trained on normal data only to capture baseline behavior.

e Evaluation Metrics:
o Precision: Accuracy of threat predictions
o Recall: Percentage of actual threats correctly detected
o Fl-score: Harmonic mean of precision and recall

o Confusion Matrix: Comparison of true vs. predicted labels

Normal

loT-Based
Smart Elevator

Telemetry Data Anomalous

| Threat Prevention

Telemetry Data LSTM

Autoencoder

Fig 7.2 Flowchart 2

e  Make sure you have:
o Python installed.
o Jupyter Notebook or any IDE (like VS Code, PyCharm).
o Refer The TON_loT Datasets | UNSW Research for dataset.

e Model 1;: LSTM Autoencoder

LSTM Autoencoder Model for Anomaly Detection in loT-based Smart
Elevator

This notebook uses a LSTM Autoencoder hybrid mooet to detect Shreats using the TON_1oT Telemetry dataset

import pandas us pd

import numpy as np

teport matplotlib.pyplot as plt

from sklearn.preprocessing import MinMaxScaler, LabelEncoder

from sklearn.model selection isport train test split

from tensorflow kecss, utils teport to_categorical

from tensorflow. kecas.models import Sequential

from tensorflow, keras, loyers dsport LSTH, Dense, Dropoul

from sklearn,metrics dmport classification report, confusion matrlx, ConfusiommatrixDisploy
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in [2]:

n [3]):

In [2]:

Outje):

# Load your dotoset

df = pd.read_csv(*Train_Test Iof Garage Door.cav')

df .head()
df .dropna{inplace«Troe)

# Focode ofject columns

for col in df.select_dtypes{inclodes 'object').columns:
dffcol] = tabeléncoder().fit_transform{df[col])

# Separate Features and Lobel
X = df .drop{columns=[ ‘typs'])

y = di["type’]

# Normal {2e features
scaler = MinMaxscaler()

X_scaled = scaler, Fit_transform(x)

# Itncode class labels
1e = LabelEncoder()

y encoded = Le,Fit_transfors(y)
y_cateporical = to_categorical(y_encoded)

tisesteps « 18 » try differont valwes av noeded

X seq, y seq = [1, []

for i tn range{len(X_scaled)

« timosteps):

X seq.append(X_scaled|i:iv+timesteps])
y_seq.append{y categorical(l+timestops))

mp.array(X_seq)

X _seq =
= rp.array(y seq)

y.5eq

* rrain-test split

X_tralm, X_test, y traln, y_test = train_test_split(X_seq, y_seq, Test_slzes=0.), ramdom state=A2)

mode]l = Sequential()

model, add(L5STM(0a, Enput shape={X_teain.shape]1], X train.shapef2]), return sequences=False))

mode]. add(Oropout (0. 1))

mode ] . add{Dense({ed, activations'rela’))
mode] . add(Dense(y_train.shape|i], activations'suftesan’)) # Mt closs output

nodel.conpl le{optimizers"adas’, loss« categorical crossentropy’', metricss| accuracy’])

mode L. sumsary()

# Traln the sodel

model.fit(X train, y_train, epochssip, batch sizesed, validation datas(X_test, y test))

Model: “sequential™

Layer (typ=)

Shape

Puran &

1stw (LSTH)
dropeut (Deopout )
dense [Derse)

donse_t (Dense)

04)
64)

6a)

17928

aine

528

Total params: 22,608
Trainable params: 22,606
ton-trainable paraws: @

Epoch 1/10

a3/an |
ua3
Epoch 2/10

—
-
-

a3/an |
957
Epoch 3710

aiv/an |
015
Epoch a/10

a3y/an |
us3
Epoch 5/10

»

433/a33 |
Hoa

Epoch 6/10
433/a33 |

816
Epoch 7/30

433/433 |
999

Epoch 8/10
433433 |

206
Epoch 5/10

433/433 [s=s=s=sszsssssasas

914
Epoch 18/10

433433 [s=zzszszzszszsazsszas

=zzzzasas] - 38

533

<keras,callbacks.Histocy ot axza770afidins

ans/step

ms/step

Mms/step

Jas/step

Mms/step

Tms/step

me/step

ms/stop -

Tas/step

Tms/step

- loss: 0,015 - accuracy: #,9135 -

= loss: 0.9507 - accwracy: @.9856 -

- loss: 00,0553 - accuracy: @,9875 -

- loss: 0.4 - Jccuracy: ©,9088 -

loas: 9.8419 - accuracy: 8.9985 -

loss: 9.0396 - accuracy: €.9985

loss: 0.0328 - accuracy! 8.9917 -

loss: @.6305 - accuracy: €.0083

- loss: 9.9374 - sccuracy! 8,9905 -

- loss: 9.0328 - accuracy: ©.9918 -

val_lass:

val_loss:

val_loss:

wal_loss:

val_loss:

- val_loss:

val_loss:

- wal_loss:

val loss:

val loss:

.08 - val_accuracy: 0.9
.0 - val_accuracy: 0.9
#,0053 - val_accuracy: 0.9
8.0255 - val_accuracy: 0.9
@.0363 - val_accuracy: @.9
@.8284 - val _accuracy: 0.9
8.0315 - val_accuracy: 0.9
@.8262 - val_accuracy: 8.9

8,037 - val accuracy: 8.3

8.8248 - val _accuracy: 0.9
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In [&6]!
y_pred_probs = model . predict(X_test)
y_prod » y pred_probs.argmax(axis«1)
y_true » y_test.argmax{axis«i)

2 Fix: Convert class lobels to strings
print{classification report(y true, y pred, target namess|[ste(label) for label in lo.classes |}))

2 Conjustion Motrix

tn = confusion _matrix{y true, y_pred)

dicp » ConfusiooMatrixDisplay(confusion matrixern, display labelsefstr(label) for label 1a le.classes ))
disp.plot{cmep="alurs', xticks rotationsas)

plt.title("Confusion Matrix - LSTM Multi-Cless®)

plt. show()

s=rrrrs: 2=2 - 1s 3ws/step
precision recall fi.score support

° 1.60 1.00 1.08 1525

1 1.09 #.97 0.98 1523

2 0.97 1.00 0.98 1408

3 1.00 1.08 1.00 a464

2 1.00 1,08 1.99 1472

s 8,99 #,99 0.93 897

5 100 8.99 0.93 161

7 8.97 0.95 0.38 EETY
Accuracy 0.9 11874
micro avg 0.99 2.99 0.99 11874
weighted avg 8,99 8,99 0.99 11874

e Model 2: CNN-LSTM

CNN-LSTM Model for Anomaly Detection in loT-based Smart Elevator

This notebook Lses 3 CAN-LSTM hybnd mode! o detect threats using the TON_ioT Telemstry dataset.

In [1]: # Jwport §beories
Lsgart pandas as pd
import nuepy as np
inport matplotlib.pyplot as pit
from skiearn,preprocessing feport MinMaxScales, Labelfncoder
from sklearn.model selection isport train_test_split
from sklearn.eetrics tmport classification report
from tensorflow.keras.models isport Sequential
from tonsorf low, keras. layers tepert ConviD, MaPoolingld, L5TH, Dense, Flatten, Oropout
from tensorflow.keras.utils tsport to_categorical
from sklearn.metrics import confusion satrix, ComfusionMatrixDisplay
from sklearn.preprocesaing ispert LabelEncoder

In [2]: & tloow powr televelry dataset (sodify path ox needed)
df = pd.read_csv('Train_Test_ToT_Garage Door.csy')
df head()
df = df.dropnal)

# Encode categoricnl feutures
for col in df.select_dtypes(include="cbject” ), columns:
df[col] = Labelercoder() . fit_transform(df{col])

& split features and lobels
= df .drop(columms=["type'])
= of[ "Lype')

- x

"

Scole feutures
scaler = MinMaxscalec()
X_scaled = scaler, fit_transform({x)

& Doe-fot encode Lodels
y_encoded = to categorical(Labelencoder(), Fit_tramsformiy)})

# Mestopw for OW-LSTH Input: (sowples, tlae ateps, features)

Timesteps = 10

n_features = X_scaled.shape[1]

X_cnn_lstm = [}

y_con_lstm « [)

for § in range{len(X _scaled) - timesteps):
X_con_lste.append (X_scaledfi: l+timesteps])
y_cnn_lste.append(y_sncoded[1stimesteps])

X_cnn_lstm = np,arvay(X_cnn_lste)
y_cnn_istm = np.array(y_cnn_lste)

X_train, X test, y train, y_test » train test split(X con_lste, y con_lstm, test sizesd.3, random stateeds)
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In [3]:r & sutld CMY-LSTM sodel
vode) » Sequential{)
vodol . acd(Convio{ fllterssst, korngl _sizeed, activations relu’, Input_shapos(timesteps, n_features)))
wodel . add(MaxPoolingtD{pool sizes2))
wodel . add(LSTM{58))
sodel .3ad{Dense(50, activations'ralu'))
wodel . add(Dropout(e. 1))
wodel . add(Densey_train.shape[1], activation='suftmax’))

sodel . compile{optinizer="adm’, losss categorical crosseotropy’, setricss| accuracy'))
vodel. semmary()

Model: "sequential®

Layer (type) Output Shape Param #
convld (ConviD) (Mone, 8, 04) 1924
?u_paollngm (Mool Ing1D  (hove, £, 6a) o

Istm (LSTH) (hoee, S0) 23000
dense {Donse) (Kone, 34) 2558
dropaut (Orepeut ) (Fore, 59) e
dense 1 {Dense) (Nore, B) 488

Total paraes: 26,582
Trainable params: 25,982
Non-trainable params: @

In {4l # rale e model
history = model. fit(X_traln, y_train, epochs=1i, batch_sizesnd, valldation_datas(X_test, y_test))

Fpoch 1/10
433/43%3 | ] - s dms/step - loss: @.3358 - acouracy: 0.A980 - val_less: G.118R - val accuracy: 0.9
639

Epoch 2/10

413/433 [ 1
w7

Epoch 3/1@

ax/axs | 1
56

15 Mmsfstep - loss: 0.9635 - accuracy: 0,905 - val_loss: 0.0543 - val_accuracy: 8.9

|

35 Mms/step - loss: 0,@50 - acquracy: ©,50%2 - val_loss: 0.9237 - val_accuracy: 9,9

Epoch 4/10

4337433 | ) - 35 Tms/step - loss: 0.0440 - accuracy! 0.9906 - val loss: 0.0172 - val _accuracy: 0.9
967

Fpoch S/14

433433 [ )
9912

Epoch &/10

433/433 [ ]
%69

Epoch 7/10

a13/433 [ 1
as7

Epoch 8/10

a3zfaz3 [ 1 - 3s 7as/step - losa: @.0319 - accuracy: 0.9923 - val loss: 0.0294 - val _accuracy: 6.9
896

Epoch 9/18

433/433 | ] - 4z leas/step - loss: @.0285 - accuracy: ©.9938 - val loss: ©.0040 - val accuracy: @.
9742

Fpoch 10/18

a33/433 [
041

a5 d0as/stop - loss: 9.8460 - accuracy: B.98R7 - val_loss: 0.0236 - val_accuracy: 8.

35 Mmsfstep - loss: @.90354 - acowracy: 09918 - val_loss: 0.9145 - val_accuracy: 0.9

A Tes/step - Loss: 0.9350 - accuracy: 0.9911 - val_loss: Q.G3R7 - val_sccuracy: 0.9

Is amc/stop - loss: 9.0341 - ccuracy! ©.991% - val_loss: 0.4166 - val_accuracy: 8.9

—

In (51t @ Evaluate the model
y_pred_probs = model  predict(X_test)
y.pred = rp.argeax{y_peed probs, axis=1)
y_true = np.argeax(y_test, axis=1)

print{classification_reportly true, y_pred))
mian | 1 - ¥s 3mc/step

precision recall fl.score  support

o 1.0 1.80 1.0 1525

1 .96 1.80 a.9a 1523

2 1.08 0.9 8.9 1498

3 1.9 1.0 1.0 4aba

4 1.8 1.0 1.00 1472

5 1.08 1.8 1.0 "7

& 1.00 2.92 0.9% 161

7 o.m h. 0.9 EEL)
accuracy 8.99 11874
nACro avg 0.93 8.99 8.9% 11874
woighted avg 0.0 8.9 0.9 11874
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In (6] #INtect (ln naes
Lo » LabelEncoder()

lo.fit(dff "type']) # Or

iginal "typs iuen defore encoding

class _neeses = le.classes_

te and dispiay confusior

nats

¥ Lan C a giaplay usi Ly
cn = comfusion watrix(y true, y_pred)

disp » ConfusionMatrixDisplay{confusion satrixecn, display labelssclass naees)
disp.plot{csapsplt .cm.8lues, xticks_rotationsds)

plt.title( “confusion Matri Chy LSTH")

plt.show()

VIII. RESULTS AND DISCUSSION

8.1 Results of Model 1: LSTM Autoencoder

Confusion Matrix - LSTM Multi-Class

041522 1 0 0 0 0 0 2
4000
14 1 1473 44 2 2 1 0 0
3500
24 0 2 1496 0 0 0 0 0 3000
g 34 0O 0 2 0 0 0 0 2500
=3
V]
E 44 1 0 0 1 1467 3 0 0 - 2000
s{ o o o o 4 85 o0 8 4500
- 1000
64 O 0 0 0 0 1 159 1
- 500
74 O 2 0 0 0 1 0 331
T T T T T T T T N 0
0 ~ Vv % L 9 © A
Predicted label
Fig 8.1 Confusion matrix
Table 8.1: Classification Report — LSTM Autoencoder
Class Precision Recall F1-score Summary
0 - Backdoor 1.00 1.00 1.00 Perfect performance
1-DDoS 1.00 0.97 0.98 Slight drop in recall
— some DDoS were
missed
2 - DoS 0.97 1.00 0.98 Slight drop in
precision — a few
misclassifications
3 - Injection 1.00 1.00 1.00 Excellent

JETIR2506892 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | i824


http://www.jetir.org/

© 2025 JETIR June 2025, Volume 12, Issue 6 www.jetir.org (ISSN-2349-5162)

4-MITM 1.00 1.00 1.00 Excellent

5 - Password 0.99 0.99 0.99 Excellent
6 - Ransomware 1.00 0.99 0.99 Slight miss in recall

7- XSS 0.97 0.99 0.98 Very good

8.2 Results of Model 2: CNN LSTM

Confusion Matrix - CNN-LSTM

041524 © 0 0 0 0 0 1
4000
141 1 1519 2 1 0 0 0 0
3500
24 0 S5 1443 0 0 0 0 0 3000
E 34 0 1 0 EEGEY o 0 0 0 2500
)
P
244 0 0 0 0 1471 1 0 0 - 2000
s{ 0o o o o 2 83 o0 2 1500
- 1000
64 O 0 0 0 1 1 159 0
- 500
74 0 0 0 0 0 2 0 332
T T T T T T T —-0
Q 2 . % ?» “ © A
Predicted label
Fig 8.2 Confusion matrix
Table 8.2: Classification Report — CNN LSTM
Class Precision Recall F1-Score Summary
0 - Backdoor 1.00 1.00 1.00 Perfect
detection
1-DDoS 0.96 1.00 0.98 Very high,
slight miss in
precision
2 - DoS 1.00 0.96 0.98 Afew DoS
attacks
misclassified
3 - Injection 1.00 1.00 1.00 Perfect
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4-MITM 1.00 1.00 1.00 Perfect
5 - Password 1.00 1.00 1.00 Perfect
6 - 1.00 0.99 0.99 1 sample
Ransomware missed
7 - XSS 0.99 0.99 0.99 Slight drop in
precision and
recall

IX. FINDINGS

Pracision Comparison by Class

Hacall Compansan by Class

F1-Score Campartson by Class

Fig 9.1 Graph Metrics Vs Class

o Deep Learning Enhances Threat Detection
o Traditional rule-based systems fail to detect unknown or evolving cyber threats.

o Al models like LSTM Autoencoder and CNN-LSTM provide dynamic learning capabilities that improve detection

of both known and novel threats.

e LSTM Autoencoder is Effective for Anomaly Detection
o The LSTM Autoencoder model achieved ~99% accuracy in detecting deviations from normal behavior using

reconstruction error.

o lIdeal for identifying unusual patterns such as abnormal elevator door activity or sudden signal drops.

e CNN-LSTM Enables Multi-Class Classification
o The CNN-LSTM model accurately classified 8 distinct types of cyber threats (e.g., DoS, DDoS, Backdoor, MITM).
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o Delivered high performance with macro average F1-score of 0.99, making it suitable for real-time classification of

diverse threats.

e TON_IoT Dataset is Practical for Real-World Simulation
o Theuse of the TON_IoT Telemetry dataset provided a realistic simulation of 10T sensor data from smart systems,

ensuring the models were trained and validated with authentic scenarios.

e Combination of Al Models Provides Full-Spectrum Protection
o LSTM Autoencoder is best for real-time anomaly detection.

o CNN-LSTM is best for classifying and understanding the nature of the threats.

o Together, they form a hybrid security framework that is both proactive and responsive.

e Cloud Integration is Key for Scalable Deployment
o Smart elevator systems can leverage cloud-based Al models, ensuring scalability and real-time processing without

needing heavy edge devices like Raspberry Pi or Arduino.

e Schematic Architecture Enables Practical Deployment
o Aclearly defined architecture shows how sensors, microcontrollers, cloud services, and Al modules interact.

o Helps in visualizing where Al models are applied in the data pipeline.

X. CONCLUSION

This research explored the integration of Artificial Intelligence (Al) techniques—specifically LSTM Autoencoders and CNN-
LSTM networks—for detecting and classifying cybersecurity threats in loT-based smart elevator systems. The study utilized the

TON_loT Telemetry dataset to train and evaluate both models, providing practical insights into the models' effectiveness.

The LSTM Autoencoder proved to be a powerful tool for unsupervised anomaly detection, capable of learning the normal
operational patterns of elevator telemetry data and flagging deviations that may indicate potential threats. On the other hand, the
CNN-LSTM hybrid model offered high accuracy in supervised multi-class classification, efficiently identifying and categorizing

multiple types of cyber threats such as DoS, DDoS, Backdoor, and MITM attacks.

With both models achieving near-perfect accuracy, this dual-model approach demonstrates a highly robust, intelligent, and
scalable framework for enhancing the security of smart elevators. This system addresses a critical need in the loT domain, where

conventional rule-based systems fall short in detecting dynamic or previously unknown threats.

XI. FUTURE SCOPE

While the current study has achieved strong results, there are several promising directions for future research and real-world

implementation:

1. Edge Deployment and Real-Time Processing

o Future work can focus on deploying trained models onto edge devices (e.g., NVIDIA Jetson, Coral TPU) to enable real-

time processing within the elevator system, reducing reliance on cloud latency.

2. Integration with Elevator Control Systems
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o A seamless integration between the Al model and actual elevator control software can allow the system to take
automated protective actions such as isolating network traffic, locking doors, or sending alerts.

3. Adaptive Learning and Model Updates

o Introduce continuous learning pipelines to ensure the models evolve with new threats, reducing the risk of model drift
over time.

4. User Behavior Analytics

o Incorporate user access patterns and biometric data to enhance behavioral anomaly detection, such as unauthorized
access or prolonged dwell time at specific floors.

5. Federated Learning for Data Privacy

o Employ federated learning to train Al models across multiple buildings or elevators without transferring sensitive raw
data to a central server.

6. Comprehensive Threat Intelligence Dashboard

o Develop a visual dashboard for real-time monitoring, threat classification, anomaly scores, and system health, which can
be useful for facility managers or IT teams.
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