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Abstract

In the dynamic digital environment, cyber-attacks are a major threat to data security and system integrity. This
study introduces a strong framework for the detection and classification of cyber-attacks using hybrid
cryptography fused with machine learning (ML). The system integrates symmetric and asymmetric cryptography
for securing data transmission while utilizing XG-Boost and Random Forest classifiers for real-time threat
identification. Experiments were performed using the ToN-loT and BoT-loT datasets with data preprocessing,
feature extraction through Extra-Tree Classifier, and performance measurement using Ajccuracys Pprecisions
Ryecans @nd Flg.ore as metrics. Outcomes show that the Random Forest approach performs better than XG-Boost
with 99.89% accuracy on the BoT-loT dataset, with better precision, recall, and Fl-scores than current
methodologies. The integration of ML and cryptography reinforces system robustness, prevents advanced attacks,

and guarantees secure data sharing, providing an encouraging solution to present-day cyber-security issues.
Keywords: Cyber-attack, ML, Cryptography, XG-Boost, Random Forest
1. Introduction

In the modern digital connected world, protection of sensitive information and secure data delivery has acquired
the sleek priority in all aspects of the industry, government agencies and individual users [1]. Due to the high
speed development of the information technology, and the spread of internet enabled devices, it has led to a high
rise in the amount of data transacted in the networks [2]. Nevertheless, the growth has brought vulnerability of
cyber systems to advanced attacks, breach of information, unauthorized access, and malicious attacks as well.

Phishing, malware intrusions, ransomware, and Distributed Denial of Service (DDoS) (Figure 1) are the most
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well-known cyber-attacks; besides disrupting the confidentiality of data, they also risk the integrity and
availability of data systems and information infrastructures [3,4]. To overcome such rising issues of security,
refined techniques involving the combination of cryptography and smart technologies have become most popular
[5]. This study is aimed at improving the detection and the classification of cyber-attacks by integrating hybrid

cryptographic-based technologies and ML models in developing robust defense system in securing data.
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Figure 1: Types of Cyber-attack [6].

The conventional security systems that are most commonly based on static encryption techniques and signature-
procedures of detection, tend to fail to detect and limit the dynamic and changing threats in cyberspace [7].
Although encryption procedures, like symmetric and asymmetric cryptography, secure the data both at transit and
at rest, the methods can become limited in cases where the hacker finds a loophole in the network topology or
creates a new attack algorithm [8]. By the same token, traditional intrusion detection systems (IDS) are never able
to successfully identify zero-day attacks or anomalies that are not well-known, causing major threats to
organizations and users [9]. In order to overcome these shortcomings, this study suggests a hybrid security system

that adapts both cryptographic algorithms and ML-based detection systems to achieve the layers of security.

The intended model takes advantage of the hybrid cryptography method which has the merger benefit of both
faster data processing and high security features of the asymmetric encryption method of data processing [10].
The use of highly-efficient cryptographic algorithms guarantees the system data confidentiality, integrity, and
authentication in the course of communication. Nevertheless, all this cryptography is not able to ensure total
security against more and more sophisticated cyber-attacks [11]. As such, this study uses the ML approach in
order to improve their real-time prediction and classification of threats. Models of ML, in turn, after learning data
volumes (attack traffic and normal traffic scenarios) can find even sophisticated attack vectors, diagnose

anomalies, and effectively separate various types of cyber-attacks [12].
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In conclusion, the fusion of hybrid cryptography and ML presents a promising strategy to mitigate the risks of
cyber-attacks and safeguard sensitive information. By providing real-time detection, classification, and secure
data exchange, this approach offers an effective solution to the growing challenges in the domain of cyber

security. Here are the researches objectives of the study are follows as:
e Todevelop an efficient ML-based framework for the detection of cyber-attacks targeting data security.

e To evaluate and compare the performance of various ML models in terms of detection rate, false positives,

precision, and recall.

e To create a robust dataset or utilize existing cyber-security datasets for training and validating the proposed

models.

e To implement feature selection and data preprocessing techniques to improve model efficiency and reduce

computational complexity.

2. Literature Review

In this section, the authors proposed a previous study based on cyber-attack detection and classification for data

security using DL and ML.

Kumar et al., (2025) [13] used a new DL framework for attack detection called CCPGANN-TOA, which stands
for “capsule convolutional polymorphic graph attention neural network with tyrannosaurus optimization
algorithm”. Afterwards, DSA-ECC, a technique based on elliptic curve cryptography, is used to encrypt normal
data. This approach offers good security with reduced key sizes, which means that calculations are faster and
resources are saved. In comparison to conventional methods, the suggested one achieves accuracy rates of

99.98% on data set I, 99.9% on data set II, and 900 kbps more throughput with minimum latency.

Behiry et al., (2024) [14] proposed an intelligent mixed approach consisting of ML and Al to enhance the
security of Wireless Sensor Networks (WSNs) and prevent attacks. The feature extraction is achieved through an
improved K-means clustering strategy (KMC-IG) and feature reduction algorithms like, SVD and PCA. Once the
data has undergone balance after being conducted by SMOTE, the next step is intrusion detection and traffic
categorization. Feed-forward neural network DL-trained showed good evaluation metrices on the NSL-KDD,
UNSW-NB 15, and CICIDS 2017 data sets. In enhancing WSN security, the proposed model is better than

benchmark technique.

Alomiri et al., (2024) [15] used the strength of a Ridge Classifier to detect anomalies in 10T systems. With this
approach, the proposed security system could help identify and preempt any type of cyberattack when it happens

by utilizing up-to-date and safe network information. Applying the ML techniques enhances threat detection and
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mitigation by the system. Experimental findings indicate that the proposed remedy is fairly good at detecting and

minimizing 10T network risks with a spectacular accuracy figure of 97%.

Isaac et al., (2024) [16] proposed cyber security attack detection model using semi-supervised learning. It
compares the performance of “Multi Connect Variational Auto-Encoder (MC-VAE)”, “Probabilistic Bayesian
Networks (PBN)”, and a combined model of MC-VAE and PBN. The study employs the NUSWNB15 GT
dataset for training and evaluation purposes. Notably, the “Semi-Supervised Learning with Probabilistic Bayesian
Networks (SSL-PBN)” model demonstrates exceptional results, achieving a precision rate of 94% and a recall
rate of 90%.

Saini et al., (2023) [17] used publically available datasets to classify and successfully identify APT assaults using
DL and ML models such random forest, decision tree, convolutional neural network, multilayer perceptron, etc.
Information from the following datasets: “CSE-CIC-IDS2018, CIC-IDS2017, NSL-KDD, and UNSW-NB15”
made it into this analysis. The hybrid ensemble ML model, which combines XGBoost and random forest
classifiers, is suggested in this work. On the “CSE-CIC-1DS2018, CIC-IDS2017, NSL-KDD, and UNSW-NB15”

datasets, it achieved a maximum prediction accuracy of 98.92%, 99.91%, 99.24%, and 97.11%, respectively.

Mahmood et al., (2022) [18] proposed a method of identifying cyberattacks through intelligent hybrid model that
combines DL and ML. In addition to that, researchers present a feature reduction model, where the PCA and SVD
as ML methods are applied to select the most sensible characteristics among the accepted attack classes. Findings
indicate that the proposed hybrid model based cyber detection system is better than the conventional ones with a

precision of 99.98%, recall of 100% and F1-measure exceptionally reached 100%, respectively.

Naser et al., (2022) [19] created a DL method to detect cyberattacks in WSN. This is a similar process to how the
nodes in a WSN behave and the data is delivered using MQTT protocol. Using the DL model, this method
increases the level of detection accuracy as compared to the conventional ML methods. Depending on the dataset,
the results indicate that the combination of DL (CNN-LSTM) methods turned out to be efficient as the training
accuracy was 96.02% and the validation accuracy was 95.08%.

Akhtar et al., (2022) [20] presented a system that uses ML models to identify cyberattacks. This study also
looked at several classification models based on linear ML algorithms, with the goal of detecting attacks in their
early stages. The presentation itself is compared to the accuracy of classifiers. Observance of balance procedures
was ensured. Topping the accuracy charts at 87.93% are Radio Frequency and GBC, followed by 86.11% for
ABC, 81.03% for BT, 70.31% for ET, and 70.31% for DT (a total of 84.48%).

3.  Problem statement

The prevalence of cyber-attacks in the contemporary world of digitalization is highly threatening to the safety of
data and system integrity of the interconnected systems due to the ever-growing rate of digitalization and
connected systems that has peaked quite sharply and suddenly within the past few years. The modern security

response systems fail to track real-time changes in attack pattern because of how they are set. In this study, the
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importance of developing an intelligent and efficient network of detecting and classifying cyber-attacks will be
answered with an interconnection of the hybrid cryptography with ML algorithms. The proposed system is the
secure way of data transmission, and it uses the ML models to identify and classify cyber-attacks with accuracy.
It assists in making systems more resilient and detection more accurate and is a proactive solution towards

protecting sensitive information.
4. Research Methodology

In this section, the authors provide research methodology of the proposed work (Figure 2) based on cyber-attack

detection and classification for data security using hybrid cryptography and ML.
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Figure 2: Flowchart of proposed work
4.1 Dataset Used
a) ToN-loT Dataset

The ToN-loT dataset compiles data of both the Internet of Things (IoT) and the Industrial Internet of Things

(11oT) to evaluate the practice of cybersecurity alleviation to implement artificial intelligence (Al) [21]. As part of
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its ability to simulate actual network set-ups using VMs, cloud layers, and physical systems, it uses information
on connected devices, system logs (Windows/Linux) and network traffic. An attribute count of 45, covering
timestamps, IPs, ports, protocols, service data, connection statuses, anomalies, labelled attack type covers 461,043
entries in CSV format. Various, real-world data on network systems and loT services could be used by

researchers to examine threats and create proper cybersecurity protection measures.
b) BoT-loT Dataset

The BoT-l1oT dataset, developed by the Cyber Range Lab at UNSW Canberra, represents a realistic network
setting with both legitimate and malicious activity [22]. Data exfiltration, keylogging, DDoS, and OS/service
scanning are just a few of the attack methods covered. It's available in pcap, argus, and CSV formats. There are
around 3 million records spread across four files (~1.07 GB) with 46 characteristics in a 5% sampled subset that
was utilized for this investigation. Among these are labelled attack categories, timestamps, IP addresses,
protocols, packet counts, connection statuses, and statistical metrics. Cybersecurity models based on artificial

intelligence (Al) could be built and tested using this dataset to identify various network assaults.
4.2 Data Preprocessing
a) Handling Missing

Handling missing values is the initial stage in data pre-processing. Statistical methods, such as the mean or
standard deviation, are typically used to replace them. Since there were few missing values in the ToN-loT and
BoT-loT datasets, they were considered clean for this investigation. To prevent overfitting—when models
discover patterns associated with certain IP addresses or times that don't transfer to fresh data—attributes like
timestamps and IP addresses were deleted. The predictive power of the model can be diminished by the

introduction of noise caused by irrelevant information, such as IPs.
b) Handling Categorical Data

ML models often struggle with datasets containing string attributes. Python’s scikit-learn library, specifically
“sklearn.preprocessing,” provides tools to handle this using label encoding. In order to prepare data for model
training, this method transforms categorical text input into numerical values according to class labels. To

guarantee efficient transformation and boost speed, the suggested approach uses label encoding.
¢) Data Standardization

Features that are not model-friendly such as the IP source and destination addresses are found in ToN-loT and
BoT-loT data sets. Labels are encoded after which values need to be normalized to Standard Scaler. A correlation
matrix is used to establish suitable attributes which are to be standardized. The most appropriate traits to
normalize IPs with ToN-loT data are to be conn_state and the most appropriate traits to normalize IPs with the

data of BoT-10T are to be proto_number because they will aid in the boosting of the model performance.

JETIR2507162 | Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org | b528


http://www.jetir.org/

© 2025 JETIR July 2025, Volume 12, Issue 7 www.jetir.org (ISSN-2349-5162)

" -
100 we_port
a5t _porn

6 service
wC_bytes
cnn state
wC phrs
e _pits
039 dns_query
ans_gtype

dne_AA

a0 dns_mA
sui_yersion
wl_resumed

o _subject

Ietp_trans _deptn

g un

NIp_request bady len
etp_status code

My onig mime_types
weird_name
werd_notice

type

ype

S;"_"ACIN'

wrird_name

werd_sotice

L q;m-'n ypes

A8 P Rt # Prosos

Figure 3: Correlation matrix of proposed dataset

4.3 Feature Extraction

By applying the ExtraTreeClassifier method, the authors selected a set of critical properties of the ToN-loT and
BoT-loT databases to ensure that overfitting did not lead to the incorrect evaluation of the proposed model. They
considered the subset of 20 significant features by utilizing the ExtraTreeClassifier and discarding all the others
since the traditional classifiers using a large number of features have a tendency to overfit. Due to the ability of
this algorithm to handle and process high-dimensional, cross-type information without the need to feature-scale
data, it is ideal in solving DDoS identification. It is computationally economical in real-time peers and it is
particularly effective with skewed datasets which are common in case of DDoS scenarios. ExtraTreeClassifier
captures non-linear and wicked feature associations to help identify the pattern of attacks within normal flow of
traffic traffic. It is also noise and overfitting resistant, due to its random choice of features and ensemble structure
and this adds accuracy and reduces false positives or negatives. The introduction of security systems is possible
without any hassle. To increase the performance of the model, ExtraTreeClassifier using sklearn.ensemble was

selected to identify the top 15 features of both data as Gini significance was used.
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Figure 4: Fifteen important features of proposed dataset
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4.4 ML Classifications
In this section, the authors proposed ML classification models for cyber-attack detection and classification.
a) XG-Boost Model

XG-Boost is a high-performance and computationally efficient ML algorithm following the gradient boosting
paradigm [23]. The fluctuation of a gradient boost is considerably more regulated. While it employs more
complex smoothing techniques (L1 and L2), its performance is noticeably superior to gradient boost methods. It
is one of the most famous algorithms in the machine-learning field because it is consistently better than other
strategies [24]. The rate at which it runs is rapid. The XG-Boost algorithm is different from the traditional
gradient boosting in that it uses a novel method to build trees, where the gain and similarity score decide the best
node splits [25].
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b) Random Forest (RF) Model

RF model are utilized in both classification and regression analyses. Predictions are generated with a tree-
structured representation of the input [26]. RF approach could produce consistent results on big datasets, even in
the absence of a substantial number of record entries. The decision tree can archive its findings and apply them to
other datasets [27]. There are two parts to a RF: first, making the random forest itself; and second, making a

prediction based on the classifications generated in the first part.
Gini =1 =X, (p)? (4)

The value of p; in equation (4) represents the object's classification probability according to a given characteristic

or class.
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Figure 5: Architecture of ML model [28].
4.5 Anomaly Detection by a Classifier

Anomaly detection by classifier is used to detect attacks in 10T devices by categorizing network traffic as normal
(Class 0) or attack (Class 1). The classifier is trained on labeled data containing both normal and attack patterns,

using features like packet size, flow rate, and communication behavior. Its performance is measured using
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Aqccuracys Pprecisions Rrecau» and Flgeore. Unlike signature-based methods, it can detect unknown or zero-day

attacks, enhancing loT network security by providing early detection and improving the reliability and availability

of IoT services. The models' performance is evaluated using key metrics: Agccuracys Pprecisions Rrecau, and

Flscore-
TN+TP
Accuracy = ———2 (1)
FP+FN+TP+TN
e TP
Recall = Sensitivity = 2
FN+TP
Precision = — 3)
FP+TP
F1— score = 228 4)
P+R

5. Result and Discussion

This experiment used Google Colab for the ToN-I10T dataset and Jupyter Notebook for the BoT-10T dataset due to
Colab's limited data capacity. The setup included an Intel Core i7-9750H CPU (6 cores, 12 threads) at 2.60 GHz,
16 GB RAM, and an NVIDIA GeForce GTX 1660 Ti Max-Q with 4 GB graphics.

5.1 XG-Boost Model

Figure 7 shows the curves of accuracy and corresponding loss of the XGBoost model on the proposed dataset
during 50 epochs. XG-Boost model on the ToN-IoT dataset indicates a gradual rise of the training and validation
accuracies, about 95% respectively, and a corresponding loss reduction until a steady state of almost 0.2 which is
an indication that the model is learning well and has little overfitting. XG-Boost model on BoT-loT data has
shown improvement in model accuracy by refinement, giving accuracy of more than 99% in training and
validation sets. Alongside, the loss figures in the related loss curves drop greatly as well reaching almost zero
values with a slight fluctuation. In general, the findings prove the good accuracy of the model, its high stability,
and effective convergence on advancing dataset. The Figure 6 represents the confusion Matrix of ToN-loT and
BoT-loT.
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Figure 6: Confusion Matrix for ToN-1oT and BoT-loT
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Figure 7: Accuracy and loss curve of XG-Boost on proposed dataset

5.2 Random Forest

Figure 9 illustrates the validation and loss curves of the RF model on the suggested dataset after 50 epochs. RF
model, training accuracy increases progressively up to more than 95%, whereas validation accuracy varies
between 85%, indicating overfitting in TON-I0T dataset. In the same manner, training loss declines progressively,
whereas validation loss exhibits erratic behavior with high levels. RF model on BoT-loT dataset gives improved
model outcomes, wherein training accuracy reaches 99%, but validation accuracy remains in the range of 90% to
95%, with high instability. The respective loss curves indicate diminishing training loss but steady oscillations in

validation loss, with indications of overfitting issues. Figure 8 illustrates the confusion Matrix for ToN-loT and
BoT-loT.

Actual Labels
Actual Labels

0 1 0 1

Predicted Labels Predicted Labels

Figure 8: Confusion Matrix for TON-IOT and BOT-10T
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Figure 9: Accuracy and loss curve of RF on proposed dataset

5.3 Comparison Analysis

The table 1 compares the performance of XG-Boost and Random Forest (RF) models on the TON-1OT and BOT-

IOT datasets using key evaluation metrics. For the TON-IOT dataset, RF outperforms XG-Boost, achieving
higher accuracy (97.50% vs. 96.79%), precision (95.25% vs. 94.27%), recall (100% vs. 95.74%), and F1-score
(97.56% vs. 95%). Similarly, for the BOT-IOT dataset, RF achieves superior results with 99.89% accuracy,
97.70% precision, 98.64% recall, and 98.17% F1-score, compared to XG-Boost’s 97.29% accuracy and slightly

lower precision, recall, and F1-score. Overall, RF demonstrates better performance and robustness across both

datasets.
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Table 1: Comparison of proposed models

Parameter XG-Boost Random Forest
TON-IOT BOT-IOT TON-IOT BOT-IOT
Accuracy 96.79% 97.29% 97.50% 99.89%
Precision 94.27% 94.36% 95.25% 97.70%
Recall 95.74% 97.29% 100% 98.64%
F1-score 95% 95.80% 97.56% 98.17%
100.00% ~
99.00% -
98,00% -
97.00% -+
96.00% & Accuracy
95.00% ® Precision
94.00% 1 » Recall
93.00% -+ ® Fl-score
92.00% -
91.00% +——— - — - —
TON-IOT | BOT-IOT | TON-IOT | BOT-IOT
XG-Boost Random Forest

Figure 10: Comparison graph of proposed models

The table 2 provides a comparative study of the various approaches of detecting cyber-attacks on the basis of
accuracy, precision, recall, and F1- score. Gaur et al. (2022) applied Decision Tree, which was 90.41% accurate,
with high precision, and relatively low recall and F1-score. Kumar et al. (2021) suggested the use of the TP2SF
approach with an accuracy of 98.% with both precision and recall rates being even. Mahmood et al. (2022)
utilized a ML approach, with a corresponding accuracy of 96.61%. Conversely the model proposed by this work
is better than all previous models as it can attain 99.89% accuracy, 97.70% precision, 98.64% recall and 98.17%

F1 score which is a display of its strength and effectiveness.
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Table 2: Comparison of proposed work with previous work

Authors [Reference] Methodology Accuracy | Precision | Recall | F-score
Used
Gaur et al., (2022) [29] Decision Tree 90.41 99 91 94
Kumar et al., (2021) [30] TP2SF 98.84 97.23 94.03 95.28
Mahmood et al., (2022) [31] ML 96.61 97.02 96.61 96.15
Our Work Proposed model 99.89 97.70 98.64 98.17
100 7
98 \ .
% -
21 8 Accuracy
92 ® Precision
= Recall
90 -+
® F-score
88
86 4
Gaur etal., Kumar ot al., Mahmood et al. Our Work
{2022) (2021) (2022)

Figure 11: Comparison graph of proposed model with previous model
6. Conclusion

This paper suggests a successful scheme of cyber-attack detection and classification that combines hybrid
cryptography and more sophisticated machine learning models to maximize data security. Its implementation
integrates the advantages of both symmetric and asymmetric cryptographic algorithms to provide data security
during transportation, in addition to using the machine learning algorithms, namely XG-Boost and Random
Forest, to detect the attacks correctly. By conducting stringent experiments on both the ToN-lIoT and the BoT-l1oT
based datasets the Random Forest model gave better results with an accuracy of 99.89%, with high precision,
recall, and F1-score, which outperformed the result of other models available in literature. The methods of feature
extraction have also been applied, including Extra-Tree Classifier, which enhances the efficiency of models due
to the reduced overfitting. This outcome confirms the suitability of the proposed framework in identifying
advanced cyber-attacks, such as zero-day attacks, and at the same time maintaining secure communication. In
general, the combination of hybrid cryptography and intelligent detecting mechanisms ensures a scalable, reliable,

and resistant approach to the rising issue of cybersecurity in the interconnected environment.
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