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Abstract 

Personalized Web Search (PWS) enhances search quality by tailoring results to individual user preferences, 

but users’ reluctance to share private information limits its adoption. This paper presents UPS, a privacy-aware 

PWS framework that models user preferences as hierarchical profiles and adaptively generalizes them at runtime 

based on queries while honoring user-specified privacy requirements. UPS balances personalization utility against 

privacy risk through two greedy algorithms GreedyDP and GreedyIL for profile generalization. Additionally, an 

online prediction mechanism determines whether personalizing a query is beneficial. Extensive experiments 

demonstrate that UPS effectively improves search performance, with GreedyIL outperforming GreedyDP in 

efficiency, highlighting its potential for privacy-conscious personalized search. 
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1. Introduction 

The exponential growth of online information has made Personalized Web Search (PWS) a critical tool for 

improving search quality by tailoring results to individual user preferences. Unlike traditional search engines, PWS 

leverages user-specific information to deliver more relevant and context-aware results. However, the widespread 

adoption of PWS is often hindered by privacy concerns, as many users are reluctant to disclose personal data due 

to potential misuse or exposure. 

To address this challenge, privacy-preserving approaches have been proposed, including the use of 

hierarchical user profiles that structure user preferences while allowing selective generalization of sensitive 

information. Such approaches aim to balance the benefits of personalization with the need to protect user privacy. 
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In this paper, we present UPS (User-centric Personalized Search), a privacy-aware PWS framework that 

adaptively generalizes user profiles at runtime based on queries. UPS evaluates both the utility of 

personalization and the privacy risk of exposing generalized profiles, ensuring that user-specified privacy 

requirements are respected. To achieve this, we introduce two greedy algorithms, GreedyDP and GreedyIL, for 

efficient runtime profile generalization, alongside an online prediction mechanism that determines when 

personalizing a query is beneficial. 

Extensive experiments demonstrate that UPS effectively improves search performance while maintaining 

privacy guarantees. Results show that GreedyIL outperforms GreedyDP in efficiency, confirming the practicality 

of adaptive profile generalization for privacy-conscious personalized search. 

2. Literature Review 

Personalized Web Search (PWS) has been extensively studied as a means to improve search quality by 

tailoring results to individual user preferences. [1] conducted a large-scale evaluation of personalized search 

strategies and highlighted that personalization effectiveness varies across queries and users. Their study revealed 

that while click-based personalization strategies consistently improved search performance, profile-based strategies 

were less stable and highly dependent on both long-term and short-term user contexts. This underscores the 

importance of adaptive personalization approaches that can dynamically adjust to varying search contexts. 

The automatic analysis of user interests has been another significant area of research. [2] proposed 

algorithms that leverage implicit information from a user’s past interactions, including queries, visited web pages, 

and other content such as emails and documents. Their work demonstrated that rich user models could improve 

search result relevance without requiring users to explicitly specify their intent. This approach forms the foundation 

for modern personalized search systems that rely on implicit feedback rather than explicit input from users. 

Mining long-term search history has also proven effective in enhancing search accuracy. [3] explored 

statistical language modeling methods to extract contextual information from users’ historical search activity. By 

incorporating both fresh and recurring queries, their methods improved the accuracy of query language models, 

emphasizing the value of historical behavioral data in personalization. 

Efforts have also been made to minimize user effort while constructing effective profiles. [4] proposed 

adaptive search systems that automatically construct user profiles using modified collaborative filtering and 

browsing history analysis. Their methods demonstrated that personalized search results could be delivered without 

explicit user intervention, highlighting the importance of unobtrusive profiling mechanisms. 

Finally, automatic identification of user interests has been studied as a way to address the challenges of 

ambiguous queries. [5] showed that user preferences could be accurately learned from minimal click-history data, 
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allowing effective personalization even with limited explicit input. Their findings support the feasibility of 

lightweight, privacy-conscious personalization strategies. 

3. Methodology 

The proposed UPS framework for privacy-aware personalized web search is divided into four key modules: 

Profile-Based Personalization, Privacy Protection in PWS System, Generalizing User Profile, and Online 

Decision. Each module contributes to balancing search personalization utility with user privacy. 

3.1 Module 1: Profile-Based Personalization 

The first step in UPS is to construct user profiles that capture individual preferences. A profile generator 

automatically creates hierarchical user profiles by aggregating user behavior, including search history and content 

interaction patterns. These profiles represent the user’s interests and serve as input for a content-based 

recommendation algorithm, which estimates a user’s interest in new or unknown content. The algorithm compares 

metadata descriptions of content with the user profile to generate personalized search results. This module ensures 

that personalization is tailored to the individual while forming the basis for subsequent privacy-preserving 

mechanisms. 

3.2 Module 2: Privacy Protection in PWS System 

To address privacy concerns, UPS introduces a profile generalization mechanism that adjusts the 

specificity of the user profile for each query based on user-specified privacy requirements. Two predictive 

metrics are employed: one to evaluate the privacy risk of exposing the generalized profile, and another to measure 

the utility of personalization for a given query. Using these metrics, two greedy algorithms, GreedyDP and 

GreedyIL, perform runtime generalization of hierarchical profiles, allowing query-level customization while 

minimizing privacy risks. This module ensures that sensitive information is protected without significantly 

compromising personalization effectiveness. 

3.3 Module 3: Generalizing User Profile 

The generalization process involves preprocessing the user profile and integrating inherited properties from 

parent profiles to ensure completeness. The system loads relevant foreground and background data and caches 

generalized profiles to improve efficiency in repeated queries. A reference mechanism identifies already processed 

profiles, reducing redundant computation. Additionally, specific update strategies are implemented to ensure that 

cached profiles remain consistent with any changes in the user profile or in remote data sources. This module is 

critical for maintaining efficient and scalable profile generalization in real-world deployments. 
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3.4 Module 4: Online Decision 

To prevent unnecessary privacy exposure, UPS includes an online prediction mechanism that determines 

whether a query should be personalized. If the system identifies a distinct or low-utility query during runtime 

generalization, it aborts personalization for that query and sends it to the server without any user-specific data. This 

ensures that profile-based personalization is applied only when it is likely to enhance search results, while 

safeguarding user privacy for queries with minimal personalization benefit. 

4. Results and Discussion 

4.1 Results 

The UPS framework consolidates privacy protection and personalization in web search by dynamically 

generalizing user profiles based on queries, using predictive metrics for utility and privacy. The results indicate that 

UPS improves search performance, maintains user privacy, and achieves efficiency in runtime profile 

generalization, particularly when using the GreedyIL algorithm. 

Comparison with Existing Approaches 

 Unlike static profile-based systems, UPS dynamically generalizes profiles based on each query, similar to 

the adaptive mechanisms suggested. 

 UPS integrates privacy considerations into the runtime decision-making process, addressing the reluctance 

of users to share sensitive information, a limitation noted. 

 The use of caching and update strategies in profile generalization enhanced efficiency and scalability, 

addressing challenges of long-term user history exploitation as discussed. 

4.2 Discussion 

The experiments confirm that UPS provides a practical and effective framework for privacy-aware 

PWS: it improves search relevance while protecting sensitive user information. The GreedyIL algorithm’s superior 

efficiency highlights its suitability for real-time applications. Moreover, the integration of the online prediction 

mechanism ensures that personalization occurs selectively, avoiding unnecessary privacy exposure while 

maintaining the utility of the search system. 

5. Conclusion 

This study introduced UPS (User-centric Personalized Search), a client-side framework designed to 

enhance personalized web search while ensuring user privacy. By modeling user preferences through hierarchical 

profiles and adaptively generalizing them based on query context, UPS effectively balances personalization utility 

with privacy protection. The framework incorporates two greedy algorithms, GreedyDP and GreedyIL, for runtime 

profile generalization, along with an online decision mechanism that determines when personalization is beneficial. 
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Experimental results confirm that UPS delivers high-quality search results while preserving user-defined privacy 

preferences, with GreedyIL demonstrating superior efficiency. 

In summary, UPS provides a practical and effective solution for privacy-aware personalized web search. It 

enables users to benefit from personalization without compromising sensitive information. Future work will aim to 

strengthen resistance against more complex privacy threats and enhance the accuracy of user profiling and 

performance prediction metrics to further improve both security and search quality. 

6. Future Work 

Future enhancements will focus on strengthening resistance against adversaries with more extensive 

background knowledge and exploring advanced profiling techniques to capture complex relationships among topics. 

Additionally, developing improved predictive metrics for personalization utility and privacy risk will further refine 

the performance and adaptability of the UPS framework. 
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