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Abstract :  The growing trend of clients outsourcing data to cloud storage highlights critical concerns regarding information 

integrity. Blockchain technology, with its inherent decentralization and immutability, is increasingly being explored as an 

alternative to traditional third-party auditors. However, existing blockchain-based data integrity auditing schemes often face 

challenges related to the high overhead of network maintenance and the rapid expansion of blocks, which can hinder the creation 

of new blocks. This paper introduces a novel data integrity framework leveraging blockchain expansion technology to mitigate 

these issues. Our approach proposes the deployment of smart contracts by clients and Cloud Service Providers (CSPs) across a 

main chain and its associated sub-chains. To ensure transactional finality and efficient processing, sub-chains periodically, or as 

needed, submit the outcomes of their intensive computations to the main chain. Furthermore, to enhance the user experience by 

minimizing direct communication with the CSP during audits, a non-interactive auditing mechanism is integrated. A reward pool 

system is also implemented to fortify data security. The efficacy of this design is rigorously evaluated through comprehensive 

analysis, encompassing storage efficiency, batch evaluation capabilities, and data consistency. Experimental results obtained from 

the Ethereum blockchain platform demonstrate that this scheme can effectively reduce both storage capacity demands and 

computational overhead. 

 

1. INTRODUCTION 

The exponential growth of data and the widespread adoption of cloud computing necessitate robust solutions for data storage 

and management. In modern primary and backup storage systems, chunk-based deduplication is a widely employed technique to 

optimize storage space. This method works by storing only a single physical copy of duplicate data chunks, with all redundant 

chunks referencing this unique copy via small-sized pointers.  

Deduplication has proven highly effective, capable of reducing storage space in primary storage by approximately 50% and in 

backup storage by up to 98%. This efficiency has led to its extensive adoption across various commercial distributed storage 

services, including Dropbox, Google Drive, Bitcasa, Mozy, and Memopal, primarily to reduce substantial storage costs. To 

maintain data confidentiality, encrypted deduplication integrates an encryption layer. In this scheme, each data chunk is 

deterministically encrypted using symmetric-key encryption, with the key often derived from the chunk's content (e.g., a 

cryptographic hash of the content), before being written to deduplicated storage. This allows deduplication to be applied even to 

encrypted chunks, as identical content will yield the same encrypted chunk, thus preserving space savings. Numerous studies have 

explored various encrypted deduplication schemes for effective outsourced data management in cloud environments. 

Beyond storing non-duplicate data, a deduplicated storage system must also manage deduplication metadata. This metadata 

typically comprises two categories: a fingerprint index that tracks the fingerprints of all previously stored chunks to identify 

duplicates, and a file recipe that maps chunks within a file to their corresponding physical copies, enabling file reconstruction. 

Deduplication metadata is known to contribute significantly to storage overhead , particularly for highly repetitive workloads such 

as backups, where metadata storage can become dominant. In the context of encrypted deduplication, this work posits that the 

requirement to maintain additional key metadata, such as "key recipes" that keep track of the chunk-to-key mappings that make it 

possible to decrypt individual files, further exacerbates storage overhead. Key recipes must be managed independently from file 

recipes, encrypted using the master keys of file owners, and stored separately for each file owner because they contain sensitive key 

information. Such substantial metadata storage overhead can compromise the storage efficiency of encrypted deduplication in 

practical deployments.  

This paper addresses the critical challenge of ensuring data integrity in cloud storage while mitigating the inherent overheads 

and scalability issues of traditional and existing blockchain-based solutions. We propose a novel blockchain-based approach that 

aims to offer a more efficient and scalable data integrity auditing mechanism for outsourced cloud data.  
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2. LITERATURE SURVEY 

H. Yan, J. Li, and Y. Zhang, ‘‘Remote data checking with a designated verifier in cloud storage,’’ IEEE Syst. J., vol. 14, no. 2, 

pp. 1788–1797, Jun. 2020. Yan, Li, and Zhang (2020) proposed a remote data possession checking (RDPC) scheme designed for 

cloud storage, focusing on scenarios where a specific user is authorized to verify data integrity, rather than public or private 

verification alone. Their work addresses limitations in previous designated-verifier provable data possession (DV-PDP) protocols, 

specifically an insecurity against replay attacks from malicious cloud servers. The authors introduce a new RDPC scheme that 

allows a data owner to assign a unique verifier for data integrity checks. They provide a security proof based on the computational 

Diffie-Hellman assumption within a random oracle model. Their theoretical and experimental findings suggest that their scheme 

offers reduced communication, storage, and computation overhead while maintaining a high probability of error detection.  

J. Chang, H. Wang, F. Wang, A. Zhang, and Y. Ji, ‘‘RKA security for identity-based signature scheme,’’ IEEE Access, vol. 8, 

pp. 17833–17841, 2020. Chang et al. (2020) investigated the security of identity-based signature (IBS) schemes against related-

key attacks (RKA), a form of side-channel attack relevant to various cryptographic primitives. They observe that RKA-security 

had not been previously considered for IBS, a fundamental primitive in identity-based cryptography. Their work introduces the 

concept of RKA security into IBS, defining a security model that accounts for RKA occurring in either users' signing keys or the 

master key of the key-generation center (KGC). The authors demonstrate that an efficient Schnorr-like IBS scheme by Galindo 

and Garcia is vulnerable to a simple RKA. They then propose a minor modification to this scheme, resulting in an RKA-secure 

IBS scheme, for which they provide detailed security proof in the random oracle model. Performance analysis indicates that their 

modified scheme retains high efficiency while offering enhanced security.   

 

3. PROPOSED SYSTEM  

This section outlines the architecture and key components of our proposed data integrity auditing system.  

Hierarchical Blockchain for Auditing: The suggested framework introduces a data integrity auditing protocol built upon 

plasma-based smart contracts. This protocol leverages a hierarchical blockchain structure, implementing smart contracts on both a 

main chain and its associated plasma sub-chains. This design significantly reduces the storage burden on the main chain and 

manages the rate of block growth, enhancing overall scalability and efficiency.  

Efficient Auditing Mechanisms: To improve the auditing process, a batch auditing technique is proposed, enabling the 

simultaneous processing of multiple audit tasks. This approach minimizes computational and communication overhead during the 

execution of the Third-Party Auditor (TPA) protocol. Additionally, the concept of a non-interactive review is introduced to reduce 

the impact of communication between the client and the Cloud Service Provider (CSP) during the audit cycle, thereby improving 

the user experience. To ensure the reliability and accuracy of the audit, a reward pool mechanism is utilized, providing 

appropriate incentives for confirmation hubs.  

Security Analysis and Validation: Within the proposed framework, a thorough security analysis demonstrates how the design 

achieves common security objectives. Furthermore, the effectiveness and viability of the scheme have been validated through 

multiple experimental trials conducted on the Ethereum blockchain. Important Note for Proposed System: This section describes 

your proposed system. While it's acceptable to build upon existing concepts (like plasma chains), the specific way you integrate 

them and the unique features of your protocol should be clearly articulated and differentiated from prior work. If any elements are 

directly inspired by or adapted from existing research, ensure proper citation.  

 

3.1 IMPLEMENTATION 

 

3.1.1. Data Owner 
The Data Owner module is responsible for managing and uploading encrypted data to the cloud server. To ensure 

confidentiality, data owners encrypt their files prior to storage. This module empowers data owners to interact with their 

encrypted data through various operations, including registration and login, file upload, viewing uploaded files, updating existing 

files, and initiating data integrity auditing for file blocks. 

 

3.1.2. Cloud 
The Cloud module serves as the primary data storage provider for Data Owners. Data owners encrypt their files before storing 

them on the server, facilitating secure sharing with data consumers. When data consumers wish to access shared files, they 

download the encrypted data from the server. The mechanism for decryption needs to be clearly defined: if the server decrypts, it 

implies the server holds the keys, which might be a security concern; if the consumer decrypts, the server would simply provide 

the encrypted file. (Please clarify this decryption process: Does the server decrypt, or does the consumer receive the encrypted file 

and decrypt it using their own keys or keys provided by the owner?). The server also manages access authorizations, generating 

aggregate keys upon end-user requests for file access. Key operations managed by the Cloud include: Login, viewing and 

authorizing users, viewing and authorizing owners, displaying files by blockchain record, viewing all transactions, processing 

search requests, managing download requests, identifying potential attackers, generating file rank charts, and presenting time 

delay and throughput results. 

 

3.1.3 User 
The User module allows authorized individuals to interact with the stored data. Users can access data files using a designated 

secret key. This module facilitates searching for files based on specified keywords, with the cloud server indexing relevant data 

and responding to user queries. The key operations available to users include: registration and login, searching for files, 

downloading files, viewing accessed files, submitting search requests, and managing download requests. Important Note for User: 

Ensure "secret key" is consistent with your overall security model (e.g., is it a symmetric key, a private key, etc.) 

 

3.1.4 TPA  

The Third-Party Auditor (TPA) module is entrusted with specific auditing responsibilities. Its primary functions include: 

Login, viewing file metadata, accessing files (likely for auditing purposes without necessarily decrypting the content), and 
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potentially generating secret keys (Please clarify what “Generate Secret Key” means in the context of the TPA. Is it for auditing 

challenges, or does the TPA generate decryption keys? This is a critical security detail.). The mention of ‘CPU Speed’ here seems 

ambiguous; if it refers to monitoring the TPA’s computational performance, it should be rephrased for clarity. Important Note for 

TPA: The role of “Generate Secret Key” for the TPA is crucial and needs precise definition to avoid security ambiguities. “CPU 

Speed” requires clarification or removal if it’s not a direct function 

 

4. RESULTS AND DISCUSSION 

 
Fig 1:Architecture 
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Fig 2: Uploaded data securely 

 

 

 
Fig 3:Encrypted data 
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Fig 4:Data Integrity Checking 

 

5. CONCLUSION 

The continuous advancements in cloud computing and storage technologies, coupled with the escalating volume of data 

entrusted to cloud servers, underscore the critical importance of ensuring reliable user access and data integrity. This paper 

introduces a novel data integrity strategy built upon blockchain expansion technology. Our proposed scheme addresses several 

limitations inherent in conventional auditing methods by leveraging a blockchain network, thereby enhancing both effectiveness 

and security. Key to our approach is the deployment of smart contracts across both a main chain and its associated plasma sub 

chains. This architectural design significantly alleviates the capacity strain on the main chain, slows down its growth rate, and 

consequently reduces both storage and computational overhead, leading to improved Page 1 of 2 overall framework execution. 

Furthermore, to guarantee audit accuracy and minimize direct interaction between the smart contract platform and the Cloud 

Service Provider (CSP) during contract execution, we integrate a reward pool mechanism and the concept of a non-interactive 

audit. Through these mechanisms, our approach successfully achieves its predicted security objectives.  
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