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ABSTRACT 

This paper presents a secure and transparent voting framework that integrates blockchain technology with deep learning–

based fingerprint recognition. The immutable and decentralized architecture of blockchain ensures that all votes are 

recorded in a tamper-proof ledger, eliminating the possibility of unauthorized modifications or deletion of voting records. 

To strengthen voter authentication, the system employs a deep learning–enhanced fingerprint recognition model, enabling 

highly accurate and reliable verification. This biometric layer prevents impersonation, duplicate voting, and other 

fraudulent activities by ensuring that only legitimate voters can participate in the election process. 

Once authenticated, the voter’s choice is securely submitted and permanently stored on the blockchain, where it becomes 

accessible for real-time monitoring by authorized stakeholders. This decentralized structure supports independent 

auditability while preserving voter privacy and anonymity. 

Overall, this paper aims to improve voter confidence and accessibility by offering a modern, secure, and scalable voting 

solution. By combining blockchain with advanced biometric authentication, the system significantly reduces electoral 

fraud, enhances transparency, and supports fair and reliable elections across various administrative levels. 

 

INTRODUCTION 

The Fingerprint Voting System is a novel approach designed to transform conventional voting into a highly secure, 

transparent, and tamper-resistant process. Elections form the foundation of democratic governance, yet traditional voting 

systems—whether paper-based or electronic—remain vulnerable to various security threats such as voter impersonation, 

double voting, vote manipulation, and failures arising from centralized data storage. These challenges often lead to public 

distrust, administrative difficulties, and delays in declaring final results. 

To address these longstanding issues, we introduce a modern solution that integrates biometric fingerprint authentication 

with blockchain technology. The proposed system employs advanced deep learning–based fingerprint recognition to 

accurately verify each voter’s identity, ensuring that only authorized individuals are allowed to participate in the voting 

process. 

Once authenticated, the system leverages the Ethereum blockchain to securely record the vote in an immutable and 

transparent manner. The backend is implemented using Flask and TensorFlow, while the user interface is developed with 

HTML, CSS, and JavaScript. Voters submit their fingerprint image for authentication, select their preferred candidate, and 

finalize their vote through a smart contract deployed on the Sepolia testnet. MetaMask facilitates the blockchain 

transaction, ensuring secure and seamless interaction with the decentralized network. 

By combining artificial intelligence with blockchain, the proposed system ensures that each vote is legitimate, immutable, 

verifiable, and publicly auditable. This integrated approach significantly enhances security, eliminates opportunities for 

electoral fraud, and strengthens voter confidence in the electoral process. Free and fair elections are the backbone of any 

democratic society, yet traditional voting systems continue to face challenges related to identity fraud, lack of transparency, 

and delays in result processing. These weaknesses undermine public trust and create opportunities for manipulation and 

disputes. 
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With rapid technological advancements, biometric authentication and blockchain have emerged as powerful tools capable 

of addressing these long-standing issues. Biometric systems offer highly accurate and reliable identity verification, while 

blockchain provides an immutable, decentralized, and tamper-resistant platform for storing votes. Together, they offer the 

potential to significantly enhance the integrity and security of electoral processes. 

Globally, several countries are exploring digital voting platforms, biometric verification, and blockchain-based solutions 

as part of a broader move toward secure, technology-driven elections. This global shift reflects the increasing recognition 

that traditional methods must evolve to ensure transparent, trustworthy, and efficient democratic participation. 

 

EXISTING SYSTEM 

The traditional and currently used voting mechanisms present several limitations: 

1. Paper Ballot System 

Paper-based voting is highly vulnerable to booth capturing, ballot stuffing, physical tampering, and manual 

counting errors. These issues often lead to disputes and delays in declaring results. 

2. Electronic Voting Machines (EVMs) 

Although EVMs speed up the voting and counting process, they are still susceptible to hardware tampering, 

software manipulation, and lack independent verifiability for voters. Concerns about transparency remain 

unresolved. 

3. Centralized Voter Databases 

Many digital voting systems rely on centralized servers to store voter data and results. Such centralized 

architectures are exposed to risks like hacking, unauthorized access, data loss, and manipulation. 

4. Limited Use of Biometrics 

Where biometrics are implemented, they are typically restricted to voter enrollment rather than real-time 

authentication at polling stations. This limitation leaves possibilities for impersonation or repeated voting. 

 

PROBLEM STATEMENT 

Modern electoral systems continue to face multiple vulnerabilities that undermine the fairness, transparency, and security 

of elections. Key issues include: 

1. Voter Impersonation 

Fraudulent voting can occur through forged documents, stolen identities, or unauthorized access, allowing illegitimate 

individuals to cast votes. 

2. Tampering and Lack of Auditability 

Votes stored in centralized systems can be altered or deleted after submission. The absence of traceability makes tampering 

difficult to detect. 

3. Absence of Voter Verifiability 

Voters have no reliable mechanism to confirm whether their vote has been recorded accurately or included in the final 

count. 

4. Data Centralization Risks 

Centralized databases act as single points of failure, making them susceptible to cyberattacks, data breaches, and system 

crashes that can compromise the entire electoral process. 

 

OBJECTIVES 

This project aims to overcome the limitations of traditional voting systems through the following objectives: 

1. Implement Fingerprint-Based Voter Authentication 

Use deep learning techniques to match voter fingerprints against a secure database, ensuring that only genuine, registered 

voters can cast their vote. 

2. Utilize Blockchain for Immutable Vote Storage 

Deploy smart contracts on the Ethereum Sepolia testnet to record votes in a transparent, tamper-proof, and decentralized 

ledger. 

3. Enable Tamper-Proof Voting 

Ensure that once submitted, a vote cannot be modified or deleted, eliminating the possibility of post-election manipulation. 

4. Enhance Voter Trust and Transparency 

Provide access to blockchain transaction hashes, allowing voters and administrators to verify that each vote has been 

accurately recorded. 

5. Develop a Scalable Proof-of-Concept 
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Build a functional model that can be tested, evaluated, and expanded for use in real-world elections at local, regional, or 

national levels. 

 

KEY COMPONENTS OF THE SYSTEM 

1. Fingerprint Authentication System 

 Built using TensorFlow and deep learning models such as Siamese Networks or CNN-based classifiers. 

 Accurately matches input fingerprint images with stored templates. 

 Offers high robustness to noise, minor distortions, and variations in fingerprint scans. 

 Ensures that only registered and verified voters can access the voting interface. 

2. Flask-Based Backend API 

 Serves as the bridge between the frontend and the fingerprint recognition model. 

 Receives user inputs (name and fingerprint image), processes them, and returns authentication results. 

 Manages secure request handling and ensures seamless communication between system modules. 

3. Frontend User Interface (UI) 

 Developed using HTML, CSS, and JavaScript for an intuitive voting experience. 

 Allows voters to enter their name, upload fingerprints, select candidates, and submit votes. 

 Integrates with MetaMask for Ethereum wallet access and blockchain interactions. 

4. Blockchain and Smart Contract 

 Implemented using Solidity and deployed on the Ethereum Sepolia test network. 

 Records each authenticated vote immutably as a blockchain transaction. 

 Ensures traceability, prevents double voting, and blocks unauthorized access. 

 Maintains transparency without compromising voter anonymity. 

5. MetaMask Integration 

 Provides a secure interface for signing and authorizing blockchain transactions. 

 Ensures that each vote is submitted by a verified Ethereum account, adding an additional security layer. 

 Facilitates smooth interaction between the voter and the smart contract. 

6. Sepolia Test Network 

 A public Ethereum testnet used to simulate real blockchain operations without requiring real 

cryptocurrency. 

 Offers a safe and stable environment to deploy, test, and validate smart contracts before real-world 

implementation. 

LITERATURE SURVEY 

 

2.1 INTEGRATED E-VOTING SYSTEM WITH BLOCKCHAIN 

The paper proposes using blockchain technology to enhance the security and transparency of electronic voting. By 

leveraging blockchain's immutable ledger, the system ensures secure voter authentication, tamper-proof voting records, 

and real-time result verification. It also aims to address concerns such as voter privacy and potential fraud, making the 

election process more reliable and transparent. The use of decentralized technology ensures that no single entity can alter 

or manipulate the results, thereby increasing trust in the system. 

 

2.2 COMPARATIVE STUDY OF CONVENTIONAL AND BLOCKCHAIN- BASED VOTING SYSTEMS 

The paper compares conventional voting systems with blockchain-based voting, highlighting differences in security, 

transparency, and efficiency. Blockchain technology offers a decentralized, immutable ledger that enhances security and 

transparency. The study explores various blockchain-based voting frameworks, analyzing their advantages and limitations, 

such as scalability and regulatory challenges. While blockchain has the potential to revolutionize elections, addressing 

concerns like accessibility and network vulnerabilities is crucial. 

 

2.3 BLOCKCHAIN-BASED ELECTRONIC VOTING SYSTEM: SIGNIFICANCE AND REQUIREMENTS 

The paper explores the importance of blockchain technology in modernizing electronic voting systems. It highlights how 

blockchain enhances security, transparency, and trust by providing a decentralized and tamper-proof voting mechanism. 

The study discusses key requirements for implementing a blockchain-based voting system, such as authentication, voter 

privacy, scalability, and resistance to cyber threats. It also addresses challenges like regulatory compliance and technical 

feasibility. The paper concludes that while blockchain has the potential to revolutionize e-voting, careful design and 

implementation are essential for its success. 
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2.4 E-VOTING SYSTEM USING CLOUD-BASED HYBRID BLOCKCHAIN TECHNOLOGY 

The paper explores a novel approach to secure and scalable electronic voting. It combines the benefits of cloud computing 

and hybrid blockchain to enhance efficiency, security, and transparency in elections. The study highlights how cloud 

infrastructure provides scalability and accessibility, while hybrid blockchain ensures decentralization, immutability, and 

reduced transaction costs. The paper concludes that this integrated approach can improve e-voting reliability while 

addressing scalability and security issues. 

 

2.5 BIEVOTE: A BIOMETRIC IDENTIFICATION ENABLED BLOCKCHAIN- BASED SECURE AND 

TRANSPARENT VOTING FRAMEWORK 

The paper presents a secure e-voting system that integrates biometric authentication with blockchain technology. It 

emphasizes how biometric identification enhances voter verification, preventing identity fraud and unauthorized access. 

While BieVote improves election security and trust, challenges such as scalability, biometric data protection, and 

implementation costs are also considered. The paper concludes that this approach can significantly enhance the integrity 

and transparency of modern voting systems. 

 

2.6 TRANSFORMING ONLINE VOTING: A NOVEL SYSTEM UTILIZING BLOCKCHAIN AND BIOMETRIC 

VERIFICATION FOR ENHANCED SECURITY, PRIVACY, AND TRANSPARENCY 

The paper introduces an advanced e-voting framework that integrates blockchain technology with biometric 

authentication. This system enhances security by preventing voter fraud, ensuring only legitimate voters can cast their 

ballots. Blockchain’s decentralized and immutable nature guarantees transparency and prevents vote tampering. The study 

explores key aspects such as encryption, voter privacy, and scalability while addressing potential challenges like biometric 

data protection and system integration. 

 

2.7 BLOCKCHAIN-BASED ELECTRONIC VOTING SYSTEMS: A CASE STUDY IN MOROCCO,2024 

The paper examines the implementation and impact of blockchain technology in Morocco’s electoral process. It highlights 

how blockchain enhances security, transparency, and trust in electronic voting by ensuring immutable and verifiable 

election results. The study analyzes the challenges faced during deployment, including regulatory concerns, voter 

accessibility, and technological infrastructure. Key benefits such as fraud prevention, decentralized vote counting, and 

real-time auditability are discussed. The paper concludes that while blockchain-based voting shows promise, careful 

planning and regulatory support are essential for its successful adoption in national elections. 

 

2.8 BLOCKCHAIN-BASED E-VOTING SYSTEM WITH HOMOMORPHIC ENCRYPTION 

The paper explores a secure and transparent voting system integrating blockchain technology with homomorphic 

encryption. This approach ensures voter privacy while allowing encrypted vote tallying without decryption. Blockchain's 

decentralized and immutable nature prevents tampering and enhances trust in the electoral process. The study highlights 

key challenges such as computational complexity and scalability while demonstrating improved security. It concludes that 

this system can enhance election integrity while maintaining privacy and transparency. 

 

2.9 DESIGN OF SECURE ELECTRONIC VOTING SYSTEM USING BLOCKCHAIN TECHNOLOGY" 

The paper presents a blockchain-based e-voting framework to enhance security, transparency, and trust in elections. It 

leverages blockchain’s decentralized and immutable ledger to prevent vote tampering and ensure verifiability. The system 

integrates cryptographic techniques for voter authentication and data protection. Challenges such as scalability and 

regulatory compliance are discussed, along with potential solutions. The study concludes that blockchain can significantly 

improve the reliability and integrity of electronic voting systems. 

 

2.10 A SECURE AND TRANSPARENT E-VOTING SYSTEM BASED ON BLOCKCHAIN TECHNOLOGY 

The paper "A Secure and Transparent E-Voting System Based on Blockchain Technology" explores how blockchain can 

enhance the security and transparency of electronic voting. By leveraging a decentralized and immutable ledger, the 

system prevents vote tampering and ensures verifiability. Cryptographic techniques are used for voter authentication and 

data protection, strengthening election integrity. The study also discusses challenges such as scalability and regulatory 

compliance. It concludes that blockchain-based e-voting can improve trust, security, and reliability in modern electoral 

systems. 
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EXISTING PROBLEM STATEMENT 

Voting systems are fundamental to democratic societies, yet both traditional and modern methods face persistent 

challenges that compromise electoral integrity and erode public trust. Traditional paper-based voting is vulnerable to 

human errors such as miscounting, ballot misplacement, and physical tampering. These systems are also susceptible to 

fraudulent practices including voter impersonation, ballot stuffing, and unauthorized interference. Historical elections 

worldwide have witnessed disputes, recounts, and delays caused by inconsistencies inherent in manual processes. 

Electronic Voting Machines (EVMs) were introduced to address these limitations, offering faster and more efficient vote 

recording. However, they introduced new risks associated with cybersecurity. Incidents involving machine malfunction, 

suspected software manipulation, hacking attempts, and data breaches have raised doubts about the reliability of EVM-

based systems, particularly during high-stakes elections. As a result, concerns regarding transparency, system integrity, 

and auditability persist across regions that rely on electronic voting. 

A significant limitation of both traditional and electronic voting systems is the absence of robust voter authentication and 

transparent, tamper-proof vote recording. Without strong identity verification, impersonation and multiple voting remain 

possible. Additionally, the lack of an immutable audit trail creates opportunities for disputes and undermines confidence 

in the final results. Although biometric authentication—such as fingerprint recognition—offers enhanced identity 

verification, its standalone use does not ensure tamper-proof vote storage or transparent auditability. Similarly, blockchain 

technology offers decentralized, immutable record-keeping, but its application in voting remains incomplete due to the 

absence of secure identity validation at the point of vote entry. 

The Fingerprint Voting System aims to address these interconnected issues by integrating deep learning–based 

fingerprint verification with Ethereum blockchain technology. Existing systems fail to combine the authentication 

accuracy of biometrics with the cryptographic security of blockchain. This project bridges that gap by using a Siamese 

neural network to authenticate voters before allowing them to cast a vote, and by recording each verified vote immutably 

on the Sepolia testnet. This ensures that only legitimate voters participate and that each vote is permanently stored, 

verifiable through blockchain explorers such as Etherscan (e.g., transaction hash 0x1113d862… for “Abhiram”’s vote). 

Through this dual-layered approach—biometric precision coupled with decentralized, immutable storage—the proposed 

system effectively eliminates impersonation, prevents post-election tampering, and enhances transparency and trust. It 

offers a scalable and technologically advanced solution to the fundamental security, reliability, and transparency issues 

inherent in current voting mechanisms. 

 

 

PROPOSED SYSTEM 

To overcome the shortcomings of traditional and electronic voting systems—such as voter fraud, result tampering, and 

opacity—the proposed Fingerprint Voting System combines biometric authentication with blockchain technology to 

deliver a secure, transparent, and efficient voting platform. This innovative solution employs advanced deep learning 

techniques for fingerprint recognition and the Ethereum blockchain for permanent vote storage, ensuring that only verified 

voters participate and that every vote is indelibly recorded. The system aims to enhance electoral trust by merging identity 

verification with a decentralized, tamper-proof ledger. 

The system is structured in two key layers. The backend, built using Flask and TensorFlow, utilizes a Twin Network—a 

type of Convolutional Neural Network (CNN)—to authenticate voters through their fingerprints. Users submit their name 

and a fingerprint image (in .bmp format) via a web interface, which forwards the data to the Flask server running locally. 

The Twin Network processes the uploaded fingerprint by extracting features through convolutional layers and compares 

it against a pre-existing database of registered voter fingerprints. By calculating a similarity metric (e.g., Euclidean 

distance) with a threshold of 0.5, the system determines a match, granting access to the voting stage only to authorized 

individuals. 

The frontend, accessible through a web browser, is developed with HTML, CSS, and JavaScript (Web3.js), featuring a 

contemporary interface with vibrant gradients, animated buttons, and a responsive layout. After successful verification, 

users choose from a list of candidates (e.g., "Candidate A", "B", or "C") and cast their vote, initiating a blockchain 

transaction via MetaMask. The vote is recorded on a Solidity smart contract deployed on the Ethereum Sepolia testnet at 

address 0xD27f79eA0906142207BC2CBa******0ae596d9EA. This contract maintains an array of votes, with functions 

like castVote to log entries and getVote to retrieve them. For example, a vote by "Abhiram" for "Candidate C" was 

successfully stored with transaction hash 0x1113d86283ba832c4f93c6f0 

0407dbbb807f9830d0b318cc0a3e7a***********, verifiable on-chain.This proposed system eliminates impersonation 

through biometric precision, ensures transparency with blockchain immutability, and provides an intuitive user experience 
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by resetting input fields post-vote. It serves as a forward-looking prototype, blending deep learning and decentralized 

technology to redefine voting security and accountability. 

 

METHODOLOGY 

The Fingerprint Voting System was developed through a systematic, multi-step approach to integrate biometric 

authentication and blockchain technology effectively. The methodology is outlined below in distinct phases, each with 

specific tasks to ensure a secure and functional prototype. 

 

1. Data Acquisition and Preparation 

1.1 Collection: Assembled a dataset of fingerprint images (.bmp format) from registered voters, organized by 

individual names (e.g., "Abhiram"). 

1.2 Preprocessing: Resized images to 128x128 pixels and normalized pixel values to [0, 1] for consistency. 

1.3 Pair Generation: Created training pairs—positive (same voter) and negative (different voters)—to support 

similarity-based learning. 

 

2. Model Development and Training 

2.1 Architecture Design: Built a Twin Network using CNN layers to extract features and compute embeddings for 

fingerprint comparison. 

2.2 Training Process: Trained the model with TensorFlow over 10 epochs, using a batch size of 16, contrastive loss 

(margin 1.0), and Adam optimizer (learning rate 0.0001). 

2.3 Model Saving: Stored the trained Twin Network for deployment, setting a 0.5 Euclidean distance threshold for 

verification. 

 

3. Backend Implementation 

3.1 Framework Setup: Configured a Flask server to handle fingerprint authentication requests locally. 

3.2 API Development: Created an endpoint to receive fingerprint data, process it with the Twin Network, and return 

verification results (e.g., match for "Abhiram"). 

 

4. Frontend Design and Integration 

4.1 UI Creation: Developed a web interface with HTML, CSS, and JavaScript (Web3.js), featuring a modern design 

with gradients and animations. 

4.2 Interaction Logic: Enabled user input for name and fingerprint, vote selection (e.g., "Candidate C"), and status 

display with input clearing post-vote. 

 

5. Blockchain Deployment 

5.1 Contract Coding: Wrote a Solidity smart contract with functions like castVote and getVote, deployed on Sepolia 

at 0xD27f79eA0906142207BC2CBaF26E1B0ae59*****. 

5.2 Integration: Linked the frontend to the contract via MetaMask, recording votes (e.g., Tx: 0x1113d862...). 

 

6. Validation and Refinement 

6.1 Component Testing: Verified fingerprint matching and vote submission individually. 

6.2 System Testing: Conducted end-to-end tests to ensure seamless operation, refining UI and performance based on 

results 

This methodology delivered a prototype that securely verifies voters and records votes on- chain, ready for further 

enhancement. 

 

SYSTEM DESIGN 

The paper "A Secure and Transparent E-Voting System Based on Blockchain Technology" explores how blockchain can 

enhance the security and transparency of electronic voting. By leveraging a decentralized and immutable ledger, the 

system prevents vote tampering and ensures verifiability. Cryptographic techniques are used for voter authentication and 

data protection, strengthening election integrity. The study also discusses challenges such as scalability and regulatory 

compliance. It concludes that blockchain-based e-voting can improve trust, security, and reliability in modern electoral 

systems. 
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6.1 SYSTEM OVERVIEW 

The system architecture is divided into three main functional modules: 

Fingerprint Verification Module – Handles identity authentication using deep learning. Web Interface – Facilitates user 

interaction and integrates MetaMask for transaction approvals. 

Blockchain Integration Module – Manages vote storage via Ethereum smart contracts on the Sepolia testnet. 

Each component interacts through defined APIs or smart contract functions, making the system scalable and independently 

testable. 

 

6.2 IDENTIFYING CUSTOMER REQUIREMENTS 

To build a secure, user-friendly, and transparent voting system, the following user and system requirements were 

identified: 

Biometric Authentication: Voters must be authenticated using their fingerprints before casting a vote. 

Tamper-Proof Vote Storage: Every vote must be securely recorded and verifiable on the blockchain. 

User-Friendly Interface: Users should easily navigate through login and voting processes. Real-Time Feedback: The 

system should provide status messages, including transaction hashes. 

Decentralized Voting Mechanism: Eliminate single points of failure by using blockchain for storage. 

 

6.3 PROGRAMMING IMPLEMENTATION 

a. Fingerprint Verification Module 

Technology: TensorFlow, Keras, Flask 

Model: Siamese neural network that compares two fingerprint images using Euclidean distance. 

Image Preprocessing: Fingerprint images (.bmp) are resized to 128×128 pixels and passed through convolutional layers 

with filters (32, 64, 128). 

Verification Threshold: A threshold of 0.5 is used to determine a valid fingerprint match. API Endpoint: 

POST /verify_fingerprint 

Accepts name and fingerprint image 

Returns JSON response: {"success": true, "name": "Abhiram"} 

 

b. Web Interface 

Technology: HTML, CSS, JavaScript, Web3.js Features: 

Input fields for name and fingerprint upload 

Dynamic layout with animated buttons and smooth transitions Post-verification candidate selection 

Real-time transaction feedback (e.g., transaction hash display) 

Hosting: Local server using python -m http.server 8000 

 

c. Blockchain Integration Module 

Network: Ethereum Sepolia Testnet 

Smart Contract Address: 0xD27f79eA0906142207BC2CBaF26E1B0ae5****** Contract Functions: 

castVote(string memory _name, uint _candidateId) getVote(string memory _name) 

MetaMask: Used for account management and signing transactions securely. 

Security: Transactions are cryptographically signed, ensuring integrity and non- repudiation. 

 

WORKFLOW 
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IMPLEMENTATION 

The Fingerprint Voting System was implemented by translating the proposed design into a functional prototype, 

integrating biometric authentication with blockchain technology. This process involved setting up the environment, coding 

the backend and frontend, deploying the blockchain contract, and ensuring seamless interaction between components. 

Below are the key implementation steps, accompanied by illustrative code snippets. 

 

1. Environment Setup 

The system required a Python 3.8+ environment with libraries such as TensorFlow, Flask, OpenCV, and flask-cors for the 

backend. The frontend relied on a browser with the MetaMask extension for blockchain interaction. All files were 

organized in a directory named fingerprint_voting, ensuring a cohesive workspace. 

 

2. Backend Development 

A Flask server was implemented to handle fingerprint verification using a Twin Network. The server processes uploaded 

fingerprints and returns authentication results. 

 

3. Frontend with DL Interaction 

An HTML interface with CSS and JavaScript (Web3.js) was implemented, sending fingerprint data to the backend and 

displaying results. It cleared inputs post-vote for usability. 

 

RESULT 

The Fingerprint Voting System produced successful outcomes, effectively combining deep learning (DL) for fingerprint 

verification with blockchain technology for secure vote recording. The system’s performance was evaluated through 

testing metrics, demonstrating its capability to authenticate voters and log votes on the Ethereum Sepolia testnet. These 

results, presented via a user-friendly web interface, underscore the system’s potential to enhance electoral security and 

transparency. 

The fingerprint verification process, powered by a Twin Network (a Siamese-style DL model), reliably identified voters 

by comparing uploaded fingerprints against a stored dataset. 

 
 

The perfect recall ensured all legitimate voters,  were authenticated, while the precision suggests minor false positives, 

indicating areas for potential improvement. 

 

 

CONCLUSION 

The Fingerprint Voting System effectively demonstrates the potential of integrating deep learning and blockchain 

technology to create a secure, transparent, and efficient digital voting framework. By combining a Siamese-based Twin 

Network for fingerprint authentication with an Ethereum Sepolia smart contract for immutable vote recording, the system 

successfully mitigates key vulnerabilities found in traditional and electronic voting systems, including impersonation, 

tampering, and the absence of verifiable audit trails. The solution ensured that only authenticated users could cast votes 

and that each recorded vote remained traceable through blockchain transaction records. 
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The blockchain component further strengthened system integrity by storing votes immutably and enabling transparent 

verification via platforms like Etherscan. While the prototype’s reliance on the Sepolia testnet limits immediate real-world 

deployment, it establishes a solid foundation for migration to more scalable and secure blockchain environments. Overall, 

the project provides a compelling proof-of-concept for next-generation voting systems, illustrating how deep learning and 

decentralized technologies can jointly address trust, security, and auditability challenges in modern electoral processes. 

 

FUTURE SCOPE 

The Fingerprint Voting System provides a strong baseline for secure, transparent, and tamper-proof elections; 

however, its capabilities can be significantly expanded through advanced biometric, blockchain, and system-

level enhancements. Future work can incorporate multi-biometric authentication, such as retina scanning and 

facial recognition, to complement fingerprint verification and reduce false positives by leveraging deep 

learning–based multimodal biometric fusion. Expanding the platform into a mobile application also offers 

considerable potential, enabling remote and overseas voters to authenticate themselves using smartphone-based 

biometrics and cast votes securely from anywhere. Such an app can be integrated with blockchain networks—

including Sepolia, mainnet Ethereum, or permissioned platforms like Hyperledger—to support seamless vote 

recording, accompanied by real-time notifications and confirmations. To improve model robustness, a larger 

and more diverse fingerprint dataset should be collected to retrain the Twin Network, enhancing its ability to 

recognize subtle biometric differences and improving accuracy beyond current results. System performance can 

be optimized further through real-time analytics dashboards that display vote progress and system status while 

maintaining blockchain transparency. Strengthening security through end-to-end encryption of biometric data 

during transmission will also safeguard voter identity and prevent interception. On the blockchain side, 

transitioning from the Sepolia test environment to the Ethereum mainnet or a scalable private chain would 

enable higher throughput and reduced latency in large-scale elections. Additionally, smart contracts must be 

optimized to handle increased voter volumes efficiently, ensuring cost-effective, tamper-proof, and verifiable 

vote storage. Overall, integrating advanced biometrics, mobile accessibility, enhanced datasets, improved 

security protocols, and scalable blockchain architectures will enable the system to evolve into a highly robust 

and universally deployable digital voting solution capable of supporting national and international electoral 

processes. 

 

REFERENCES 

[1].Tareeq saced,, Hunida M Malaikh Ghulam Abbas "Smart assistive system for visually impaired people" vol. 10, 

year:2022 Sadia zafar, Muhammed Asif, Maaz Bin Ahmad, Tauqeer Faiz, Munir Ahamad, Muhamad adnan Khan 

"Assistive Devices Analysis for visually Impaired people" IEEE, vol-10 year:2022 

 

[2].Gucjen Yang, Jafar Sannie, "Sight-to-sound Human machine interface for guiding and navigating visually impaired 

people," Procedia Comput. Sci., vel:S year: 2020 

 

[3].Y.Xie, N. Bore, and J. Folkesson, ‘‘Sidescan only neural bathymetry from large- scale survey,’’ Sensors, vol. 22, no. 

14, p. 5092, Jul. 2022, doi: 10.3390/s22145092. 

 

http://www.jetir.org/


© 2025 JETIR November 2025, Volume 12, Issue 11                                                     www.jetir.org (ISSN-2349-5162) 

JETIR2511358 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org d553 
 

[4]. W. Elmannai and K. Elleithy, ‘‘Sensor-based assistive devices for visually-impaired people: Current status, challenges, 

and future direc tions,’’ Sensors, vol. 17, no. 3, p. 565, Mar. 2017. [Online]. Available: https://www.mdpi.com/1424-

8220/17/3/565/htm 

 

[5]. B. Kuriakose, R. Shrestha, and F. E. Sandnes, ‘‘Tools and technologies for blind and visually impaired navigation 

support: A review,’’ IETE Tech. Rev., vol. 39, no. 1, 

pp. 3– 18, Jan. 2022. 

 

[6]. P. Chanana, R. Paul, M. Balakrishnan, and P. Rao, ‘‘Assistive technology solutions for aiding travel of pedestrians 

with visual impairment,’’ J. Rehabil. Assistive Technol. Eng., vol. 4, Aug. 2017, Art. no. 2055668317725993, doi: 

10.1177/2055668317725993. 

 

[7]. N. A. Giudice and G. E. Legge, ‘‘Blind navigation and the role of technology,’’ in The Engineering Handbook of 

Smart Technology for Aging, Disability, and Independence. Hoboken, NJ, USA: Wiley, 2008, pp. 479–500, doi: 

10.1002/9780470379424.ch25. 

 

[8].A. Abdolrahmani, W. Easley, M. Williams, S. Branham, and A. Hurst, ‘‘Embracing errors,’’ in Proc. CHI Conf. Human 

Factors Comput. Syst., May 2017. 

 

[9].M. Mashiata et al., ‘‘Towards assisting visually impaired individuals: A review on current status and future prospects,’’ 

Biosensors Bioelectron., X, vol. 12, p. 100265, 2022. 

 

 

 

http://www.jetir.org/

