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Abstract: The dynamic surge of IoT-based smart infrastructures (smart grids, smart healthcare systems, and  ndustrial IoT) have 

introduced new opportunities and threats never faced before. The high computational, memory and energy requirements make 

conventional crypto-graphic solutions inappropriate on a resource constrained devices despite their great security. This paper 

outlines the design and analysis of a light cryptographic protocol that relies on Elliptic Curve Cryptography (ECC) in order to 

safely exchange keys, PRESENT algorithm in order to securely encrypt and SPONGENT algorithm in order to verify integrity.  
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I. Introduction 

A. Background and Motivation 

The proliferation of the Internet of Things (IoT) has 

revolutionized modern infrastructures, opening up the 

possibilities to build smart cities, intelligent healthcare 

systems, connected transportation, and advanced industrial 

automation. These IoT-enabled smart infrastructures are 

increasingly in charge of delivering critical services, from 

energy management in smart grids to patient monitoring in 

health care.  

 
Figure 1: Encryption and decryption process using a key 

B. Problem Statement 

Traditional cryptographic algorithms such as RSA and AES 

are commonly used in order to secure data in traditional 

computing systems. Yet, these algorithms were never 

designed for lightweight devices that have to manage 

performance with a limited set of resources. Applying such 

algorithms in IoT scenarios frequently leads to excessive 

energy usage, high latency times, and issues with scalability, 

which are directly at odds with the operational requirements 

of smart infrastructures.  

C. Research Objectives 

This work aims to design and evaluate lightweight 

cryptographic protocols designed for IoT-enabled smart 

infrastructures. The specific objectives are threefold: 

 

● To propose a cryptographic protocol or amend 

current lightweight schemes to address the special 

requirements of IoT devices. 

● To test the designed protocol against conventional 

and lightweight benchmarks in terms of 

computational overhead, memory usage, and energy 

efficiency. 
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D. Contribution of the Paper 

The contribution of this paper is as follows: 

● The design of a cryptographic protocol for 

constrained IoT devices with low computational 

complexity. 

● A detailed comparative analysis of the proposed 

scheme with benchmark protocols that exist. 

E. Paper Organisation 

The following is the structure of the rest of this paper. Section 

II is a review of the current research efforts into lightweight 

cryptographic techniques as well as literature gaps. The 

system model, attacker assumptions, and problem 

formulation are defined in Section III.  

II. Literature Review 

A. IoT Security Requirement 

Internet of Things (IoT) is a massive system of interconnected 

gadgets that, together, create, refine, and share information in 

the fields of smart grids, healthcare, industrial automation, 

and intelligent transportation [1]. Sensitivity of data and 

critical nature of service in these infrastructures lead to strong 

security mechanisms being a necessity. Four fundamental 

security requirements are always present as themes in the 

literature: confidentiality, integrity, authentication and 

availability. 

 

In the absence of a strong authentication, there are malicious 

actors capable of spoofing devices and transmitting malicious 

commands [2]. Availability promotes the continuous access 

of resources and services and defends against denial of 

service attacks that have the potential to cripple critical 

infrastructure. 

 
Figure 2: IoT applications have different requirements 

in terms of the CIA triad, in addition to safety 

 

There is also a tendency of IoT devices to experience low 

bandwidth and poor wireless connectivity, and protocol stack 

has to be designed with low communication overhead [3].  

B. Existing Lightweight Cryptographic Protocols 

Researchers are coming up with a plethora of lightweight 

cryptographic solutions to the strict resource limit of IoT. 

These are basically divided into block ciphers, hash functions 

and lightweight public key schemes. 

 

 

 

Block Ciphers: 

Many lightweight cryptographic protocols are the offspring 

of block ciphers because they are efficient in symmetric key 

encryption. Algorithms including PRESENT, LED, SIMON 

and SPECK have shifted to first line. PRESENT is a 64bit 

block cipher designed to be hardware friendly and provide a 

trade off between security and efficiency [4].  

Hash Functions: 

SPONGENT takes advantage of sponges construction, where 

the state size is smaller hence the memory used is also 

smaller, and PHOTon is designed to consume as small as 

possible in hardware. They both have a smaller resource 

footprint than other common hash methods like SHA-2, and 

thus are well suited to resource-constrained IoT devices [5].  

 

Lightweight Public Key Schemes: 

Key exchange and authentication still require the use of 

public-key cryptography, however, classical algorithms such 

as RSA are not feasible in the IoT because of their high 

computational value. As an alternative, Lightweight public 

key solutions have become the de facto standard to Elliptic 

Curve Cryptography (ECC). ECC provides the same level of 

security as RSA with much smaller key sizes and thus 

computations and communications overhead are 

considerably reduced. Besides the ECC, post-quantum 

lightweight schemes like the lattice-based cryptography are 

also under consideration in their future-proof security [6]..

 
Figure 3: IoT-based healthcare environment  

 

C. Security in Smart Infrastructure 

The inclusion of IoT in smart infrastructure makes 

lightweight cryptographic protocols even more important. 

Security requirements differ from domain to domain, but 

have common limitations that are imposed by resource-

limited devices and critical operational needs. 

 
Figure 4: The different stages of hardware security 

 

Smart Grids: 

Smart grids are the combination of sensors, smart meters, and 

control systems that help to optimize energy production and 

consumption. The data exchanged is sensitive, since 

adversaries could potentially manipulate meter readings, 

disrupt demand response mechanisms, or blackout large areas 

[7].  

 

Smart Healthcare: 

The IoT in the healthcare sector is applied in wearable 

devices used as sensors to constantly track the health of 

patients and transmit data to the healthcare system, as well as 

implantable medical devices. Confidentiality breaches may 

lead to the exposure of private health records whereas the 

integrity and authentication errors may endanger the life of a 

patient [8].  
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Industrial IoT (IIoT): 

Industrial systems are taking advantage of IoT to 

preemptively maintain and automate manufacturing 

processes and control [9].  

Security Breaches Case Studies: 

Weakness of unsecured devices is evidenced by documented 

attacks, including the Mirai botnet attack, that used unsecured 

IoT devices to execute massive distributed denial of service 

(DDoS) attacks. In the same manner, proof-of-concept 

attacks on smart meters have demonstrated the factors 

through which the assailants can manipulate the information 

to gain financial gain [10].  

Domain Incident 
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Table 1: Case Studies of Security Breaches in Smart 

Infrastructure 

D. Comparative Analyses in Literature 

Many studies were carried out concerning the comparison of 

the performance of lightweight cryptographic protocols in 

various IoT applications [11]. Measures of energy use, 

latency, throughput, memory usage, and error resiliency (eg, 

Root Mean Square Error - RMSE) are common subjects of 

study. 

The findings are frequently presented in a table so as to be 

clear. A common trend is that of efficiency vs. security 

strength: low-energy-use protocols can be susceptible to 

strong cryptanalysis, and highly-secure protocols require 

more computational effort [12]. 

 

The stability of protocols in the presence of a noisy or 

unreliable communications channel is another novel subject 

of analysis. Measures like RMSE have found more 

widespread use in the assessment of the performance of 

cryptographic schemes in the real world where packet loss 

and interference are high.  

E. Literature Gap 

Regardless of the excessive amount of development, there are 

certain serious gaps evident in the existing literature and the 

given study attempts to fill them. 

 

First, lightweight cryptographic protocols have not been 

experimented in real IoT testbeds. Simulations or theoretical 

research are intensively used in many studies that are not 

necessarily representative of the limitations and performance 

trade-offs of actual IoT systems [13].  

 

Second, in most of the works that have been proposed, formal 

verification of the proposed lightweight algorithms has not 

been made. Security properties such as secrecy, authenticity 

or resistance to replay attacks can be mathematically proven 

using formal systems such as ProVerif, AVISPA or BAN 

logic [14].  

 

III. System Model and Problem Statement 

A. System Architecture 

The IoT-enabled smart infrastructure of this study has three 

major layers: end devices, gateways, and cloud/edge servers. 

End devices are resource-constrained sensors, actuators, and 

smart meters deployed in various domains such as healthcare, 

smart grids, and industrial environments [17].  

B. Attacker Model 

Such threats may cause disturbances to energy distribution in 

smart grids, the fabrication of medical data in healthcare, or 

production in industrial systems. The model, therefore, calls 

for protocols that ensure resistance to passive and active 

intrusions [18]. 

 
Figure 6: Attacker registration as a normal user 
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C. Design Constraints 

IoT devices are limited in smart infrastructure due to limited 

CPU capacity, memory availability, and battery life. These 

limitations prohibit the use of computationally heavy 

cryptographic algorithms [19]. Additionally, in many 

deployments, the wireless links used have low bandwidth, 

which requires the protocols to have minimal communication 

overhead. Scalability is another limitation because 

infrastructures can contain thousands of interconnected 

devices. 

D. Problem Definition 

The research problem is to design lightweight cryptographic 

protocols that will provide for secure communication 

between devices, gateways, and servers while following the 

resource constraints. The goal is to achieve confidentiality, 

integrity, and authentication with minimal computational, 

memory, and energy overhead to enable secure and 

sustainable IoT-enabled smart infrastructure. 

IV. Design of Lightweight Cryptographic Protocol(s) 

A. Protocol Overview 

It is suggested that the proposed lightweight cryptographic 

protocol will make the communication in IoT-based smart 

infrastructure secure, based on integrating three valuable 

functions, which are key exchange, encryption and 

authentication. The protocol begins with a default and 

lightweight key establishment procedure and this helps 

devices to share the session keys with the gateways or servers 

[20].  

 
Figure 5: Challenges in FL-IoT 

 

B. Cryptographic Primitives Used 

The efficiency of the protocol is dependent on careful 

selection of the lightweight cryptographic primitives. A 

lightweight block cipher such as PRESENT or SPECK is 

used for symmetric encryption due to its low memory 

footprint and low gate equivalent requirements. For the data 

integrity and authentication purposes, a light-weighted hash 

Function, such as SPONGENT, is included that ensures very 

little computational overhead during the generation of the 

Message Authentication Code (MAC) [21].  

 

 

 

 

 

 

C. Protocol Workflow 

The protocol is based on the reduced workflow for 

communication: 

 Initialization: Every IoT device comes pre-

installed with an ECC key pair and a unique 

identifier. Gateways or servers maintain the public 

keys of the registered devices. 

 Key Exchange: By this, the device that wants to 

start a communication sends the public key to the 

gateway in a light handshake. The gateway responds 

with its own public key, and a common session key 

is agreed on using the ECDH scheme. 

D. Key Management Strategy 

The protocol has a hybrid key management approach. ECC is 

utilized only at the time of initial exchange of keys and after 

that further communication is conducted with the help of 

symmetric key. This method significantly reduces energy and 

computation costs because operations that are symmetric are 

far lighter than those of public-key [22].  

E. Light Weight Design Principles 

The protocol design is based on three basic principles: 

● Energy-efficient operations: The lightweight 

ciphers and hash functions save power, extending 

the battery life of devices. 

● Reduced computation overhead: The hybrid 

scheme guarantees that resource-intensive public 

key operations are kept to a minimum while 

leveraging efficient symmetric cryptography to 

perform the frequent exchanges. 

● Security-robustness balance: The combination of 

ECC, PRESENT, and SPONGENT allows 

confidential, integrity, and authentication without 

sacrificing efficiency. The design preserves 

resilience against eavesdropping, replay, and 

impersonation attacks while satisfying real-time 

requirements of smart infrastructures. 

By combining these design elements, the proposed protocol 

provides a secure, scalable, and efficient protocol suited for 

IoT-enabled smart infrastructures. 

V. Security Analysis and Formal Verification 

A. Informal Security Analysis 

The proposed lightweight cryptographic protocol is evaluated 

on common security requirements. Confidentiality is 

maintained by encrypting all the data packets with the 

PRESENT block cipher, which means that the adversaries 

cannot access the plaintext even if communication channels 

are monitored. Integrity is assured by using lightweight hash-

based message authentication codes (MACs) based on 

SPONGENT. A 

B. Formal Methods 

To reinforce the guarantee of security claims, the protocol can 

be checked with formal verification tools. BAN Logic offers 

a framework to reason about the beliefs of entities in 

authentication protocols to confirm that both communicating 

parties believe that they share a fresh session key [24].  
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Figure 6: IoT application sectors 

C. Threat Modeling and Evaluation 

The adversary model is a model that assumes an attacker has 

full control over the communication channel, being able to 

intercept, modify, replay, or inject messages.  

D. Proof of Security Properties 

The protocol achieves a number of formally verifiable 

properties. Key secrecy is maintained because ECDH is 

guaranteed to only be derived by legitimate devices. Forward 

secrecy is achieved with periodic key refreshment, so that 

compromise of one session does not compromise future 

communications [26].  

VI. Implementation and Experimental Setup 

A. Test Environment 

To assess the feasibility and efficiency of the proposed 

lightweight cryptographic protocol, implementation was 

performed on resource-limited IoT platforms representative 

of real-world smart infrastructures [27].  

 
Figure 7: IoT background 

 

B. Evaluation Metrics 

The protocol was assessed on four primary metrics: 

● Computation time: measured to assess the 

processing delay introduced by encryption, 

decryption, and authentication operations. 

● Memory usage: both the consumption of memory 

(RAM and flash) was recorded to determine the 

suitability for constrained devices. 

C. Benchmark Protocols for Comparison 
Comparisons between such schemes enabled to determine the 

energy saving benefits, the latency and memory saving 

benefits and to establish the security properties as equal or 

higher than the traditional techniques [28]. 

VII. Results and Performance Evaluation 

A. Experimental Results 

The lightweight cryptography protocol was proposed and 

experimented with the real and simulated IoT environments. 

Findings indicate that the protocol is experiencing significant 

energy saving in comparison to conventional cryptographic 

schemes.  

 

In terms of latency, the hybrid scheme added very little 

latency. The initial ECC-based key exchange took somewhat 

more computation time than symmetric-only, but subsequent 

symmetric operations were done with low latency. 

B. Comparative Tables and Figures 

Performance comparisons with benchmark algorithms 

described the advantages of the proposed scheme. Across key 

metrics, Table III summarises the results. 

 

To complement tabular data, graphical results have been 

plotted. RMSE vs. SNR curves demonstrated the resiliency 

of the protocol under noisy communication channels with 

almost no error rates as compared to conventional schemes. 

C. Observations 

The findings point to evident trade-offs that are implemented 

by the suggested protocol. Although the use of the ECC-

based key exchange has a small one-time cost, the benefits 

are high security assurances and effective symmetric 

operation thereafter. The encryption (PRESENT)-integrity 

(SPONGENT) combination ensures a trade-off between 

energy-efficiency and robustness that renders the protocol 

viable to long-term implementation in smart infrastructures. 

 

VIII. Discussion 

The analysis results indicate that the suggested lightweight 

cryptographic protocol is highly suitable in the context of 

smart infrastructure. This is scalable to thousands of devices 

with its low energy and memory needs and no computational 

or storage resource constraints [29].  

A. Practical Implications 

 
Figure 8: Evaluation of IoT 

B. Strengths 

The use of lightweight primitives provides reduced overhead 

compared with conventional algorithms, while the 

combination of ECC, PRESENT, and SPONGENT provides 

confidentiality, integrity, and authentication. The design is a 

balance between robust and practical, which allows for secure 

communication on ultra-constrained devices [30]. 
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C. Limitations 

Despite such advantages, there are some limitations. The 

evaluation was done on a small number of IoT boards which 

has limited the number of hardware we have tested.  

IX. Conclusion and Future Work 

This paper showed the design and evaluation for the light 

weight cryptographic protocols for IoT enabled smart 

infrastructures. The proposed scheme offered confidentiality, 

integrity and authentication using less energy, latency and 

memory overhead.  

 

Future Work: 

● Extend evaluation to IoT ecosystems with multiple, 

heterogeneous devices. 

● Integrate AI-based adaptive security measures for 

dynamic threat detection. 

● Test the protocol in real world deployments such as 

smart city and healthcare systems. 

 

● Investigate post-quantum lightweight cryptography 

to guarantee long-term resilience from emerging 

computational threats. 
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