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Abstract 

The enactment of the Bharatiya Nyaya Sanhita (BNS), Bharatiya Nagarik Suraksha Sanhita (BNSS), and Bharatiya Sakshya 

Adhiniyam (BSA) in 2023 represents a significant legislative overhaul of India’s colonial-era criminal justice framework. While 

these laws aim to modernize justice delivery and make the system more citizen-centric, they simultaneously embed expansive 

surveillance provisions—such as e-FIRs, facial recognition, digital forensics, and real-time electronic monitoring—without clear 

institutional safeguards. This article examines the legal depth of these reforms by analyzing their procedural and evidentiary 

architecture, with a particular focus on sections empowering surveillance. A constitutional analysis is undertaken through the 

lens of Article 21 of the Indian Constitution and landmark judgments such as Justice K.S. Puttaswamy v. Union of India, Maneka 

Gandhi v. Union of India, and Selvi v. State of Karnataka, highlighting tensions between state power and the right to privacy. The 

article further integrates comparative international insights, drawing from the UK’s RIPA, the EU’s GDPR, and the U.S. 

Fourth Amendment jurisprudence to assess the adequacy of India’s evolving legal ecosystem. Where applicable, empirical 

relevance is incorporated through stakeholder interviews and public responses to digital policing, revealing gaps in awareness 

and trust. With a structured doctrinal and comparative framework, this article contributes to the academic discourse by proposing 

institutional reforms, judicial oversight, and robust data protection laws to ensure that the shift from colonial law is not only 

symbolic but substantively constitutional and rights-compliant. 
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1. Introduction 

a) Colonial Legacy of IPC, CrPC, and IEA 

India's criminal justice system has long operated under the triad of the Indian Penal Code, 1860 (IPC), the Code of Criminal 

Procedure, 1973 (CrPC), and the Indian Evidence Act, 1872 (IEA). These laws, inherited from British colonial rule, were 

designed to serve the interests of imperial governance rather than a democratic, rights-based framework. Over time, despite 

judicial interpretations and piecemeal amendments, these laws often failed to keep pace with technological advancements, 

evolving notions of individual liberties, and the global shift towards a human-rights-oriented criminal justice system. Critics 

argued that their punitive structure, lack of sensitivity towards marginalized groups, and outdated procedural safeguards 

necessitated comprehensive reform. 

b) Need for Modernization and Emergence of BNS, BNSS, BSA 

Recognizing these deficiencies, the Indian government repealed and replaced the colonial codes with the Bharatiya Nyaya 

Sanhita, 2023 (BNS), Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS), and Bharatiya Sakshya Adhiniyam, 2023 (BSA). 

These new laws purport to reflect the aspirations of a post-colonial, technologically integrated, and victim-centric justice system. 

They aim to expedite trials, integrate digital evidence, and reorient focus towards citizens’ security. However, this transition raises 

critical questions regarding the balance between empowering the state and preserving the fundamental rights of citizens. 

c) Emergence of Surveillance as a Central Tool in New Laws 

One of the most striking shifts in these legislations is the institutionalization of surveillance mechanisms. Provisions facilitating 

the use of electronic evidence, geo-tagging of accused persons, mandatory biometric recording, and real-time policing have 

expanded the technological footprint of law enforcement. While these changes promise efficiency and deterrence, they also 

significantly enhance the surveillance capacities of the state—prompting concerns about excessive state intrusion into the 

private domain. The digitalization of evidence and policing, without robust data protection laws in place, poses serious risks to 

privacy and due process. 

d) Research Problem: Tension Between State Surveillance Powers and Individual Rights 

This research explores the constitutional tension between the state’s enhanced surveillance powers under the BNS, BNSS, and 

BSA, and the individual's fundamental rights to privacy, dignity, and freedom under the Constitution of India. It investigates 

http://www.jetir.org/


© 2025 JETIR November 2025, Volume 12, Issue 11                                                 www.jetir.org (ISSN-2349-5162) 

 

JETIR2511622 Journal of Emerging Technologies and Innovative Research (JETIR) www.jetir.org f853 
 

whether the new criminal laws strike a constitutionally acceptable balance, or whether they lean disproportionately towards 

national security and control, at the expense of civil liberties. 

e) Research Objectives and Methodology 

The primary objectives of this study are: 

1. To analyze the surveillance-enabling provisions of BNS, BNSS, and BSA. 

2. To assess their compatibility with constitutional rights, particularly the right to privacy as recognized in Justice K.S. 

Puttaswamy v. Union of India (2017). 

3. To conduct a comparative legal analysis with surveillance jurisprudence in jurisdictions like the United States, United 

Kingdom, and European Union. 

4. To evaluate the potential for misuse and suggest judicial, legislative, or institutional safeguards. 

 

2. Legislative Context: Overview of the New Criminal Laws 

The year 2023 marked a transformative shift in India’s criminal justice framework with the enactment of three new central 

legislations replacing their colonial predecessors. These are: 

1. Bharatiya Nyaya Sanhita, 2023 (BNS) – replacing the Indian Penal Code, 1860 

2. Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS) – replacing the Code of Criminal Procedure, 1973 

3. Bharatiya Sakshya Adhiniyam, 2023 (BSA) – replacing the Indian Evidence Act, 1872 

These laws aim to simplify, modernize, and indigenize India's criminal justice system while incorporating technology and citizen-

centric reforms. 

 

1) Summary of Key Features of New Criminal Laws 

a) Bharatiya Nyaya Sanhita, 2023 (BNS): Substantive Offences 

1. Victim-Centric Focus: BNS includes provisions that prioritize victims' rights and introduce stricter punishment for 

crimes against women and children (e.g., gender-based violence, trafficking). 

2. Simplification of Offence Categories: Certain offences have been reclassified or rationalized. For example, 'sedition' 

under Section 124A IPC has been replaced with a broader provision targeting "acts endangering sovereignty, unity, and 

integrity of India." 

3. New Offences Introduced: BNS incorporates offences like mob lynching, hate crimes, terrorism-related offences, and 

organized crime, reflecting modern security threats. 

4. Enhanced Punishments: Sentences for offences such as rape, gang rape, and custodial sexual violence have been 

increased. 

5. Digital and Financial Crimes: BNS explicitly recognizes cybercrimes and digital fraud, ensuring they are addressed 

substantively. 

b) Bharatiya Nagarik Suraksha Sanhita, 2023 (BNSS): Procedural Changes 

1. Speedy Justice: Emphasis on time-bound investigation and trial, especially for crimes against women and children. 

2. E-FIR and Online Complaint Mechanism: Citizens can now register FIRs electronically, which enhances accessibility 

and transparency. 

3. Zero FIR Continuity: Reinforced and legally protected in BNSS, enabling FIR registration at any police station 

regardless of jurisdiction. 

4. Forensic Mandate: Forensic evidence is made mandatory in cases punishable with 7+ years of imprisonment, 

professionalizing the investigation process. 

5. Custodial Safeguards: BNSS mandates video recording of search and seizure, and improves the process of electronic 

custody records. 

6. Wider Police Powers: BNSS allows attachment of property, increased power of police remand, and introduces digital 

warrant procedures. 

c) Bharatiya Sakshya Adhiniyam, 2023 (BSA): Evidence Law Reform 

1. Electronic Evidence Legitimized: Section 61 of BSA gives legal sanctity to electronic and digital records as primary 

evidence. 

2. Presumptions and Authenticity: Presumptions regarding the authenticity of emails, metadata, CDRs (Call Data 

Records), and electronic records are standardized. 

3. Use of AI & Biometric Data: BSA allows for integration of biometric evidence, facial recognition data, and forensic 

algorithms. 

4. Chain of Custody Norms: Emphasis on maintaining a secure, auditable chain of custody for digital and forensic 

evidence. 

 

2) Emphasis on Tech-Enabled Policing and Surveillance Tools 

The new legal architecture positions technology as a central tool of criminal investigation and trial. Key features include: 

a) Tech-Enabled Policing 

1. Police are legally empowered to digitally track suspects, gather electronic evidence from phones, cloud storage, and 

social media, and conduct remote surveillance. 

2. Digital dashboards and apps for officers enhance data-driven policing and real-time updates on FIRs and case status. 

b) E-FIR and Digital Filing 

1. E-FIRs can now be lodged via online platforms, allowing quick and jurisdiction-free registration of complaints. 

2. This reduces police discretion and delays, encouraging victim participation and empowering rural and urban citizens 

alike. 

c) Forensic Evidence Integration 

1. BNSS mandates scientific investigation, including DNA sampling, narcotics tests, and digital footprint analysis. 
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2. Forensic teams are required to accompany police to the crime scene for serious offences, ensuring objective evidence 

collection. 

3. Court admissibility of forensic reports has been streamlined, minimizing delays in trials. 

d) CCTV Surveillance and Video Evidence 

1. Police stations, lock-ups, and interrogation rooms must be equipped with CCTV cameras, monitored and maintained as 

per judicial directives (Paramvir Singh Saini v. Baljit Singh, 2020). 

2. Video footage is admissible under BSA and can serve as conclusive proof in procedural violations or custodial abuse. 

e) AI Surveillance and Predictive Policing 

1. Law enforcement is gradually incorporating AI-powered facial recognition, behavior prediction software, and data 

analytics to pre-empt crimes. 

2. Real-time tracking of individuals via GPS and facial biometrics raises serious privacy concerns, especially in the 

absence of a robust data protection law. 

3. Predictive policing tools—though efficiency-oriented—pose the risk of algorithmic bias and profiling of marginalized 

communities. 

 

3. Surveillance and Privacy Provisions in the New Framework 

The new criminal law framework—while emphasizing digital evidence and efficiency—also significantly expands the state’s 

surveillance powers. This section provides a critical analysis of the procedural surveillance mechanisms codified under the 

BNSS, 2023 and BSA, 2023, as well as the evolving legal status of modern surveillance technologies like facial recognition, 

phone tapping, and metadata monitoring, in the context of individual privacy rights under the Indian Constitution. 

 

1) Procedural Surveillance Powers (Section-Wise References from BNSS/BSA) 

The Bharatiya Nagarik Suraksha Sanhita (BNSS) and Bharatiya Sakshya Adhiniyam (BSA) contain multiple provisions that 

either explicitly authorize or implicitly support surveillance-type activities: 

a) Section 105 BNSS – Electronic Monitoring of Accused 

1. Allows courts to impose electronic monitoring (e.g., GPS-enabled ankle bands, geo-fencing) as a bail condition. 

2. Introduces continuous state surveillance even outside prison, raising questions about proportionality and consent. 

b) Section 106 BNSS – Use of Technology in Investigations 

1. Permits the use of electronic devices, video recording, and biometric tools in police investigations. 

2. Encourages data collection from digital platforms and devices, but lacks clear safeguards against misuse. 

c) Section 136 BNSS – Video Recording of Search and Seizure 

 Mandates audio-visual recording of search operations, contributing to transparency but also creating new data pools for 

surveillance. 

d) Section 61–65 BSA – Electronic Records as Evidence 

1. Grants’ full evidentiary status to digital and electronic records, including GPS logs, CCTV, chat transcripts, and social 

media content. 

2. Emphasizes presumptions of authenticity under Sections 62–63, potentially undermining privacy if safeguards are not 

judicially enforced. 

e) Section 87 BSA – Presumption of Electronic Messages 

 Accepts emails, server logs, and metadata as primary evidence unless rebutted, shifting the burden of proof to the 

accused. 

 

2) Legal Status of Modern Surveillance Tools 

The new laws enable the state to rely on surveillance technologies even without specific enabling statutes. Their regulation, 

however, remains fragmented, with most practices governed by executive orders or police rules rather than parliamentary 

legislation. 

 

a) Facial Recognition Technology (FRT) 

1. No explicit legislative backing under BNSS/BSA. 

2. Used extensively in policing (e.g., Delhi Police “FaceTagr” system) and crowd control (e.g., CAA/NRC protests). 

3. Raises constitutional concerns post-Puttaswamy (2017) as there is no data protection framework, no consent 

mechanism, and no sunset clauses. 

4. Risk of racial and caste-based algorithmic bias, especially in predictive policing. 

b) Phone Tapping / Interception 

1. Permitted under Indian Telegraph Act, 1885, and Information Technology Act, 2000 (Rules under Section 69). 

2. BNSS and BSA do not regulate or restrict this; however, intercepted conversations can now be admitted as primary 

evidence under BSA if “lawfully acquired.” 

3. No provision for prior judicial approval or independent oversight of phone tapping orders. 

c) Metadata Collection 

1. Includes IP logs, call data records (CDRs), device IDs, GPS coordinates. 

2. Now treated as admissible and presumptively authentic under Sections 61–63 of BSA. 

3. The absence of restrictions on scope, retention, and access means surveillance is often mass-based rather than 

targeted. 

d) CCTV and Drone Footage 

1. CCTV footage from police stations, highways, and public spaces is admissible under BSA. 

2. Supreme Court in Paramvir Singh Saini v. Baljit Singh (2020) mandated CCTV in police stations, but monitoring 

authorities lack independence. 
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3. Drone surveillance during protests, religious gatherings, and elections is growing, but remains unregulated, with 

serious implications for freedom of assembly and expression. 

 

3) Discussion on Absence of Independent/Judicial Oversight 

A crucial gap in the new criminal law regime is the absence of institutional oversight over the expanded surveillance powers: 

a) No Dedicated Privacy or Surveillance Regulator 

1. There is no statutory body to review or authorize surveillance measures or data retention policies. 

2. The proposed Digital Personal Data Protection Act, 2023 is not in force yet and offers limited protections in criminal 

investigations. 

b) Judicial Oversight Missing 

1. Unlike jurisdictions such as the USA (FISA courts) or UK (Investigatory Powers Commissioner), India has no legal 

requirement for judicial warrants in most digital surveillance cases. 

2. Most authorizations are issued by executive officers, often behind closed doors and without public accountability. 

c) No Legislative Debate or Parliamentary Review 

1. Surveillance practices are primarily dictated by rules, circulars, and internal police protocols, bypassing Parliament. 

2. There is no provision for annual reporting, audit, or independent complaint redressal, creating an opaque and 

unchallengeable surveillance environment. 

d) Due Process and Procedural Fairness 

1. The presumption of authenticity for electronic evidence under BSA inverts the burden of proof. 

2. The accused may not even be aware of the surveillance used to build the case against them, violating principles of 

natural justice. 

 

4. Constitutional Analysis 

a) Fundamental Right to Privacy under Article 21 (Puttaswamy Case) 

In Justice K.S. Puttaswamy v. Union of India (2017), a nine-judge Constitution Bench of the Supreme Court unanimously 

affirmed that the right to privacy is a fundamental right, intrinsic to life and personal liberty under Article 21. 

Key Principles from Puttaswamy: 

A. Privacy includes bodily integrity, informational privacy, and decisional autonomy. 

B. Any state intrusion must pass the three-fold test: 

1. Legality – must be sanctioned by law. 

2. Necessity – should serve a legitimate aim. 

3. Proportionality – the intrusion must be proportionate to the need. 

Under the new surveillance regime: 

1. Facial recognition, biometric monitoring, and phone surveillance often lack statutory safeguards, failing the 

legality test. 

2. Broad data collection without clear limits violates informational privacy. 

3. Absence of consent and accountability fails decisional autonomy. 

 

b) Due Process under Article 14 & 22 

Article 14: Right to Equality and Non-Arbitrariness 

Article 14 guarantees equality before the law and prohibits arbitrary state action. In E.P. Royappa and later Maneka Gandhi, 

the Supreme Court held that arbitrariness is the antithesis of equality. 

1. Surveillance powers without judicial or independent oversight may be exercised arbitrarily, violating Article 14. 

2. The lack of clear standards for when, how, and why surveillance is deployed enables discriminatory or politically 

motivated targeting. 

Article 22: Safeguards in Arrest and Detention 

Article 22 provides procedural safeguards, such as: 

1. Right to be informed of grounds of arrest. 

2. Right to legal counsel. 

3. Right to be produced before a magistrate. 

However, electronic surveillance: 

1. Allows for covert evidence collection without the knowledge of the accused. 

2. May lead to data-based profiling and arrests without effective opportunity to challenge the evidence at the pre-trial 

stage. 

 

c) Proportionality Test and Procedural Fairness (Maneka Gandhi Case) 

In Maneka Gandhi v. Union of India (1978), the Court expanded Article 21 by reading in the requirement of "procedure 

established by law" to be "just, fair, and reasonable". 

Application of the Proportionality Principle: 

1. State actions that infringe fundamental rights must be proportionate, i.e., the least restrictive means must be used to 

achieve a legitimate goal. 

2. Procedural fairness demands notice, hearing, transparency, and opportunity to challenge. 

In the context of surveillance: 

1. Mass surveillance tools (e.g., bulk metadata collection, FRT at public gatherings) lack tailored targeting, and thus fail 

proportionality. 

2. Procedural fairness is absent, as individuals are often unaware of the surveillance and have no recourse to challenge 

or seek remedy. 

3. No ex-ante safeguards or ex post accountability exist in law. 
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Hence, the expanded technological powers under the new laws violate the spirit of Maneka Gandhi, which mandates 

substantive and procedural fairness. 

 

5. Comparative International Standards 

As digital surveillance increasingly becomes a core tool of criminal justice systems globally, democratic jurisdictions have 

developed legal frameworks to regulate state surveillance, protect individual privacy, and ensure constitutional 

accountability. This section evaluates leading international models—including those in the UK, USA, EU, and South Africa—

and assesses how India’s emerging legal regime under BNS, BNSS, and BSA compares in terms of legality, oversight, and 

fundamental rights protection. 

 

a) United Kingdom – RIPA 2000 and Investigatory Powers Act 2016 

The UK’s surveillance framework is one of the most legally codified in the world, marked by: 

1) Regulation of Investigatory Powers Act (RIPA), 2000: Established the legal basis for lawful interception, covert 

surveillance, and use of informants. 

a) Required that surveillance be authorized and necessary and proportionate. 

b) Introduced judicial oversight via Investigatory Powers Tribunal. 

2) Investigatory Powers Act (IPA), 2016 (also called “Snooper’s Charter”): 

a) Consolidated surveillance powers under one law. 

b) Introduced double-lock mechanism: warrants for surveillance must be approved by both a Secretary of State and a 

judicial commissioner. 

c) Requires data retention orders to have strict time and purpose limitations. 

d) Allows for bulk collection, but with extensive transparency, oversight, and annual reporting. 

Key Takeaway for India: Unlike India's opaque system, the UK enforces statutory authorization, judicial review, and 

independent oversight. 

 

b) United States – Fourth Amendment and Carpenter v. United States 

The Fourth Amendment of the U.S. Constitution protects against unreasonable searches and seizures, forming the backbone 

of privacy jurisprudence. 

1) In Carpenter v. United States (2018), the U.S. Supreme Court held that: 

a) Accessing historical cell-site location information (CSLI) without a warrant violates the Fourth Amendment. 

b) The ruling extended privacy protection to metadata and digital traces. 

c) Reinforced that technological change should not erode constitutional rights. 

Additionally: 

1. The Foreign Intelligence Surveillance Act (FISA) requires special courts (FISC) to approve intelligence-related 

surveillance. 

2. The Electronic Communications Privacy Act (ECPA) limits government access to stored electronic communications. 

Key Takeaway for India: The U.S. emphasizes warrant-based surveillance and judicial scrutiny even in national security 

matters, unlike India’s executive-controlled mechanisms. 

 

c) European Union – GDPR and Digital Rights Ireland 

The General Data Protection Regulation (GDPR), 2018, is the most comprehensive privacy law globally. 

1) GDPR Principles: 

a) Consent-based data processing. 

b) Right to be forgotten. 

c) Data minimization, transparency, accountability. 

d) Mandatory Data Protection Officers and impact assessments for high-risk processing. 

2) Digital Rights Ireland v. Minister for Communications (2014): 

a) The European Court of Justice (ECJ) invalidated the Data Retention Directive. 

b) Held that mass, indiscriminate data collection without judicial oversight violates fundamental rights under the EU 

Charter. 

Key Takeaway for India: The EU sets a gold standard by making mass surveillance unlawful, ensuring rights-based data 

governance, which India lacks due to absence of a comprehensive privacy law. 

 

d) Comparative Analysis: How India Compares to These Global Standards 

Feature UK USA EU South Africa India (BNSS/BSA) 

Judicial Oversight 
Yes (IPA double-

lock system) 

Yes (Warrants under 

4th Amendment & 

FISA) 

Yes (ECJ review of 

laws) 

Yes (post facto 

judicial review) 

No – Executive-only 

authorization 

Data Protection 

Law 
Yes (DPA 2018) 

Partial (State-level + 

Sectoral) 
Yes (GDPR) Yes (POPIA) 

No comprehensive 

law yet 

Consent for Data 

Use 
Mandatory 

Contextual (esp. civil 

cases) 
Mandatory under 

GDPR 
Yes 

Not required under 

BNSS/BSA 

Post-Surveillance 

Notification 
No Rare 

Yes (in limited 

cases) 
Yes mandated No requirement 

Mass Surveillance 

Restriction 
Limited Debated 

Prohibited (Digital 

Rights Ireland) 
Restricted 

Allowed without 

safeguards 
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Feature UK USA EU South Africa India (BNSS/BSA) 

Right to Challenge 

Surveillance 
Yes (Tribunals) Yes (Judicial Review) Yes (ECJ/DPAs) 

Yes (Constitutional 

Courts) 
No formal grievance 

redressal 

 

6. Risks and Critiques 

1) Potential for Abuse 

a) Political Targeting 

1) Surveillance powers can be weaponized by the state to monitor and suppress dissent, especially in the absence of judicial 

authorization or oversight. 

2) Recent reports and investigative journalism (e.g., the Pegasus spyware scandal) have revealed the surveillance of 

opposition leaders, journalists, and civil society organizations. 

3) The integration of facial recognition at protests, and real-time surveillance via drones, enables pre-emptive policing based 

on political affiliation, violating constitutional freedoms under Articles 19(1)(a) and 19(1)(b). 

 

b) Harassment of Minorities and Activists 

1) Surveillance often disproportionately targets marginalized communities such as Muslims, Dalits, tribals, and LGBTQ+ 

persons, under the pretext of national security or public order. 

2) Predictive policing algorithms trained on historical crime data may reinforce structural discrimination and lead to over-

policing of certain localities. 

3) Surveillance without transparency or accountability can erode trust in law enforcement, especially among vulnerable 

groups. 

 

2) Digital Authoritarianism: No Audit, No Sunset Clauses 

India’s current surveillance framework under BNSS/BSA fits the pattern of digital authoritarianism, where the state’s 

technological capabilities expand unchecked: 

a) No legal requirement for periodic audits or parliamentary reporting of surveillance orders. 

b) No ‘sunset clauses or time-bound expiry mechanisms on surveillance data retention, monitoring orders, or use of AI-

based tools. 

c) The absence of legislative oversight, such as standing committees or judicial review panels, creates a permanent 

surveillance infrastructure immune to democratic checks. 

d) Technologies deployed (CCTV, drones, face-scanning) can silently shift the balance from a rights-based state to a 

security surveillance state. 

 

3) Lack of Personal Data Protection Law (Pending Since Srikrishna Report) 

1) The Justice B.N. Srikrishna Committee Report (2018) recommended a robust data protection framework to balance 

individual autonomy with state interests. 

2) However, the Personal Data Protection Bill, introduced in 2019, was withdrawn, and a weaker Digital Personal Data 

Protection Act, 2023 (not fully operational) offers limited protections in the criminal justice context. 

3) Currently: 

a) No definition of sensitive personal data in BNSS/BSA. 

b) No guarantee of purpose limitation, informed consent, data minimization, or user rights. 

c) No data fiduciary accountability imposed on state authorities, contrary to global standards (like GDPR and POPIA). 

The vacuum in personal data regulation creates a legal black hole for privacy violations to occur without remedy or redress. 

 

4) Technical Bias in Facial Recognition and Predictive Policing 

A. Facial Recognition Technology (FRT), while touted as efficient, is often built on biased datasets that underperform for 

dark-skinned individuals, women, and children. 

B. Studies have shown that false positives in FRT disproportionately affect minorities, leading to wrongful detentions 

and arrests. 

C. Predictive policing tools (such as crime heat maps and behavior prediction software) rely on historical police data, 

which reflects institutional bias—thus reinforcing profiling and over-surveillance of marginalized communities. 

D. The lack of algorithmic transparency, auditing of AI systems, or accountability mechanisms makes technical 

surveillance opaque and unchallengeable. 

 

7. Recommendations 

a) Judicial Oversight for Surveillance Operations 

1. Mandatory Judicial Pre-Authorization: Surveillance measures—such as phone tapping, biometric tracking, and facial 

recognition—should require prior approval from an independent judicial authority, ideally a designated 

magistrate or high court judge, as practiced in the UK and USA. 

2. Real-Time Scrutiny: Establish a mechanism for ex post facto judicial review, especially for urgent/emergency 

surveillance. 

3. Safeguards for Accused and Witnesses: Introduce procedural requirements to ensure that electronic surveillance does 

not violate the rights to fair trial, confidential legal consultation, or protection from self-incrimination. 

 

b) Enactment of a Comprehensive Data Protection Legislation (Based on GDPR Principles) 

1) India urgently needs a robust data protection law that aligns with constitutional values and international norms (e.g., 

GDPR). 
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2) Key features should include: 

a) Purpose limitation – data should only be collected for specific, lawful purposes. 

b) Informed consent – individuals must be aware and approve data collection. 

c) Storage limitation – data should not be retained longer than necessary. 

d) Right to access and erasure – individuals should be able to review and delete their data. 

e) Accountability of state actors – surveillance agencies must function as data fiduciaries, answerable for misuse or 

breach. 

 

c) Establishment of an Independent Surveillance Review Authority 

1) Create a quasi-judicial body or ombudsman, similar to the UK’s Investigatory Powers Commissioner or the U.S. 

Privacy and Civil Liberties Oversight Board (PCLOB). 

2) Key roles: 

a) Approve or review surveillance warrants. 

b) Conduct audits of state surveillance programs. 

c) Publish annual impact reports and ensure compliance with fundamental rights. 

d) Address complaints from citizens alleging unlawful surveillance. 

3) Must be autonomous, with appointments ratified by a bipartisan parliamentary committee. 

 

d) Transparency and Accountability Frameworks (Public Reporting) 

1) Annual Transparency Reports: Law enforcement and intelligence agencies must disclose aggregated data on: 

a) Number of surveillance orders issued and executed. 

b) Number of cases where evidence from surveillance was used in prosecution. 

c) Categories of offences for which surveillance was authorized. 

2) Legislative Oversight: Parliament must be empowered to scrutinize surveillance practices through Standing Committees 

and independent audits. 

3) Impact Assessments: Mandatory Privacy Impact Assessments (PIAs) should be conducted before introducing any new 

surveillance technology or tool. 

 

e) Training and Awareness for Police and Judiciary 

1) Capacity Building: Conduct regular training programs for police officers, forensic experts, and judicial officers on: 

a) Constitutional rights and the right to privacy. 

b) Technical and legal limits of surveillance tools (CCTV, AI, FRT, metadata). 

c) Admissibility and chain of custody of digital evidence under BSA. 

2) Ethical Surveillance Guidelines: Develop standard operating procedures (SOPs) emphasizing ethical conduct, human 

rights, and accountability. 

3) Judicial Sensitization: Include digital rights and surveillance jurisprudence in judicial training academies, drawing on 

Indian and international case law. 

 

8. Conclusion 

a) Summarize the Constitutional Dilemma 

The evolution of India's criminal justice framework through the Bharatiya Nyaya Sanhita (BNS), Bharatiya Nagarik Suraksha 

Sanhita (BNSS), and Bharatiya Sakshya Adhiniyam (BSA) signifies a decisive shift toward technology-driven policing and 

investigation. However, embedded within this modernization is a constitutional dilemma—the expansion of state surveillance 

powers without corresponding legal safeguards, judicial oversight, or individual protections. This imbalance raises 

fundamental concerns under Articles 14, 19, 21, and 22 of the Indian Constitution, particularly after landmark rulings such as 

Justice K.S. Puttaswamy, Maneka Gandhi, and Carpenter v. United States. 

 

b) Reiterate the Need for Balance: Security vs Liberty 

The need of the hour is to strike a careful balance between national security and civil liberty. Surveillance, in and of itself, is 

not unconstitutional. However, in the absence of enforceable limits, due process, and oversight, it becomes a threat to 

democratic governance. A robust criminal justice system must ensure that law enforcement is effective, but equally, that 

citizens are not subjected to arbitrary monitoring, profiling, or intimidation. 

 

c) Call for Reforms: Towards Constitutional, Proportionate, and Accountable Surveillance 

India must now move towards a rights-based surveillance architecture, grounded in constitutional morality and global best 

practices. This requires: 

1) Clear legislative backing for all surveillance measures. 

2) Judicial authorization as a non-negotiable safeguard. 

3) A comprehensive data protection law modelled on principles like necessity, proportionality, and purpose limitation. 

4) Establishment of an Independent Surveillance Review Authority. 

5) Capacity-building for law enforcement and judicial bodies to ensure surveillance is used ethically, transparently, and 

legally. 
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